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Lab Overview - HOL-2401-01-CMP - AriaLab Overview - HOL-2401-01-CMP - Aria Operations - Getting Started (Basic)Operations - Getting Started (Basic)

[2][2]Lab DescriptionLab Description

Want to know the fastest way to get value from Aria Operations? Take this lab to get quick insight into capacity, troubleshooting,
security, and efficiency.

[3][3]Lab GuidanceLab Guidance

Welcome! This lab is available for you to repeat as many times as you want. To start somewhere other than the beginning, use the TableWelcome! This lab is available for you to repeat as many times as you want. To start somewhere other than the beginning, use the Table
of Contents in the upper right-hand corner of the Lab Manual or click on one of the modules below.of Contents in the upper right-hand corner of the Lab Manual or click on one of the modules below.

•Module 1 - Maximize Your Value with Aria OperationsModule 1 - Maximize Your Value with Aria Operations (15 minutes) (Basic)

•Module 2 - Gaining Insights Into your CapacityModule 2 - Gaining Insights Into your Capacity (15 minutes) (Basic)

•Module 4 - Mastering Monitoring and Troubleshooting EssentialsModule 4 - Mastering Monitoring and Troubleshooting Essentials (30 minutes) (Basic)

•Module 5 - Running a Safe and Compliant CloudModule 5 - Running a Safe and Compliant Cloud (30 minutes) (Basic)

•Module 7 - Understand your Cloud Costs and Save MoneyModule 7 - Understand your Cloud Costs and Save Money (30 minutes) (Basic)

•Module 10 - Generating Reports for Cost, Capacity, Compliance and MoreModule 10 - Generating Reports for Cost, Capacity, Compliance and More (15 minutes) (Basic)

Lab Captains:Lab Captains:

•Module 1 - Ed Bontempo, Staff Solution Engineer, USModule 1 - Ed Bontempo, Staff Solution Engineer, US

•Module 2 - Shannon Fitzpatrick, Staff Technical Adoption Manager, USModule 2 - Shannon Fitzpatrick, Staff Technical Adoption Manager, US

•Module 4 - William de Marigny, Staff Technical Adoption Manager, USModule 4 - William de Marigny, Staff Technical Adoption Manager, US

•Module 5 - William de Marigny, Staff Technical Adoption Manager, USModule 5 - William de Marigny, Staff Technical Adoption Manager, US

•Module 7 - Shannon Fitzpatrick, Staff Technical Adoption Manager, USModule 7 - Shannon Fitzpatrick, Staff Technical Adoption Manager, US

•Module 10 - William de Marigny, Staff Technical Adoption Manager, USModule 10 - William de Marigny, Staff Technical Adoption Manager, US

This lab manual can be downloaded from the Hands-on Labs document site found here:

http://docs.hol.vmware.comhttp://docs.hol.vmware.com

This lab may be available in other languages. To set your language preference and view a localized manual deployed with your lab,
utilize this document to guide you through the process:

http://docs.hol.vmware.com/announcements/nee-default-language.pdfhttp://docs.hol.vmware.com/announcements/nee-default-language.pdf

[4][4]First time using Hands-on Labs?First time using Hands-on Labs?

Welcome! If this is your first time taking a lab review the VMware Learning Platform interface and features before proceeding.

For returning users, feel free to start your lab by clicking next in the manual.
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[5][5]You are ready....is your lab?You are ready....is your lab?

The lab console will indicate when your lab has finished all the startup routines and is ready for you to start. If you see anything other
than "Ready", please wait for the status to update. If after 5 minutes your lab has not changed to "Ready", please ask for assistance.
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Module 1 -Maximixe Your Value with Aria Operations (15 minutes) BasicModule 1 -Maximixe Your Value with Aria Operations (15 minutes) Basic

[7][7]IntroductionIntroduction

Welcome to the VMware Aria Operations - Getting Started Hands-on Lab.

VMware Aria Operations delivers intelligent operations management with application-to-storage visibility across physical, virtual, and
cloud infrastructures. Using policy-based automation, operations teams can automate key processes and improve IT efficiency.

Using data collected from system resources (objects), Aria Operations identifies issues in any monitored system component, often
before the customer notices a problem. Aria Operations also frequently suggests corrective actions you can take to fix the problem right
away. For more challenging problems, Aria Operations offers rich analytical tools that allow you to review and manipulate object data to
reveal hidden issues, investigate complex technical problems, identify trends, or drill down to gauge the health of a single object.

In this exercise, we will log in to Aria Operations, review the user interface, and reference topics covered in later modules in this lab
along with other labs in the series.

[8][8]Log in to Aria OperationsLog in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.

[9][9]Open the Firefox Browser from the Windows Task BarOpen the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch FirefoxFirefox.

1. Click the FirefoxFirefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.

HOL-2401-01-CMP: Getting Started (Basic)

H A N D S - O N  L A B S  M A N U A L  |  6



[10][10]Navigate to Aria OperationsNavigate to Aria Operations

1. Click the Aria OperationsAria Operations bookmark in the bookmarks toolbar.
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[11][11]Log in to Aria OperationsLog in to Aria Operations

Aria Operations is integrated with VMware Workspace ONE Assist (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If it is not, then you will need to select it.

1. Click the drop-down arrowdrop-down arrow and select vIDMAuthSourcevIDMAuthSource if it is not already selected.

2.Click REDIRECTREDIRECT to be taken to the authentication page.
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[12][12]VMware Identity Manager LoginVMware Identity Manager Login

VMware Identity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign inSign in

[13][13]Introduction to the Aria Operations Home PageIntroduction to the Aria Operations Home Page

The enhanced user interface makes vRealize Operations even simpler to use, featuring a use case and persona-based Quick Start page
to help us quickly perform operational tasks.

After logging in to VMware Aria Operations, we will be taken to the Home screen.
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[14][14]Aria Operations Home ScreenAria Operations Home Screen

The Aria Operations Home screen includes several components.

1. The left side navigation menu is used to navigate through the various sections of Aria Operations. The menu can be collapsed

using the >> icon if needed.

2.The Launchpad tab of the main window, featuring several tiles starting with the 5 Pillars of Operations. We will review each of

these pillars in this exercise.

3.The top bar including a search field for quick navigation. We will review the search field later in this module.

Let's review each of the Pillars of Operations now.
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[15][15]Pillars of OperationsPillars of Operations

The Aria Operations Pillars of Operations represent several groups of functionality.

Note: if you click on any of the tiles you will be taken to a page with more detail. To return to this Launchpad tab on the home screen,
you can click Home in the navigation menu on the left.

1. ObservabilityObservability includes monitoring and troubleshooting components to assist with identifying and solving issues in the

environment. These components are covered starting in module 4 of this lab, and in later labs in the series.

2.CapacityCapacity inclues rightsizing and reclamation options for optimizing the existing environment, as well as capacity management

tools to assist in determining future capacity needs. These components are covered starting in module 2 of this lab, and in

later labs in the series.

3.CostCost includes tools for determining the cost of running the environment, as well as rate cards and the ability to determine the

cost of actions such as adding workloads or migrating to new environments. These components are covered starting in

module 3 of this lab, and in later labs in the series.

4.ComplianceCompliance includes options for applying pre-configured or customized compliance standards to the environment, and

monitoring against those standards. These components are covered in module 5 of this lab.

5.SustainabilitySustainability provides the VMware Green Score for your environment, allowing you to determine the environmental impact of

changes. This tile is covered in a separate lab in this series - HOL-2401-91-SDC - Level Up your Environmental Sustainability

with VMware Aria.

6.Use the scrollbarscrollbar to scroll down to see more of the Launchpad.
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[16][16]Additional Launchpad SectionsAdditional Launchpad Sections

As we scroll down through the Launchpad, we will see additional categories including:

•Application monitoring and management

•Infrastructure monitoring and management

•VMware Cloud and Public Cloud options

•Integrations, including options for scheduled automation and extensibility to allow Aria Operations to monitor more than the

default vSphere environment.

Several of these categories are covered in later labs in this series.

[17][17]Using the Aria Operations Navigation MenuUsing the Aria Operations Navigation Menu

The navigation menu on the left side of the VMware Aria Operations interface will be used throughout the labs in this series. Let's
review this navigation menu now.
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[18][18]Navigation MenuNavigation Menu
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The navigation menu includes several categories for easy access to all of the Aria Operations functionality.

1. To collapse the navigation menu, click the <<<< icon at the top. To expand the menu again, click the >> icon.

2.You cna return to the VMware Aria Operations Launchpad at any time by clicking HomeHome in the navigation menu.

3.The menu is divided into several categories. You can expand each category by clicking on the > next to the category name,

or on the name itself. Click on EnvironmentEnvironment to expand this category.

4.Click Object BrowserObject Browser

[19][19]Object BrowserObject Browser
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The Object Browser is a collection of all objects discovered and monitored by VMware Aria Operations. You can navigate this inventory
in a tree view similar to the one found in the vSphere Client.

1. Under vSphere World, click the >> next to vcsa-01a.corp.vmbeans.com to expand the inventory.

2.Click the >> next to the RegionA01 data center to expand the inventory again. Note that this list will include vSphere clusters as

well as virtual machine folders.

3.Click the >> next to Workload1 to expand the inventory for this vSphere cluster.

4.Click on one of the esx hosts (esx-05a.corp.vmbeans.comesx-05a.corp.vmbeans.com in this example.) This will open the object view for this host. We

will review the object detail later in this exercise.

5.In the left navigation menu, click on EnvironmentEnvironment to collapse this category.
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[20][20]AdministrationAdministration

1. In the navigation menu, click on AdministrationAdministration.

The Administration section allows for management and customization of several options for VMware Aria Operations, ranging from
access and certificate management, to management of the Aria Operations nodes themselves, to configuration and customization of
capacity and cost calculations. We will not be reviewing each of these sections in detail, but some exercises in this lab series do
leverage Administration settings.

[21][21]Using the Search Bar and Object DetailUsing the Search Bar and Object Detail

We have already explored the Aria Operations Launchpad and navigation menu. But what happens if we need to locate an object
quickly in the inventory and you do not know where it is? Well just like in VMware vCenter, there is a search feature in VMware Aria
Operations.
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The search bar is the fastest place to start when you know the name of an object that you want to dig into.

[22][22]The Global Search FeatureThe Global Search Feature

1. The search field is at the top of the Aria Operations interface. Using this field we can quickly search for objects in the Aria

Operations inventory.

[23][23]Perform a SearchPerform a Search
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1. Type windowswindows into the search field, but do not press Enter.

Note that several types of objects are displayed as possible options. In this list, we can see:

•A Windows OS monitoring object

•A running Windows virtual machine, as well as a VM template

•A Windows deployment managed by Aria Automation

•A Windows guest OS object discovered by Aria Operations on the running Windows VM

The search field can be used to quickly navigate to any of these components, or other components in the Aria Operations inventory.
But we will view the running VM next.

2.Click on windows-0010windows-0010.

[24][24]Object Detail PageObject Detail Page

The object detail page includes detailed information on the object in the Aria Operations inventory (in this case, the windows-0010 VM.)
We could have navigated through the Object Browser to find this VM, but the search field allows us to locate it quickly.

1. Click the <<<< to collapse the left navigation menu.
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[25][25]Object Detail Page (Continued)Object Detail Page (Continued)

1. The Object BrowserObject Browser view allows for visibility into the entire environment. By navigating this view you can view additional

information on which infrastructure resources this VM is using, which objects it contains, as well as the health of each. This

can be useful in troubleshooting issues that may be impacting this VM.

2.The Summary tab for this object shows several tiles providing base information about the VM, the status of alerts related to

this VM, and information on capacity remaining based on existing utilization.

You can scroll down through the Summary tab to view additional information, or click any of the other tabs to view more detail for this
object. Several of these tabs will be covered in later modules in this lab, as well as later labs in the series.
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[26][26]Navigate to LaunchpadNavigate to Launchpad

1. Click the >>>> above the left navigation menu to expand the menu.

2.Click HomeHome to return to the VMware Aria Operations Launchpad.

Again, the navigation menu can be used to move to any section in Aria Operations quickly, or to return to this Home screen.

[27][27]ConclusionConclusion

In this module, we started to explore the VMware Aria Operations interface using the basic navigation functions. We introduced the
Search function which gave us the ability to search and quickly locate the objects in the inventory. By reviewing each of the different
functions of the VMware Aria Operations interface we can see how comprehensive a toolset it can be for managing our virtual
infrastructure.

[28][28]You&#39;ve finished the moduleYou&#39;ve finished the module

Congratulations on completing the lab module.

If you are looking for additional information, visit the VMware Aria Operations: Journey to SuccessVMware Aria Operations: Journey to Success guide on the Apps & CloudApps & Cloud
Management Tech Zone.Management Tech Zone.

From here you can:

1. Click to advance to the next page and continue with the next lab module

2.Open the TABLE OF CONTENTSTABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 2 - Gaining Insights into your Capacity (15 minutes) BasicModule 2 - Gaining Insights into your Capacity (15 minutes) Basic

[30][30]IntroductionIntroduction

Managing and estimating available capacity in a dynamic virtualized environment can be a challenge. Aria Operations provides several
out-of-the-box dashboards that provide additional insights into available capacity as well as estimates of time remaining based on
observed growth in the environment.

In this module, we will begin to review some of the preconfigured capacity dashboards in Aria Operations.

[31][31]Log in to Aria OperationsLog in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.

[32][32]Open the Firefox Browser from the Windows Task BarOpen the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch FirefoxFirefox.

1. Click the FirefoxFirefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.

[33][33]Navigate to Aria OperationsNavigate to Aria Operations

1. Click the Aria OperationsAria Operations bookmark in the bookmarks toolbar.
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[34][34]Log in to Aria OperationsLog in to Aria Operations

Aria Operations is integrated with VMware Workspace ONE Assist (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If it is not, then you will need to select it.

1. Click the drop-down arrowdrop-down arrow and select vIDMAuthSourcevIDMAuthSource if it is not already selected.

2.Click REDIRECTREDIRECT to be taken to the authentication page.
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[35][35]VMware Identity Manager LoginVMware Identity Manager Login

VMware Identity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign inSign in

[36][36]Capacity Dashboards OverviewCapacity Dashboards Overview

Capacity quantifies the resources used, resources remaining, and opportunities to reclaim unused resources. Projections of the demand
provide a proactive view of capacity. The Capacity DashboardsCapacity Dashboards display capacity in terms of time remaining before capacity is projected
to run out, the amount of capacity remaining, the number of VMs that might fit in the remaining capacity, and reclaimable resources that
can increase the available capacity.
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Capacity management is about balancing demand and supply. It is about meeting demand with the lowest possible cost.

There are currently nine Capacity DashboardsCapacity Dashboards included in VMware Aria Operations. Below is a list and brief description of each one:

•Cluster Capacity DashboardCluster Capacity Dashboard -- The Cluster Capacity dashboard includes the ESXi host and resource pools as they impact

cluster capacity.

•Datastore Capacity DashboardDatastore Capacity Dashboard -- The Datastore Capacity dashboard complements out of the box capacity pages and

dashboards. It focuses on storage, provides an overall picture, and highlights the datastores that need attention.

•ESXi Capacity DashboardESXi Capacity Dashboard -- The ESXi Capacity dashboard supports the Cluster Capacity dashboard and is also required for

the non-clustered ESXi hosts.

•VM Capacity DashboardVM Capacity Dashboard -- The VM Capacity dashboard helps you analyze the capacity of all VMs with the ability to analyze

each VM.

•Reclamation DashboardReclamation Dashboard -- The Reclamation dashboard helps you manage various types of reclamation that can be carried

out on VMs and datastore. It is designed for both the Capacity team and the Operations team.

•vSAN Capacity DashboardvSAN Capacity Dashboard -- The vSAN Capacity dashboard complements the vSphere Cluster Capacity dashboard by

displaying capacity related to vSAN. To manage vSAN capacity, use both dashboards.

•vSAN Stretched ClustersvSAN Stretched Clusters -- The vSAN Stretched Clusters dashboard provides an overview of the cluster resources used

across vSAN fault domains. Using the stretched clusters dashboard, you can monitor the resource consumption at the site

level for Preferred Sites and Secondary Sites. You can create custom dashboards for specific vSAN stretched cluster metrics.

•vSAN ESA Capacity DashboardvSAN ESA Capacity Dashboard -- The vSAN ESA (Express Architecture) Capacity dashboard provides an overview of the

capacity available across all the vSAN clusters. The dashboard displays the time remaining before capacity is projected to run

out, the amount of capacity remaining, the number of vSAN clusters that might fit in the remaining capacity, and reclaimable

resources that can increase the available capacity.

•vSAN OSA Capacity DashboardvSAN OSA Capacity Dashboard -- The vSAN OSA (Original Storage Architecture) Capacity dashboard provides an overview of

the capacity available across all the vSAN clusters. The dashboard displays the time remaining before capacity is projected to

run out, the amount of capacity remaining, the number of vSAN clusters that might fit in the remaining capacity, and

reclaimable resources that can increase the available capacity.

Due to the time and resources allotted for this Hands-On Lab, we won't individually review these dashboards, but we will identify where
these dashboards are located to provide an opportunity to further research as time allows.
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[37][37]How to locate the Capacity DashboardsHow to locate the Capacity Dashboards
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To locate the Capacity DashboardsCapacity Dashboards, do the following from the Home Screen:

1. Select Visualize.Visualize.

2.Select Dashboards.Dashboards.

3.In the Dashboard search field, type capacity.capacity.

4.Select the down arrowdown arrow next to CapacityCapacity to review the various available dashboards.

[38][38]Capacity Pillar of Aria Operations OverviewCapacity Pillar of Aria Operations Overview

The Capacity PillarCapacity Pillar in Aria Operations is designed to assess workload status and how much capacity is remaining in data centers across
your environment. To access the Capacity Pillar,Capacity Pillar, do the following::

1. Select Home.Home.

2.Select CapacityCapacity in the Pillars of Operations window frame.

HOL-2401-01-CMP: Getting Started (Basic)

H A N D S - O N  L A B S  M A N U A L  |  2 6



[39][39]Capacity Launchpad OverviewCapacity Launchpad Overview

In the Capacity LaunchpadCapacity Launchpad window, there are three main components: Assess, Optimize,Assess, Optimize, and PlanPlan. We won't review each component
in-depth in this lab, but below is a general overview of each:

1. AssessAssess -- Use this component to determine if there is sufficient capacity in your VMware Cloud environment for current and

future workloads.

2.OptimizeOptimize -- Use this component to optimize your data center for optimal workload performance by ensuring your workloads

have the resources they need (includes the RightsizeRightsize and ReclaimReclaim features).

3.PlanPlan -- Use this component to plan for the addition/removal of capacity or workloads in the environment, as well as evaluate

the possibility of moving workloads across supported clouds.
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[40][40]Open the Assess Capacity ComponentOpen the Assess Capacity Component

In the lab, we will focus on the AssessAssess CapacityCapacity Component to determine if we need to add additional resources to our current
environment.

1. In the Capacity LaunchpadCapacity Launchpad window under the AssessAssess section, click ViewView.
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[41][41]Assess Capacity - Select a DatacenterAssess Capacity - Select a Datacenter
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1. In the Assess CapacityAssess Capacity window, select the RegionA01RegionA01 datacenter (notice the "buildings" icon to the left of the name) as this

will be the one we analyze in the lab.

[42][42]Datacenter Capacity Time Remaining and Optimization RecommendationsDatacenter Capacity Time Remaining and Optimization Recommendations

The first two components in the Datacenter Capacity window are Time RemainingTime Remaining and Optimization Recommendations.Optimization Recommendations. Below are brief
overviews of both:

1. Time Remaining --Time Remaining -- using advanced calculations, VMware Aria Operations determines if any additional resources need to be

added to maintain the current state of the environment. Note:Note: Depending upon the available resources of the lab, we may

see different results than what is shown in this example.

2.Optimization RecommendationsOptimization Recommendations -- this component identifies available resources that could be reclaimed and provides an

associated cost savings estimate. Note:Note: Depending upon the available resources of the lab, we may see different results than

what is shown in this example.

3.Use the slide bar on the right side to scroll down and see other options which are discussed on our next page.
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[43][43]Datacenter Capacity Cluster UtilizationDatacenter Capacity Cluster Utilization

As we scroll down further on the Datacenter Capacity page, notice the Cluster UtilizationCluster Utilization widget and how it provides a graphical chart
estimating the time remaining of current resources (at current rate of growth). Additionally, the chart shows a history of resources for
the past month and a forecast of resources for the next three months. Several options can be explored in this widget by doing the
following:

1. Change the Sort BySort By selection (defaults to Most ConstrainedMost Constrained) -- in addition to Most Constrained, we can also sort by CPU

Demand, Memory Demand, and Disk Space Demand.

2.This widget shows the capacity data for each vSphere cluster in the datacenter. We can change our selection in this area by

selecting another cluster. In the current lab, we have two clusters to choose from.

3.The vertical dotted line represents today. Everything to the right of the dotted line represents a trend based on the data Aria

Operations has collected previously from the environment.

4.Change the resource selection across the top of the menu (change view between CPU, Memory, and Disk Space).

5.Change the Show History ForShow History For or Show Forecast ForShow Forecast For options.

6.Click on the How is the criticality determined?How is the criticality determined? link to see what policy the object is using to determine criticality thresholds.

7.RecommendationsRecommendations (not shown in image) -- scroll further down and see any recommendations Aria Operations makes for the

current cluster.

8.RUN SCENARIORUN SCENARIO (not shown in image) -- located at bottom of this page. This feature is covered in detail in the "Getting More

Out of Aria Operations" lab and is outside the scope of this labs overview.
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[44][44]ConclusionConclusion

In this module, we introduced capacity management and monitoring options available in Aria Operations.

[45][45]You&#39;ve finished the moduleYou&#39;ve finished the module

Congratulations on completing the lab module.

For more information on getting started with Aria Operations, see the VMware Aria Operations: Journey to SuccessVMware Aria Operations: Journey to Success guide at the
VMware Apps & Cloud Management Tech ZoneVMware Apps & Cloud Management Tech Zone.

From here you can:

1. Click to advance to the next page and continue with the next lab module

2.Open the TABLE OF CONTENTSTABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 4 - Mastering Monitoring and Troubleshooting Essentials (30 minutes) BasicModule 4 - Mastering Monitoring and Troubleshooting Essentials (30 minutes) Basic

[47][47]IntroductionIntroduction

Aria Operations gives administrators in depth reporting and alerting capabilities. With the ability to create customized alerts designed
for specific objects, applications or systems, administrators can eliminate the noise of an environment and instead focus on whats
important. Let's take a look at the basic alerting capabilities with more advanced topics covered in additional Labs.

This Module contains the following lessons:

•Introduction to Alert Components

•Working with Alerts
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[48][48]Log in to Aria OperationsLog in to Aria Operations

We will log in to a live instance of Aria Operations running in our lab.

[49][49]Open the Firefox Browser from Windows Quick Launch Task BarOpen the Firefox Browser from Windows Quick Launch Task Bar

If the browser is not already open, launch FirefoxFirefox.

1. Click the FirefoxFirefox icon on the Windows Quick Launch Task Bar at the bottom of the screen
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[50][50]Log in to Aria OperationsLog in to Aria Operations

1. Click on the Aria OperationsAria Operations Favorites link from the Favorites Bookmark in the Chrome Browser.

[51][51]Sign InSign In
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Aria Operations is integrated with VMware Identity Manager which we will use for user authentication in this lab. VMware Identity
Manager is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may not be pre-selected as the identity source. However, if it is not, you will need to choose it.

1. Click the drop-down arrow

2.Select vIDMAuthSourcevIDMAuthSource from the dropdown menu

3.Click REDIRECTREDIRECT to take you to the authentication page
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[52][52]VMware Identity Manager LoginVMware Identity Manager Login

For this Aria Operations instance, the lab uses VMware Identity Manager as the identity provider for the Active Directory authentication
source.

Type in the following user and password information.

1. username: holadminholadmin

2.password: VMware1!VMware1!

3.Click Sign inSign in
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[53][53]Introduction To Alert ComponentsIntroduction To Alert Components

Aria Operations Alerts are similar to rules used for years in monitoring critical IT resources. However, previous rule-based systems
tended to be static and difficult to build, deploy, and maintain. Aria Operations leverages built-in analytics and predefined content to
provide a dynamic, effective, and scalable approach for identifying and resolving issues in your environment.

For this lesson, we will start by exploring a Symptom Definition. Symptom Definitions enable Aria Operations to identify problems with
objects in your environment. These Symptom Definitions can be used to build alerts in our environment. Let's get started.

[54][54]Locating Alert ConfigurationLocating Alert Configuration

Symptom Definitions are conditions that evaluate the state of your environment that, if met, trigger a symptom which can result in a
generated alert. Symptom definitions can be created using attributes such as metrics, super metrics, properties, message events, fault
events, or metric events. You can create a symptom definition as you create an alert definition or as an individual item in the
appropriate symptom definition list.

Let's explore existing symptom definitions

1. Click on the chevron toe expand Configure.Configure.

2.Click the AlertsAlerts tab.

3.Click Symptom Definitions.Symptom Definitions.
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[55][55]What is a SymptomWhat is a Symptom

Symptoms are conditions that indicate problems in your environment. You define symptoms that you add to alert definitions so that you
know when a problem occurs with your monitored objects.

As data is collected from your monitored objects, the data is compared to the defined symptom condition. If the condition is true, then
the symptom is triggered.

You can define symptoms based on metrics and super metrics, properties, message events, fault events, and metric events.

Defined symptoms in your environment are managed in the Symptom Definitions. When the symptoms that are added to an alert
definition are triggered, they contribute to a generated alert.
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[56][56]Metrics and PropertiesMetrics and Properties

Metric and super metric symptoms are based on the operational or performance values that VMware Aria Operations collects from
target objects in your environment. You can configure the symptoms to evaluate static thresholds or dynamic thresholds.

You define symptoms based on metrics so that you can create alert definitions that let you know when the performance of an object in
your environment is adversely affected.

Static ThresholdsStatic Thresholds

Metric symptoms that are based on a static threshold compare the currently collected metric value against the fixed value you configure
in the symptom definition.

For example, you can configure a static metric symptom where, when the virtual machine CPU workload is greater than 90, a critical
symptom is triggered.

Dynamic ThresholdsDynamic Thresholds

Metric symptoms that are based on dynamic thresholds compare the currently collected metric value against the trend identified
by VMware Aria Operations , evaluating whether the current value is above, below, or generally outside the trend.

For example, you can configure a dynamic metric symptom where, when the virtual machine CPU workload is above the trended
normal value, a critical symptom is triggered.
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[57][57]Message EventsMessage Events

Message event symptoms are based on events received as messages from a component of VMware Aria Operations or from an external
monitored system through the system's REST API. You define symptoms based on message events to include in alert definitions that
use these symptoms. When the configured symptom condition is true, the symptom is triggered.

The adapters for the external monitored systems and the REST API are inbound channels for collecting events from external sources.
Adapters and the REST server both run in the VMware Aria Operations system. The external system sends the messages, and VMware
Aria Operations collects them.

You can create message event symptoms for the supported event types. The following list is of supported event types with example
events.

System Performance DegradationSystem Performance Degradation - This message event type corresponds to the EVENT_CLASS_SYSTEM and
EVENT_SUBCLASS_PERFORM_DEGRADATION type and subtype in the VMware Aria Operations API SDK.

ChangeChange - The VMware adapter sends a change event when the CPU limit for a virtual machine is changed from unlimited to 2 GHz. You
can create a symptom to detect CPU contention issues as a result of this configuration change. This message event type corresponds to
the EVENT_CLASS_CHANGE and EVENT_SUBCLASS_CHANGE type and subtype in the VMware Aria Operations API SDK.

Environment DownEnvironment Down - The VMware Aria Operations adapter sends an environment down event when the collector component is not
communicating with the other components. You can create a symptom that is used for internal health monitoring. This message event
type corresponds to the EVENT_CLASS_ENVIRONMENT and EVENT_SUBCLASS_DOWN type and subtype in the VMware Aria
Operations API SDK.

NotificationNotification - This message event type corresponds to the EVENT_CLASS_NOTIFICATION and EVENT_SUBCLASS_EXTEVENT type
and subtype in the VMware Aria Operations API SDK.
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[58][58]FaultsFaults

Fault symptoms are based on events published by monitored systems. VMware Aria Operations correlates a subset of these events and
delivers them as faults. Faults are intended to signify events in the monitored systems that affect the availability of objects in your
environment. You define symptoms based on faults to include in alert definitions that use these symptoms. When the configured
symptom condition is true, the symptom is triggered.

You can create fault symptoms for the supported published faults. Some object types have multiple fault definitions from which to
choose, while others have no fault definitions.

If the adapter published fault definitions for an object type, you can select one or more fault events for a given fault while you define the
symptom. The symptom is triggered if the fault is active because of any of the chosen events. If you do not select a fault event, the
symptom is triggered if the fault is active because of a fault event.

[59][59]Metric EventMetric Event
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Metric event symptoms are based on events communicated from a monitored system where the selected metric violates a threshold in a
specified manner. The external system manages the threshold, not VMware Aria Operations .

Metric event symptoms are based on conditions reported for selected metrics by an external monitored system, as compared to metric
symptoms, which are based on thresholds that VMware Aria Operations is actively monitoring.

The metric event thresholds, which determine whether the metric is above, below, equal to, or not equal to the threshold set on the
monitored system, represent the type and subtype combination that is specified in the incoming metric event.

[60][60]Examine a definitionExamine a definition

1. In the filter search field, type DNS and press enter

2.Locate the definition "A DNS forwarder is down""A DNS forwarder is down" and click the 3 dots3 dots

3.Select EditEdit (Not Shown)

[61][61]Symptom Definition SyntaxSymptom Definition Syntax
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Symptoms are conditions that indicate problems in your environment. You define symptoms that you add to alert definitions so that you
know when a problem occurs with your monitored objects.

As data is collected from your monitored objects, the data is compared to the defined symptom condition. If the condition is true, then
the symptom is triggered.

1. Notice our Condition selection: Matches Regular ExpressionMatches Regular Expression

2.Notice our Value Expression Value: DNS forwarder (?s).* is not running. This is impacting the identified DNS Forwarder that isDNS forwarder (?s).* is not running. This is impacting the identified DNS Forwarder that is

currently enabled.(?s).*currently enabled.(?s).*

3.Notice our Trigger Condition: Immediate CriticalityImmediate Criticality

4.Notice the Object this alert definition is associated with

5.Click CancelCancel (Not Shown)
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[62][62]Examining Alert DefinitionsExamining Alert Definitions

Let's now examine what these Symptom Definitions are used for when creating alerts to monitor our environment.

1. Click on the chevronchevron next to Configure (Optional)

2.Click on AlertsAlerts

3.Click on Alert DefinitionsAlert Definitions
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[63][63]Open DNS Alert DefinitionOpen DNS Alert Definition

Sticking with our DNS example, Let's examine how our DNS forwarder is down symptom definition is being used to create an Alert
definition.

1. In the filter search field, type DNS and press enter

2.Click the 3 dots3 dots next to the existing Alert Definition A DNS forwarder is downAlert Definition A DNS forwarder is down

3.Click EditEdit (Not Shown)
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[64][64]Base Object Types of an AlertBase Object Types of an Alert
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When defining an Alert Definition we need to select the object type that this Alert will cover. These object types are all the objects that
Aria Operations can monitor and collect data for. This includes VMware components as well as non-VMware components which allows
Aria Operations to serve as the monitoring hub for your entire datacenter.

1. Click the down carrotdown carrot next to the NSX-T Base Object TypeNSX-T Base Object Type

2.Click the chevronchevron next to NSX-TNSX-T to minimize the menu

3.Scroll down the list and view some of the object types available in this lab.

4.Click the down carrotdown carrot used in step 1 to close this menu (not shown)

Note: In your environment, this list could be much more extensive based on what additional components, management packs and
application monitors you have added to VMware Aria Operations.
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[65][65]View Symptoms/Conditions for an AlertView Symptoms/Conditions for an Alert
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In VMware Aria Operations, there are some important definitions that help to clarify how alerts work. Let's go over some of these items
that you see here in the screenshot.

Impact: Impact refers to the type of alert that needs to be addressed, the options are Health, Risk or Efficiency

Criticality: Criticality refers to how severe the alert is and ranges from Informational to Critical

Alert Type & Subtype: This refers to which type of alert should be generated, is it a performance alarm or a hardware alarm.

Wait Cycle refers to how many collection cycles the alert much be detected before the alert triggers. A default collection cycle is 5
minutes but can be adjusted.

Cancel Cycle like the Wait Cycle refers to how many collection cycles the definition must be cleared before the alert is removed.

1. Click on Symptoms / ConditionsSymptoms / Conditions

[66][66]Associating Symptom DefinitionsAssociating Symptom Definitions
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When creating an alert definition, we first need to decide what symptoms the alert will trigger from. We spent time going over the
different types of symptom and condition definitions earlier in the lab and here is where we consume them.

An Alert may have one or more conditions or symptoms that need to be met in order to be triggered. By selecting one or more
symptoms and tying them together to either all be true or any one of them be true, we're able to handle multi symptom alerts using
logical 'And' and 'Or' operations. Let's take a look at how that works in the User Interface.

1. Click the down carrotdown carrot and change our symptom list to Message EventsMessage Events

2.In the search Field, type DNSDNS

Here we see the Alert Symptom we've been working with in our previous steps. To associate the symptom you simply drag the item
over to the center screen. Once this is complete, this Alert now will trigger if the conditions are met as outlined by our symptom.

Additional symptoms can be added and tied together so that either all the conditions must be met, or only a single one.

[67][67]RecommendationsRecommendations

Recommendations are created by the administrator and consist of simple text instructions, links to internal and external resources like
knowledge base articles or more complex actions such as powering off or modifying a virtual machine.

The power here is that standardized instructions or actions can be associated with alerts allowing end users to know what to do with an
alert, but also automate remediation in response to an alert.

These Recommendations can either be created ahead of time or as part of the workflow when creating this Alert.

1. Click on RecommendationsRecommendations

Note: While outside of the scope of this lab, there are additional modules and labs that delve into automated workflow remediation
using Aria Operations Manager.
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[68][68]PoliciesPolicies

Policies are simply a way to designating where this Alert should be active. Rather than have an alert (and its recommendation) apply in
your entire environment, Policies allow you to create subsets of infrastructure. We'll cover this and many of the other aspects of
creating these alerts in later labs and modules.

1. Click on PoliciesPolicies

2.Identify the Policy this Alert Definition is applied to

3.Click CancelCancel (Not Shown)

[69][69]Lesson EndLesson End

In this lesson, we briefly looked over the major components of an Alert Symptom, Alert Definition, An Alert Definition and a Policy.
These topics will be covered in greater detail in later labs and modules including how to create custom entries for all of these items.

[70][70]Working with AlertsWorking with Alerts

In the previous lab, we looked at the components that go into an alert and how they can be generated from a high level point of view. In
later modules we'll expand more on creating custom alerts.

In this lab, we will focus on working with Alerts that have already been generated and triggered. Let's get started.
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[71][71]Ubuntu VM StatusUbuntu VM Status

We first need to check on the status of the Ubuntu VM we want to work with for this alert. Let's log into the vCenter to check on the
status of the VM.

1. Click the plusplus sign to open a new tab in our browser.

2.Click on the vCentervCenter item on the hotbar.
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[72][72]Power on Ubuntu VMPower on Ubuntu VM

Once you have logged into the virtual center we need to locate our subject virtual machine and check its status.

1. Click the chevronchevron next to the virtual center vcsa-01a.corp.vmbeans.comvcsa-01a.corp.vmbeans.com.

2.click the chevronchevron next to the virtual datacenter RegionA01RegionA01.

3.click the chevronchevron next to b

4.Click on ubuntu-0008ubuntu-0008.

5.Check the status of the VM.

6.If powered off, press the greengreen playplay keykey to power the VM on.

Note: The VM may take a few moments to power on and fully boot up.
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[73][73]PuTTY to ubuntu-0008 VMPuTTY to ubuntu-0008 VM

1. Click on the PuTTYPuTTY icon in System tray.

[74][74]Start PuTTY SessionStart PuTTY Session
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1. Scroll downScroll down to the bottom of the Saved Sessions list.

2.Click on holuser@ubuntu-0008.holuser@ubuntu-0008.

3.Click OpenOpen to start the PuTTY session.

[75][75]Authenticate SSH Session (Optional)Authenticate SSH Session (Optional)

The Virtual Machine should automatically authenticate and log in but if it does not, use the following steps to authenticate and log into
the virtual machine.

1. Enter the username holuser and press enter.

2.Enter the password VMware1! and press enter.
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[76][76]Run CPU LoadRun CPU Load

We will now redirect dev/zero to dev/null to generate CPU load so that we can see the impact on the VM in Aria Operations.

1. Type cat /dev/zero > /dev/nullcat /dev/zero > /dev/null and press the EnterEnter key to start the CPU load.

2.Return to Aria Operations (Not Shown)

Leave this putty window open, we'll come back to this later in the lesson.
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[77][77]Locate AlertsLocate Alerts

Let's get started by first locating the Alerts section of VMware Aria Operations.

1. Click on HomeHome

2.Click and expand the chevronchevron next to TroubleshootTroubleshoot

3.Click on AlertsAlerts
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[78][78]Alert GroupingAlert Grouping

Alerts by default are grouped together by Time. There are additional options that can be used including Criticality, Definition, Object
Type and Scope.

Let's change the grouping and view our alerts based on Criticality.

1. Click the down carrotdown carrot

2.Select CriticalityCriticality
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[79][79]Viewing AlertsViewing Alerts

Let's dive into what the Alerts look like by opening a Critical level alert. It may take a few moments for the "Module 4 High CPU Alert" to
appear. If you are not seeing it please click the refresh button every few minutes.

1. Click the chevronchevron and expand the Critical group of alerts

2.(Optional) Click the refresh button until Module 4 High CPU AlertModule 4 High CPU Alert appears

3.locate and click on the Module 4 High CPU AlertModule 4 High CPU Alert for Virtual Machine ubuntu-0008ubuntu-0008

Note:
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[80][80]Alert DetailsAlert Details

Each Alert provides in-depth information to assist in not just knowing an alert was triggered, but why it was triggered. Additionally, as
we examine the symptoms that were triggered we also see the ability to troubleshoot with logs. This helps us correlate log events to the
performance metrics and alarms we see in Aria Operations.

In our recommendation field we see instructions to ensure we've powered off our HOL alert as well as a power off VM action.

Notes can also be added to an Alert allowing for additional information to be added to an alert.

1. Click the chevronchevron to expand the symptom

2.Locate and View recommendationrecommendation. We'll return here later.
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[81][81]Potential EvidencePotential Evidence

Potential evidence shows us the impacted events, property changes and anomalous metrics that correspond to this High CPU Alert.
While not covered in this module, we can start a troubleshooting workbench session from here as well as examine all the data
presented to us. We'll cover this in another lab and module.

1. Click on Potential EvidencePotential Evidence

2.Click and dragdrag downward the scroll bardownward the scroll bar
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[82][82]Locate Ubuntu-0008Locate Ubuntu-0008

1. In the search field near the top of the page, type ubuntu

2.Select ubuntu-0008ubuntu-0008

[83][83]View Active AlertsView Active Alerts

Here we see the detailed metrics for our ubuntu-0008 Virtual Machine. Focus in on the Active Alerts section and notice we have 1
Critical Active Alert. In addition to viewing the active alerts, we also can manage the alert by assigning it to personal to investigate.

1. Click AlertsAlerts
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[84][84]Alert ManagementAlert Management

1. Click the chevronchevron next to CriticalCritical

2.Select our alert, "Module 4 High CPU", "Module 4 High CPU"

3.Click the drop down for ActionsActions
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[85][85]Alert OptionsAlert Options

Here we see that with this alert, we have the ability to assign ownership, take ownership, release ownership and cancel the alert. This
allows for an administrator to have full life cycle control over an Alert. While outside of the scope of this lesson, additional modules will
cover Alert lifecycle management.

1. Click the ActionsActions button again to close the menu.
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[86][86]Powering Off our Virtual MachinePowering Off our Virtual Machine

Earlier we viewed the recommendation for this alert included the Power off VM action. Let's go ahead and explore how that looks while
also cleaning up our Alert.

1. Click on the Module 4 High CPU AlertModule 4 High CPU Alert

2.Click the POWER OFF VMPOWER OFF VM action
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[87][87]Begin ActionBegin Action

Earlier we viewed the recommendation for this alert included the Power off VM action. Let's go ahead and explore how that looks while
also cleaning up our Alert.

1. Click BEGIN ACTIONBEGIN ACTION

2.Click OKOK on the confirmation screen (not shown)
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[88][88]Cancel AlertCancel Alert

While we've powered off our Virtual Machine, let's go ahead and cancel the alert.

1. Click ActionsActions

2.Select Cancel AlertCancel Alert

3.Click YESYES to confirm the action then OKOK to confirm the alert was cancelled(not shown)

[89][89]Lesson EndLesson End

In this lesson, we briefly looked at alerts in VMware Aria Operations and how to interact with them. We briefly touched on
recommendations, actions, potential evidence and our Alert Basis criteria. Lastly we took the action our alert recommended and
powered off the Virtual Machine and canceled the alert.

Creating, Working with and handling Alerts is covered in greater detail in later modules and labs but for now, you've seen the basis for
working with alerts.

[90][90]ConclusionConclusion

In this module, we explored the Aria Operations Manager alerting capability. We learned about the components that make up an Alert
as well as actions that you can perform with Alerts.
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[91][91]You&#39;ve finished the moduleYou&#39;ve finished the module

Congratulations on completing the lab module.

If you are looking for additional information, visit the Aria Operations Manager DocumentationAria Operations Manager Documentation.

From here you can:

1. Click to advance to the next page and continue with the next lab module

2.Open the TABLE OF CONTENTSTABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 5 - Running a Safe and Compliant Cloud (30 minutes) BasicModule 5 - Running a Safe and Compliant Cloud (30 minutes) Basic

[93][93]IntroductionIntroduction

Aria Operations gives administrators advanced capabilities like managing and reporting on VMware environments. One of these
capabilities allows administrators to validate the environment configuration against industry benchmarks such as PCI-DSS, HIPPA or
DISA. In this module, we'll work on Creating assessments, generating reports and alerts, assigning alerts to users and creating custom
benchmarks. Let's get started.
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[94][94]Log in to Aria OperationsLog in to Aria Operations

We will log in to a live instance of Aria Operations running in our lab.

[95][95]Open the Firefox Browser from Windows Quick Launch Task BarOpen the Firefox Browser from Windows Quick Launch Task Bar

If the browser is not already open, launch FirefoxFirefox.

1. Click the FirefoxFirefox icon on the Windows Quick Launch Task Bar at the bottom of the screen
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[96][96]Log in to Aria OperationsLog in to Aria Operations

1. Click on the Aria OperationsAria Operations Favorites link from the Favorites Bookmark in the Chrome Browser.

[97][97]Sign InSign In
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Aria Operations is integrated with VMware Identity Manager which we will use for user authentication in this lab. VMware Identity
Manager is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may not be pre-selected as the identity source. However, if it is not, you will need to choose it.

1. Click the drop-down arrow

2.Select vIDMAuthSourcevIDMAuthSource from the dropdown menu

3.Click REDIRECTREDIRECT to take you to the authentication page
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[98][98]VMware Identity Manager LoginVMware Identity Manager Login

For this Aria Operations instance, the lab uses VMware Identity Manager as the identity provider for the Active Directory authentication
source.

Type in the following user and password information.

1. username: holadminholadmin

2.password: VMware1!VMware1!

3.Click Sign inSign in

HOL-2401-01-CMP: Getting Started (Basic)

H A N D S - O N  L A B S  M A N U A L  |  7 4



[99][99]Introduction to ComplianceIntroduction to Compliance

Aria Operations empowers IT professionals to audit, report and ultimately remediate VMware environments according to an industry
accepted compliance standard. In addition to Industry and private compliance standards, we can create custom compliance reports that
may more closely suit your organizations needs.

For this lesson we'll first take a look at some of the built-in compliance packs with Aria Operations and how to enable their use. This will
allow us to create reports and identify areas where remediation of our environment may be needed.

In this lesson, we'll go through the process of taking existing compliance standards and creating a new custom standard as well.

[100][100]Locating The Compliance AreaLocating The Compliance Area

In a brand new deployment of Aria Operations, the compliance modules must be activated before they can be used. Multiple
compliance packs can be enabled at the same time allowing for organizations to have differing compliance standards depending on
their needs.

1. Click on ComplianceCompliance in the upper right center of the User Interface.
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[101][101]Overview of Compliance WorkflowOverview of Compliance Workflow

Aria Operations supports multiple VMware and industry regulatory benchmarks each designed to identify best practices, standards and
industry regulations. From here we can see Benchmarks for both VMware as well as common Industry Benchmarks. Let's take a look at
the DISA Compliance Benchmark.

1. Click on DISA ComplianceDISA Compliance.
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[102][102]Benchmark OverviewBenchmark Overview

Each compliance benchmark will come with a description of what is monitored and what the benchmark delivers within Aria Operations.
Let's take a look at the components that this benchmark applies to.

1. Click on the Control SetControl Set tab.

[103][103]Viewing what is validatedViewing what is validated
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The control set shows what symptoms or check list items the benchmark is validating. Notice the DISA benchmark we are viewing here
is broken up into sections covering virtual machines, hosts, switches and vCenters covering all aspects of a VMware environment.

1. Click on Host SystemHost System to more closely analyze some of the monitored values and settings.

[104][104]Activating DISA ComplianceActivating DISA Compliance

To activate the DISA Compliance benchmark, we need to go over to the Repository of Aria Operations. Here all modules covering
external software, hardware and services are installed and activated as modules within Aria Operations. This allows third parties to
create modules to interact with Aria Operations in a much more streamlined manner than waiting for each VMware release. Let's
activate the DISA benchmark now.

1. Click on the chevronchevron next to Data Sources.

2.Click IntegrationsIntegrations.

3.Click on Repository.Repository.

4.Click on ComplianceCompliance filter to only view compliance tiles

5.Locate the DISA Compliance tile and click Activate.Activate.

6.Click YesYes on confirmation window to activate the DISA Compliance benchmark (Not shown here.)
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[105][105]Enable DISA for vCenterEnable DISA for vCenter

In an Aria Operations environment, we can enable benchmarks for specific environments, be they on-premise data centers or a VMware
Cloud on AWS environment. Let's enable the DISA benchmark for our on-premise vCenter environment.

1. Click on the chevronchevron next to Optimize.

2.Click on ComplianceCompliance.

3.Locate the DISA Security Standards tile and click ENABLE.ENABLE.
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[106][106]Choose DISA Policy for vSphereChoose DISA Policy for vSphere

Aria Operations can manage multiple vCenter environments but we may only want to monitor for DISA compliance on one of them. This
Enable policy screen allows you to select the policies you wish to enable DISA for.

1. Tick the checkbox next to the vSphere Solution's Default PolicyvSphere Solution's Default Policy section

2.Click ENABLEENABLE
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[107][107]Running Initial AssessmentRunning Initial Assessment

Once the DISA Benchmark has been enabled for our default vSphere policy, you will see the UI update to indicate that the initial
assessment has started. Depending on the environment size this initial assessment can take some time but in our lab it should only take
around 5-10 minutes.

[108][108]Lesson EndsLesson Ends

This concludes the introduction to the compliance benchmarks for this module. In later lessons, we will evaluate the report and create
actions to remedy findings.

[109][109]Viewing Compliance ReportsViewing Compliance Reports

In our first lesson, we learned how Aria Operations enables administrators to benchmark VMware environments against Industry
standard frameworks to monitor compliance and best practices. We enabled the DISA Benchmark and ran the initial assessment against
our default vSphere Profile.

In this lesson, we will view the completed assessment and navigate the compliance report to learn what within our environment may
need attention. Let's get started.
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[110][110]Locate Compliance ReportLocate Compliance Report

Building on the previous lesson, let's view the outcome of our initial assessment of our vSphere environment using the DISA
benchmark.

If you are logging in for the first time, Go back to the first lesson and Enable the DISA Compliance Benchmark.

1. Click on the chevronchevron next to OptimizeOptimize

2.Click on ComplianceCompliance

3.Click on the DISA Security StandardsDISA Security Standards Benchmark tile
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[111][111]View Compliance ReportView Compliance Report
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The compliance reports are very easy to understand and break VMware components into 2 categories, compliant and non-compliant.
The percentage of compliance is easily identified as well as an object breakdown identifying where we have issues.

Alerts are grouped by multiple categories but the default is Time. Let's change our view from the default Time to a view that shows us
impacted objects.

1. Click the down chevron next to Group By.Group By.

2.Select Object Type.Object Type.

[112][112]Investigating ObjectsInvestigating Objects

Let's start by viewing the Host Systems that are violating the DISA benchmark. In the above image, please note I have shrunk the size of
the columns to make viewing easier so you're screen may differ slightly.

When we expand the Host Systems object we see information pertaining to the hypervisor, the alert type, last update time and the
criticality of the violation. Let's open up one of the hosts to view more detail.

1. Click the chevron next to Host SystemHost System to expand the list.

2.Click on the host esx-04a.corp.vmbeans.comesx-04a.corp.vmbeans.com
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[113][113]Viewing AlertsViewing Alerts

When we open a host not in compliance, we are presented with a list of all the violated rules. Each listing details the symptom, time the
alert was generated as well as the detailed information or metric the Benchmark is looking for. Let's open up on of the violations.

1. Click on the Alert ESXI-06-000041 Timeout...ESXI-06-000041 Timeout... to view the alert.

2.Identify the detailed alert description.

3.Identify the Information identifying the TimeOut Threshold is not set.

4.Identify the last changed details that can identify if a value was changed to cause the violation(this date may vary depending

on when you run this lab).
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[114][114]Taking Ownership of AlertsTaking Ownership of Alerts

Now that we've identified our host has configurations that violate the DISA policy, let's view the alert and assign it to a user for
remediation.

1. Click on the AlertsAlerts tab for this hypervisor.

2.Under alerts, click the down chevron to group alerts by Object Type.Object Type.

3.Click the chevronchevron to expand the host system.

4.Click on the Alert name ESXi Host is violating DISA.ESXi Host is violating DISA.
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[115][115]Adding Notes to AlertsAdding Notes to Alerts

The alert details give us a nice comprehensive view of every alert on our hypervisor. As an auditor, it may be useful to add notes to an
alert to provide context. Once an alert is assigned to an administrator for remediation, having this extra context may be required to
successfully address the alert. Let's add a quick note here.

1. Type into the notes field SSH should be our priority.

2.Click SUBMIT.SUBMIT.
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[116][116]Assigning Ownership of AlertsAssigning Ownership of Alerts

Assigning ownership of alerts allows for administrators to identify they've seen the alert and can take actions including adding additional
notes. Let's assign the alert to our holadmin user.

1. Click on Actions and select Assign To (Assign To (not shown))

2.type hol and wait for auto-complete to populate users.

3.Click on the holadminholadmin user.

4.Click on SAVE.SAVE.
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[117][117]Changing Ownership and Acknowledging AlertsChanging Ownership and Acknowledging Alerts

In addition to assigning ownership of an alert, users can perform actions such as canceling an alert, suspending the alert, take
ownership or release ownership of the alert. This allows for users to share and interact with the alert allowing for multiple parties to
work with alerts and their remediation.

[118][118]End of lessonEnd of lesson

In this lesson, we looked at viewing Compliance reports, interacting with the alert to create notes and assign ownership of the alert to a
user.

[119][119]Creating Custom Compliance BenchmarksCreating Custom Compliance Benchmarks

Industry or organizational benchmarks provide a standard framework to measure an environment against when working with
compliance. Many times however, organization may want to implement a custom benchmark or carve out exceptions to existing
benchmarks.

In this lesson, we'll take a look at how to create a customer benchmark and apply it to our vCenter environment. Let's get started.
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[120][120]Creating a Custom BenchmarkCreating a Custom Benchmark

A custom compliance benchmark allows businesses and organizations to create a standard benchmark that suits their individual needs.
These can be modified from existing benchmarks or created entirely from scratch. Let's take a look at how we do this.

1. Click the chevronchevron next to OptimizeOptimize.

2.Click Compliance.Compliance.

3.Locate and Click on Add Custom Compliance.Add Custom Compliance.
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[121][121]Chose our Custom ComplianceChose our Custom Compliance

Aria Operations allows us to either create a new custom benchmark or to import an existing one. Let's create a new custom benchmark.

1. Click on CREATE A NEW CUSTOM BENCHMARKCREATE A NEW CUSTOM BENCHMARK.
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[122][122]Naming our BenchmarkNaming our Benchmark

1. Type HOL Custom Benchmark.

2.Type This benchmark is a custom subset of the DISA benchmark

3.Click on NEXTNEXT
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[123][123]Selecting the Alert DefinitionsSelecting the Alert Definitions

We want to create a compliance definition that only is concerned about our ESXi hosts. This removes any reporting or compliance for
anything other than our ESXi hosts.

1. Click on the Show Columns Filter.Show Columns Filter.

2.Click Select All.Select All.

3.Click OKOK

4.Under Defined By, select DISA ComplianceDISA Compliance

5.Check the box next to ESXi Host is violating DISAESXi Host is violating DISA

6.Click NextNext
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[124][124]Select PoliciesSelect Policies

As in our previous exercise, a benchmark can be selectively applied to VMware environments even within the same vCenter.

1. Check the box next to vSphere Solution's Default PolicyvSphere Solution's Default Policy

2.Click FinishFinish (not shown)

[125][125]End of LessonEnd of Lesson

In this lesson, we explored creating a custom Benchmark from a subset of the DISA Benchmark. Once applied to our vCenter, the initial
assessment will run with reporting, alerting, ownership and metrics like standard built-in benchmarks available within Aria Operations.
Utilizing these custom benchmarks, administrators can pinpoint only the items that need their attention to meet compliance for their
business needs.

[126][126]ConclusionConclusion

In this module, we explored the Aria Operations Manager compliance benchmark capability. Using this capability, administrators can
monitor and determine their environments compliance against Industry and Organizational benchmarks such as HIPPA, DISA or PCI-
DSS. Assigning alerts, adding notes and creating custom benchmarks gives administrators great flexibility in maintaining compliance in
a complex VMware environment.

[127][127]You&#39;ve finished the moduleYou&#39;ve finished the module

Congratulations on completing the lab module.

If you are looking for additional information, visit the Aria Operations Manager DocumentationOperations Manager Documentation.

From here you can:

1. Click to advance to the next page and continue with the next lab module

2.Open the TABLE OF CONTENTSTABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 7 - Understand your Cloud Costs and Save Money (30 minutes) BasicModule 7 - Understand your Cloud Costs and Save Money (30 minutes) Basic

[129][129]IntroductionIntroduction

IT Staff are often asked how much a Virtual Machine (VM) "costs" an organization. With Virtual Machine Costing in Aria Operations, we
can track how much we are paying for CPU, Memory, and Disk/Storage resources on each VM. Additionally, with the Out-of-the-box
(OOTB) dashboards, we can see not only specific VM costs, but also track total costs across our datacenter(s).

In this lab, we will briefly show how to set the currency in Aria Operations, how to access some of the more common (OOTB)
dashboards used for costing and provide a general overview of each.

[130][130]Log in to Aria OperationsLog in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.

[131][131]Open the Firefox Browser from the Windows Task BarOpen the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch FirefoxFirefox.

1. Click the FirefoxFirefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.

[132][132]Navigate to Aria OperationsNavigate to Aria Operations

1. Click the Aria OperationsAria Operations bookmark in the bookmarks toolbar.
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[133][133]Log in to Aria OperationsLog in to Aria Operations

Aria Operations is integrated with VMware Workspace ONE Assist (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If it is not, then you will need to select it.

1. Click the drop-down arrowdrop-down arrow and select vIDMAuthSourcevIDMAuthSource if it is not already selected.

2.Click REDIRECTREDIRECT to be taken to the authentication page.
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[134][134]VMware Identity Manager LoginVMware Identity Manager Login

VMware Identity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign inSign in

[135][135]Virtual Machine (VM) Costing with Aria OperationsVirtual Machine (VM) Costing with Aria Operations

In this exercise, we will review VM costing in VMware Aria Operations and some of the methods for reviewing the overall cost as well as
the cost of reclaiming and rightsizing.
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[136][136]Acknowledge the Currency WarningAcknowledge the Currency Warning

The first step is to inform Aria Operations which currency we will use for our calculations.

If the currency has not been set in the environment, a banner like the one above appears noting we must choose a currency in GlobalGlobal
SettingsSettings. (NoteNote: The currency has already been configured in the lab environment, so we will not see this option). The next few pages
are informational regarding how to set the currency but will not be performed in our lab.

[137][137]Access the Currency SettingAccess the Currency Setting
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If the currency was not set in the environment, we would follow the below steps to access this setting for configuration. Again, this has
already been configured in the lab environment, but the screenshots and steps show the process that was taken during the
configuration.

To access the Currency settings in Aria Operations, first we must navigate to the Global SettingsGlobal Settings menu:

1. In the sidebar menu, click AdministrationAdministration.

2.In the AdministrationAdministration screen, click Global SettingsGlobal Settings.

[138][138]Cost/Price MenuCost/Price Menu

In the Global Settings menu:

1. Click on Cost/PriceCost/Price to open the Cost/Price Settings.

2.Note the value of Currency is set to US$ in our lab. If the currency had not been set, this value would be replaced with a SetSet

CurrencyCurrency link as displayed in the image.
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[139][139]Set CurrencySet Currency
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Since the Currency has already been set in our lab environment, these steps are included to show what the process for setting the
currency would look like in an environment where it had not yet been configured. There is nothing to be done in the lab, so this is
merely a point of reference. If the currency had not been set, we would perform the following steps from the Set CurrencySet Currency menu as
shown in the image:

1. Select the currency of choice. For the lab environment, US Dollar (USD) US$US Dollar (USD) US$ was chosen.

2.Select the checkbox acknowledging the disclaimer I understand that once my currency is set it can NOT be changed again forI understand that once my currency is set it can NOT be changed again for

this installation.this installation. Note: The process cannot be completed until this acknowledgement is checked.

3.Select the SET CURRENCYSET CURRENCY option.

Care should be taken when configuring the CurrencyCurrency Global Setting. Once the Currency has been set, it cannot be changed without a
complete rebuild of VMware Aria Operations.

[140][140]Currency Set Info MessageCurrency Set Info Message

Once the Set CurrencySet Currency option has been completed, an informational message showing our currency had been set will appear as
displayed in the image. These last few screenshots have been informational to show the Set Currency process, however there were no
steps to do in this lab.
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[141][141]Open the Cost Assess DashboardOpen the Cost Assess Dashboard
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The Assess Cost dashboard provides an overview of the scale of our infrastructure in terms of physical capacity available.

To select the Assess Cost dashboard, do the following:

1. From the navigation menu on the left, select Visualize.Visualize.

2.Select Dashboards.Dashboards.

3.In the search bar type assess cost.assess cost.

4.Select the Assess CostAssess Cost dashboard.

[142][142]Review the Assess Cost DashboardReview the Assess Cost Dashboard
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As noted earlier, the Assess Cost dashboard provides an overview of the scale of our infrastructure in terms of physical capacity
available. The lab environment is minimal, so we won't see the depth of cost savings listed that we would normally see in a Production
environment.

The image shown is a screenshot of the initial Assess Cost dashboard in the lab environment. For larger production environments, this
dashboard would provide much more data. Some items of note are the following:

1. Total Cost of OwnershipTotal Cost of Ownership

2.Potential Cost Saving OpportunitiesPotential Cost Saving Opportunities

3.In the lab, Drag the scrollbar over in the "Datacenter Resource Cost" paneDrag the scrollbar over in the "Datacenter Resource Cost" pane to see all the reporting information (such as Total

Cost of Clusters, Total Cost of Datastores, etc.).

4.Scroll down further to see Top Most Expensive ClustersTop Most Expensive Clusters and Top Least Expensive ClustersTop Least Expensive Clusters in the environment.
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[143][143]Open the Total Cost of Ownership DashboardOpen the Total Cost of Ownership Dashboard
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The Total Cost of Ownership dashboard helps us to understand the total cost of ownership of our environment from multiple
perspectives. We can use this dashboard to learn how cost drivers, capacity, and data centers affect the total cost of ownership.

To select the Total Cost of Ownership dashboard, do the following:

1. From the navigation menu on the left, select Visualize.Visualize.

2.Select Dashboards.Dashboards.

3.In the search bar type total.total.

4.Select the Total Cost of OwnershipTotal Cost of Ownership dashboard.

[144][144]About the Total Cost of Ownership DashboardAbout the Total Cost of Ownership Dashboard

As noted earlier, the Total Cost of Ownership dashboard helps us to understand the total cost of ownership of our environment from
multiple perspectives. The lab environment is minimal, so we won't see the depth of information we would normally see in a Production
environment.

This dashboard is comprised of multiple widgets as shown in the screenshot. In this overview, we will show each one over the next few
pages. As we navigate this dashboard, we will need to scroll down using the slider bar on the right side of the screen (not shown) to
view all the available widgets.
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[145][145]Cost Driver BreakdownCost Driver Breakdown

The first widget in the Total Cost of Ownership dashboard is Cost Driver BreakdownCost Driver Breakdown. This widget shows how cost drivers affect the total
cost of ownership. As noted in the reference pane, to customize the Cost Drivers that are impacting this widget requires Advanced or
Enterprise editions of Aria Operations.

NoteNote: Modifying Cost Drivers requires Advanced or Enterprise editions of Aria Operations. We will review how to modify the cost
drivers later in this module.
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[146][146]Cost of Capacity Used and Capacity RemainingCost of Capacity Used and Capacity Remaining

Scrolling further down in the Total Cost of Ownership dashboard we see the Cost of Capacity Used and Capacity RemainingCost of Capacity Used and Capacity Remaining widgets.
These widgets show cost breakdown by the cost of capacity used and the cost of capacity remaining.

These widgets are comprised of several components:

1. Cost of Capacity Used vs. Remaining CapacityCost of Capacity Used vs. Remaining Capacity -- definitions of each component in the widgets.

2.Cost of Capacity UsedCost of Capacity Used -- identifies compute and storage costs of existing VMs as well as costs remaining (not being used by

VMs) for both components.

3.Capacity RemainingCapacity Remaining -- estimated number of VMs that could be added to the environment based upon current capacity

averages.

4.Cost of Capacity UsedCost of Capacity Used -- graphical chart identifying capacity and storage costs of existing VMs as well as costs remaining

(unused by current VMs). Note: Clicking on individual costs below the chart allows us to hide/unhide specific items to be

displayed in the chart.

5.Cost per DatacenterCost per Datacenter (not shown in the image) -- access this widget by scrolling further down in the dashboard. This identifies

the total costs (currently running VMs) running in a datacenter and can be used to identify potential outliers where datacenter

costs are higher than other datacenters with similar equipment and which may require follow-up.
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[147][147]Cost per DatacenterCost per Datacenter

Scrolling further down in the Total Cost of Ownership dashboard we see the Cost per DatacenterCost per Datacenter widget. This widget identifies the total
costs (currently running VMs) in a datacenter and can be used to identify potential outliers where datacenter costs are higher than other
datacenters and which may require follow-up to assist with controlling costs.
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[148][148]Open the Potential Cost Savings DashboardOpen the Potential Cost Savings Dashboard
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The Potential Cost Savings dashboard helps us to measure the cost savings as reported by VMware Aria Operations. We can evaluate
the potential savings to track recommendations and improve cost efficiency over time. The dashboard shows both cost savings and
capacity savings for idle VMs, powered off VMs, VM snapshots, orphaned disks, oversized VMs, and reclaimable hosts.

To access the Potential Savings dashboard, do the following:

1. From the navigation menu on the left, select Visualize.Visualize.

2.Select Dashboards.Dashboards.

3.In the search bar type potential.potential.

4.Select the Potential Cost SavingsPotential Cost Savings dashboard.

[149][149]Review the Potential Cost Savings DashboardReview the Potential Cost Savings Dashboard
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This dashboard is comprised of multiple widgets as shown in the image. In this overview, we will show each one over the next few
pages. As we navigate this dashboard, we will need to scroll down using the slider bar on the right side of the screen (not shown) to
view all the available widgets.

Reviewing the Potential Cost Savings dashboard, we first see the Cost Savings BreakdownCost Savings Breakdown widget. This widget displays potential
savings and reclaimable capacity opportunities identified by VMware Aria Operations for idle VMs, powered off VMs, VM snapshots,
orphaned disks, oversized VMs, and reclaimable hosts.

This widget is comprised of several metrics:

1. Reclaimable Costs and CapacityReclaimable Costs and Capacity -- definitions of each metric in the widget.

2.Potential SavingsPotential Savings -- currency savings for identified Idle VMs, Powered Off VMs, VM Snapshots, Orphaned Disks, etc.

3.Reclaimable CapacityReclaimable Capacity -- provides the metric details for the reclaimable vCPU, reclaimable memory, and reclaimable disk

space.

4.Potential SavingsPotential Savings -- graphical chart depicting savings of each identified metric. Note: Clicking on individual costs below the

chart allows us to hide/unhide specific items to be displayed in the chart.

5.Potential Savings ReductionPotential Savings Reduction

[150][150]Allocation Changes for Oversized VMsAllocation Changes for Oversized VMs

Scrolling down further in the Potential Cost Savings Dashboard, we have the Allocation Changes for Oversized VMsAllocation Changes for Oversized VMs metric. If we have
any VMs that are oversized (consistently not using allocated resources), VMware Aria Operations will report the total number of vCPUs
and/or Memory that could be removed from VMs in the environment. Depending upon the current state of the lab, we may or may not
have any totals identified.
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[151][151]Reclaimable WidgetReclaimable Widget

Scrolling down further in the Potential Cost Savings Dashboard, we have the ReclaimableReclaimable widget. This widget provides the metric
details for the following:

1. Reclaimable vCPUsReclaimable vCPUs -- total number of vCPUs identified to reclaim over the past 30 days.

2.Reclaimable MemoryReclaimable Memory -- total Memory identified to reclaim over the past 30 days.

3.Reclaimable Disk SpaceReclaimable Disk Space -- total amount of Disk Space (GB) identified to reclaim over the past 30 days.

Note:Note: Clicking on individual items below each chart allows us to hide/unhide specific items to be displayed in the chart. Depending
upon the current state of the lab, we may or may not have any totals identified.
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[152][152]Optimization Opportunities BreakdownOptimization Opportunities Breakdown

Scrolling down to the bottom of the Potential Cost Savings Dashboard, we have the Optimization Opportunities BreakdownOptimization Opportunities Breakdown widget.
This widget covers the projected costs to improve performance as identified by VMware Aria Operations. This widget provides the
metric details for the following:

1. Optimization Opportunities CostOptimization Opportunities Cost -- currency cost to increase resources for Undersized VMs in the environment.

2.Allocation Changes for Undersized VMsAllocation Changes for Undersized VMs -- total number of vCPUs or Memory to add to the environment.

3.Optimization Opportunities CostOptimization Opportunities Cost -- graphical interface identifying cost increases/decreases over the past 30 days. Note:

Clicking on individual costs below the chart allows us to hide/unhide specific items to be displayed in the chart.

Note:Note: Depending upon the current state of the lab, we may or may not have any totals identified.
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[153][153]Open the Realized Cost Savings DashboardOpen the Realized Cost Savings Dashboard
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The Realized Cost Savings Dashboard helps us to quantify the realized cost savings from actions performed that are related to
recommendations provided by VMware Aria Operations. We can analyze the realized savings to track improvements to cost efficiency
over time. Realized savings covers powered off VMs that were flagged as idle, deleted VMs that were flagged as idle or powered off,
deleted snapshots that were flagged as reclaimable, deleted disks that were flagged as orphaned, oversized VMs that were rightsized,
and deleted hosts that were flagged as reclaimable.

To access the Realized Savings dashboard, do the following:

1. From the navigation menu on the left, select Visualize.Visualize.

2.Select Dashboards.Dashboards.

3.In the search bar type realized.realized.

4.Select the RealizedRealized Cost SavingsCost Savings dashboard.

[154][154]Review of Realized Cost Savings DashboardReview of Realized Cost Savings Dashboard
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This dashboard is comprised of multiple widgets as shown in the image. In this overview, we will show each one over the next few
pages. As we navigate this dashboard, we will need to scroll down using the slider bar on the right side of the screen (not shown) in
order to view all the available widgets.

Reviewing the Realized Cost Savings dashboard we first see the RealizedRealized SavingsSavings widget. This widget is comprised of several metrics:

1. Realized Costs Savings and CapacityRealized Costs Savings and Capacity -- definitions of each metric in the widget.

2.Realized SavingsRealized Savings -- currency savings from reclamation opportunities recommended by VMware Aria Operations.

3.Reclaimed CapacityReclaimed Capacity -- provides the metric details for previously reclaimed vCPU/memory from Idle VMs, Disk Space from

Powered Off VMs/Snapshots/Orphaned Disks, and Memory reclaimed from Oversized VMs.

4.Realized SavingsRealized Savings -- graphical chart depicting reclaimed savings of each identified metric. Note: Clicking on individual costs

below the chart allows us to hide/unhide specific items to be displayed in the chart.

5.Allocation Changes for Oversized VMs --Allocation Changes for Oversized VMs -- shows the number of vCPUs and GB of memory removed from formerly oversized

VMs.

[155][155]Reclaimed WidgetReclaimed Widget
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Scrolling down further in the Realized Cost Savings Dashboard, we have the ReclaimedReclaimed widget. This widget provides the metric details
for the following:

1. Reclaimed vCPUsReclaimed vCPUs -- total number of vCPUs reclaimed over the past 30 days based on recommendations from VMware Aria

Operations.

2.Reclaimed MemoryReclaimed Memory -- total Memory reclaimed over the past 30 days based on recommendations from VMware Aria

Operations.

3.Reclaimed Disk SpaceReclaimed Disk Space -- total amount of Disk Space (GB) reclaimed over the past 30 days based on recommendations from

VMware Aria Operations.

Note:Note: Clicking on individual items below each chart allows us to hide/unhide specific items to be displayed in the chart. Depending
upon the current state of the lab, we may or may not have any totals identified.

[156][156]Cost of Deleted VMsCost of Deleted VMs
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Scrolling down to the bottom of the Realized Cost Savings Dashboard, we have the Cost of Deleted VMsCost of Deleted VMs widget. This widget provides
the metric details for the following:

1. Cost of Deleted VMs in Past 30 daysCost of Deleted VMs in Past 30 days -- currency cost for deleted VMs over the past 30 days.

2.Cost of Deleted VMs (Year to Date)Cost of Deleted VMs (Year to Date) -- currency cost for deleted VMs during the current calendar year.

3.Cost of Deleted VMs by Cluster (30 Days)Cost of Deleted VMs by Cluster (30 Days) -- graphical interface identifying currency cost for deleted VMs over the past 30

days on per cluster basis.

4.Cost of Deleted VMs by Cluster (Year to Date) --Cost of Deleted VMs by Cluster (Year to Date) -- graphical interface identifying currency cost for deleted VMs during the

current calendar year.

Note:Note: Depending upon the current state of the lab, we may or may not have any totals identified.

[157][157]Cost Drivers and MoreCost Drivers and More

Cost Drivers are the aspect that contributes to the expense of our business operations. Cost drivers provide a link between a pool of
costs. To provide a granular cost visibility and to track our expenses of virtual machines accurately in a private cloud, VMware Aria
Operations has identified eight key cost drivers. We can see the total projected expense on our private cloud accounts for the current
month and the trend of cost over time and is reflected in the dashboards we previously viewed in this module.

According to the industry standard, VMware Aria Operations maintains a reference cost for these cost drivers. This reference cost helps
us calculate the cost of our setup, but might not be accurate. For example, we might have received some special discounts during a
bulk purchase or we might have an ELA with VMware that might not match the socket-based pricing available in the reference
database. To get accurate values, we can modify the reference cost of cost drivers in VMware Aria Operations, which overrides the
values in the reference database. Based on our inputs, VMware Aria Operations recalculates the total amount for the private cloud
expenses. After we add a private cloud into VMware Aria Operations, VMware Aria Operations automatically discovers one or more
vCenter Servers that are part of our Private Cloud. In addition, it also retrieves the inventory details from each vCenter Server. The
details include:

•Associated clusters: Count and names

•ESXi hosts: Count, model, configuration, and so on.

•Datastores: Count, storage, type, capacity

•VMs: Count, OS type, tags, configuration, utilization

Based on these configuration and utilizations of inventory, and the available reference cost, VMware Aria Operations calculates the
estimated monthly cost of each cost driver. The total cost of our private cloud is the sum of all these cost driver expenses.

We can modify the expense of our data center. These costs can be in terms of the percentage value or unit rate, and might not always
be in terms of the overall cost. Based on our inputs, the final amount of expense is calculated. If we do not provide inputs regarding
expenses, the default values are taken from the reference database.
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To modify Cost Drivers and input data that more accurately reflects our environment, from the Main Menu select:
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1. ConfigureConfigure

2.Cost DriversCost Drivers

In the Cost Drivers pane, notice the various components we can edit in the environment such as Hardware: Traditional, Storage,Hardware: Traditional, Storage,
NetworkNetwork, etc.
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We can edit any of the components listed in the Cost Drivers Settings, but for this lab, let's edit the first component listed by clicking on
the component name:

1. Server Hardware: TraditionalServer Hardware: Traditional

After we have opened the Server Hardware :Server Hardware : TraditionalTraditional component we can select the arrows next to each server model and review our
current cost settings for each hardware model in our environment.
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To edit the Cost Per ServerCost Per Server do the following:

1. Click in the Cost Per ServerCost Per Server field and change the numbers if desired. (Note:Note: As a point of reference, when this manual was

compiled, the Cost Per Server was $5908.21)

In the lab, feel free to change the pricing of the various components and then return to the previous dashboards to note how the
changes are reflected in the different metrics we previously monitored.
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In VMware Aria Operations we can track the cost savings using reclamation suggestions. Using the reclamation option, we can view the
cost, capacity, and allocation metrics related to individual data centers. The metrics provide an estimate of the potential savings
achieved through VMware Aria Operations.

We can track the realized cost savings and actual capacity reclaimed for data centers, in the following scenarios.

•Reclaim the cost for Idle VMs by deleting the VM.

•Reclaim the cost for Powered off VMs by deleting the VM.

•Reclaim the cost for Idle VMs by powering off the VM.

•Reclaim the cost for snapshots VMs by deleting the snapshot.

•Reclaim the cost for orphaned disks by deleting the orphaned disk space.

•Reclaim the cost by removing vCPU and Memory from an oversized VM.

•Reclaim the cost by removing a host from the vCenter.

To view Realized Cost Savings Reclamation Suggestions, from the Main Menu select:

1. OptimizeOptimize

2.ReclaimReclaim
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In the Reclaim pane, notice it identifies attached Datacenters and an overview of their current cost savings situation. We have a very
small lab, so we may or may not have any cost savings at the time of our review, but we will walk through the various options available
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so as to demonstrate how this feature could be used in a Production environment to easily identify potential cost savings.
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In the lab, select the option to edit the Reclaim settingssettings. In this example, we are not changing any settings, but we can open it and see
what is available for editing.

The Reclamation SettingsReclamation Settings dialogue box will appear, and we can notice the options that could be edited. For instance, the screenshot
shows the default settings, but notice in the lab how you can change the settings on Powered Off VMsPowered Off VMs, Idle VMsIdle VMs, SnapshotsSnapshots and
Orphaned DisksOrphaned Disks.

If you made any changes in your lab, select the SAVESAVE option, otherwise select CANCELCANCEL.
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After cancelling/saving our changes in the Reclaim Settings, select the RegionA01RegionA01 datacenter in the Reclaim pane.

Unfortunately, this is likely where you will see a limitation in this lab, as we do not have a large environment to show potential cost
savings related to all available components (Powered Off VMs, Idle VMs, Snapshots, and Orphaned Disks). If any of these are present
at the time of our lab, we will see some cost savings listed. If no reclaim savings are in the lab at the time, we will likely see $0 Savings.
If any savings are available at the time of the lab, we will see them listed under the tabs (highlighted in RED). Click on the various tabs
to become familiar with the available options and note any data that may be present at the time.
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Rightsizing is defined as changing the amount of resources allocated to a VM based on the Recommended Size for a VM.
Recommended Size is the maximum projected utilization for the projection period from the current time to 30 days after the warning
threshold value for time remaining. The warning threshold is the period during which the time remaining is green. If the warning
threshold value for time remaining is 120 days, which is the default value, the recommended size is the maximum projected utilization
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150 days into the future. While rightsizing a VM can reclaim capacity, the change in allocation may not equal the amount of reclaimable
capacity.

To access the VM Rightsizing Details dashboard, do the following:

1. From the Main MenuMain Menu, select Visualize.Visualize.

2.Select Dashboards.Dashboards.

3.In the search bar type vm rightsizing.vm rightsizing.

4.Select the VM Rightsizing DetailsVM Rightsizing Details dashboard (under Cost OptimizationCost Optimization)

Reviewing the VM Rightsizing Details dashboard we see several "read me" sections including:

1. About this DashboardAbout this Dashboard -- definitions and details of the various metrics included in this dashboard.

2.Rightsizing - ConservativeRightsizing - Conservative -- graphical explanation of the conservative rightsizing setting.

3.Rightsizing - AggressiveRightsizing - Aggressive -- graphical explanation of the agressive rightsizing setting.

As we select one of the previously mentioned "read me" sections, a menu appears on the right side of each title bar. There are four
icons available which allows us to do the following:

1. Collapse or ExpandCollapse or Expand the widgets

2.EditEdit the widgets

3.HelpHelp for the widget
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4.MaximizeMaximize the widget

In the Select Cluster, Datacenter, or World ObjectSelect Cluster, Datacenter, or World Object widget,, do the following:

1. Select the RegionA01RegionA01 Datacenter

2.Notice if there are any VMs identified as Undersized and the recommendations from VMware Aria Operations (NoteNote: Based

upon the current state of the lab, you may or may not see any recommendations). In the provided

3.Notice in the provided screenshot how VMware Aria Operations recommends adding memory to two VMs as shown in the

Memory to AddMemory to Add column.
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In the lab, if there are some Undersized VMsUndersized VMs select one of them and notice how it impacts other widgets further down. (NoteNote: do NOT
click on the highlighted/linked VM name as this takes us to Object Details for that VM...to select a VM in this list, click somewhere on the
whitespace in the line and that will populate other widgets in this dashboard).

In the lab, if there are some Oversized VMs in the Select an Oversized VM to View Recommendations widget,Select an Oversized VM to View Recommendations widget, select one of them and
notice how it impacts other widgets further down. (NoteNote: do NOT click on the highlighted/linked VM name as this takes us to Object
Details for that VM...to select a VM in this list, click somewhere on the whitespace in the line and that will populate other widgets in this
dashboard).
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If we selected an Oversized VMOversized VM the following widgets are now populated with data:

1. VM StatusVM Status -- Provides reported projected monthly cost and VM Tools status of the selected VM.

2.Oversized DetailsOversized Details -- Provides further details regarding resources to remove from the selected VM.

3.CPU ConfigurationCPU Configuration -- Current CPU Configuration and if Hot Add/Remove are enabled on the selected VM.

4.Memory ConfigurationMemory Configuration -- Current Memory Configuration and if Hot Add is enabled on the selected VM.

5.CPU Demand MHz (95th Percentile)CPU Demand MHz (95th Percentile)

6.CPU Workload % (95th Percentile)CPU Workload % (95th Percentile)

NoteNote: As noted before, depending upon the current configuration of the lab environment, we may not see any VMs identified as
OversizedOversized. If there are no VMs identified, please review the provided screenshots.
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[158][158]Cost Drivers OverviewCost Drivers Overview

[159][159]Modifying Cost DriversModifying Cost Drivers

[160][160]Cost Drivers SettingsCost Drivers Settings
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[161][161]Access the Cost Drivers Component: Server HardwareAccess the Cost Drivers Component: Server Hardware

[162][162]Expand the Cost Drivers Component: Server HardwareExpand the Cost Drivers Component: Server Hardware

[163][163]Edit the Cost Drivers Component: Server HardwareEdit the Cost Drivers Component: Server Hardware

[164][164]Realized Cost Savings Reclamation SuggestionsRealized Cost Savings Reclamation Suggestions

[165][165]Reclaim pane - view attached datacentersReclaim pane - view attached datacenters

[166][166]Edit Reclaim SettingsEdit Reclaim Settings

[167][167]Reclamation SettingsReclamation Settings

[168][168]Reclaim - Select a datacenterReclaim - Select a datacenter

[169][169]View Reclaim options for selected datacenterView Reclaim options for selected datacenter

Costing for Oversized and Undersized VMs -- Access the Cost Optimization VM Rightsizing Details DashboardCosting for Oversized and Undersized VMs -- Access the Cost Optimization VM Rightsizing Details Dashboard
[170][170]

[171][171]Review the VM Rightsizing Details DashboardReview the VM Rightsizing Details Dashboard

[172][172]Section and Widget focus settingsSection and Widget focus settings
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[173][173]Select Cluster, Datacenter, or World Object WidgetSelect Cluster, Datacenter, or World Object Widget

[174][174]Select an Undersized VM to View Recommendations WidgetSelect an Undersized VM to View Recommendations Widget

[175][175]VM Rightsizing Widgets - Undersized VMsVM Rightsizing Widgets - Undersized VMs

If we selected an Undersized VMUndersized VM the following widgets are now populated with data:

1. VM StatusVM Status -- Provides reported projected monthly cost and VM Tools status of the selected VM.

2.Undersized DetailsUndersized Details -- Provides further details regarding resources to add to the selected VM.

3.CPU ConfigurationCPU Configuration -- Current CPU Configuration and if Hot Add/Remove are enabled on the selected VM.

4.Memory ConfigurationMemory Configuration -- Current Memory Configuration and if Hot Add is enabled on the selected VM.

5.CPU Demand MHz (95th Percentile)CPU Demand MHz (95th Percentile)

6.CPU Workload % (95th Percentile)CPU Workload % (95th Percentile)

NoteNote: As noted before, depending upon the current configuration of the lab environment, we may not see any VMs identified as
UndersizedUndersized. If there are no VMs identified, please review the provided screenshots.
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[176][176]Select an Oversized VM to View Recommendations WidgetSelect an Oversized VM to View Recommendations Widget

[177][177]VM Rightsizing Widgets - Oversized VMsVM Rightsizing Widgets - Oversized VMs

[178][178]ConclusionConclusion

In this module, we discussed how to set the currency in Aria Operations. Additionally, we covered how Virtual Machine Costing in Aria
Operations allows us to track how much we are paying for CPU, Memory, and Disk/Storage resources on a per VM basis. Finally, we
covered a general overview of specific Out-of-the-box (OOTB) dashboards and how they allow us to see not only specific VM costs but
also track total costs across our datacenter(s).

[179][179]You&#39;ve finished the moduleYou&#39;ve finished the module

Congratulations on completing the lab module.

For more information on getting started with Aria Operations, see the VMware Aria Operations: Journey to SuccessVMware Aria Operations: Journey to Success guide at the
VMware Apps & Cloud Management Tech ZoneVMware Apps & Cloud Management Tech Zone.

From here you can:

1. Click to advance to the next page and continue with the next lab module

2.Open the TABLE OF CONTENTSTABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 10 - Generating Reports for Cost, Capacity, Compliance and More (30 minutes) BasicModule 10 - Generating Reports for Cost, Capacity, Compliance and More (30 minutes) Basic

[181][181]IntroductionIntroduction

VMware Aria Operations contains extensive capabilities around reporting in multiple formats including emails, dashboards and
executive reports. In this module we will work through creating custom reports, views and dashboards. Let's get started.

This Module contains the following lessons:

•Introduction to Reports

•Generate Basic Reports
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[182][182]Log in to Aria OperationsLog in to Aria Operations

We will log in to a live instance of Aria Operations running in our lab.

[183][183]Open the Firefox Browser from Windows Quick Launch Task BarOpen the Firefox Browser from Windows Quick Launch Task Bar

If the browser is not already open, launch FirefoxFirefox.

1. Click the FirefoxFirefox icon on the Windows Quick Launch Task Bar at the bottom of the screen
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[184][184]Log in to Aria OperationsLog in to Aria Operations

1. Click on the Aria OperationsAria Operations Favorites link from the Favorites Bookmark in the Chrome Browser.

[185][185]Sign InSign In

HOL-2401-01-CMP: Getting Started (Basic)

H A N D S - O N  L A B S  M A N U A L  |  1 5 7



Aria Operations is integrated with VMware Identity Manager which we will use for user authentication in this lab. VMware Identity
Manager is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may not be pre-selected as the identity source. However, if it is not, you will need to choose it.

1. Click the drop-down arrow

2.Select vIDMAuthSourcevIDMAuthSource from the dropdown menu

3.Click REDIRECTREDIRECT to take you to the authentication page
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[186][186]VMware Identity Manager LoginVMware Identity Manager Login

For this Aria Operations instance, the lab uses VMware Identity Manager as the identity provider for the Active Directory authentication
source.

Type in the following user and password information.

1. username: holadminholadmin

2.password: VMware1!VMware1!

3.Click Sign inSign in
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[187][187]Introduction to ReportsIntroduction to Reports

In this lesson, we will Introduce Reporting in Aria Operations. A report is a scheduled snapshot of views and dashboards in your
environment. Your report can represent objects and metrics and include formatting such as a table of contents, cover page, headers
and footers.

With the VMware Aria Operations reporting functions, you can generate a report to capture details related to current or predicted
resource needs. Reports can be downloaded and shared in a variety of formats including PDF files, CSV files and Emails. Let's get
started.

[188][188]Locating ReportsLocating Reports

1. Click on the chevron next to Visualize.Visualize.

2.Click on Reports.Reports.
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[189][189]Understanding ReportsUnderstanding Reports

In Aria Operations, Reports are a point in time view of metrics, objects and dashboards within your environment. Where dashboards
can be dynamic, interactive and responsive to user views and inputs, reports only display information based on the time they are
executed. Let's generate a report and view the output.

1. In the search field, type Capacity ReportCapacity Report and press enter

2.Locate the Capacity Report - DatastoresCapacity Report - Datastores report

3.Select the check box next to the report titled Capacity Report - Datastores.Capacity Report - Datastores.

4.Notice the Subject of the report is the Cluster Compute Resource.Cluster Compute Resource.

5.Click on the 3-dot3-dot action menu.

6.Select Run.Run.
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[190][190]Selecting the Compute ResourceSelecting the Compute Resource

1. The vSphere Hosts and Clusters should be selected by default, if not please select it.

2.Click the chevron to expand the vSphere WorldvSphere World.

3.Click the chevron to expand the vcsa-01a.corp.vmbeans.comvcsa-01a.corp.vmbeans.com vCenter.

4.Click the chevron to expand the RegionA01RegionA01 Virtual Datacenter.

5.Select the Workload1Workload1 Cluster.

6.Click OKOK.
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[191][191]Open Generated ReportOpen Generated Report

The User Interface will update after a few moments and display the status of the report we just started. Let's take a look at some of the
information displayed then open our report.

1. Under the Generated ReportsGenerated Reports column, we're shown the number of reports that have been created using the template we

picked.

2.Under the SchedulesSchedules column, we're shown any existing scheduled run times for the report.

3.Under the Last ModifiedLast Modified column, we're shown the date the report template was last changed, this is not the same as when it

was last run.

4.Under the Last RunLast Run column, we're shown when then report was most recently generated.

5.Click on the blue number under Generated ReportsGenerated Reports to open the generated report.

[192][192]Delete or Download and View ReportDelete or Download and View Report

In a large environment, many administrators will use tools other than the UI to interact and view information from Aria Operations. To
facilitate this, every object is given a unique identifier allowing for programmatic access. When we opened this generated report, we're
automatically shown the unique identifier. Let's take a look at the identifier and also download and view our report.

1. In our search bar, we see that the UUID has automatically been displayed.

2.Click on the PDF icon to download and view the generated report. Note that it should automatically open in your browser.
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[193][193]Finished with this labFinished with this lab

In this lab we had a brief introduction to Reports and Views in VMware Aria Operations. In follow up labs we'll explore creating views
and reports and using them to create deliverable documents within your organization .

[194][194]Generate Basic ReportsGenerate Basic Reports

VMware Aria Operations contains extensive capabilities around reporting. From CSV files to executive summaries, VMware Aria
Operations contains the tools to gain deep insights into your VMware environment.

In this lab, we'll generate reports showing the cost and cost drivers in our environment as well as an overall capacity and utilization
report, Let's get started.

[195][195]Locate ReportsLocate Reports

1. Click on the chevron next to Visualize.Visualize.

2.Click on Reports.Reports.
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[196][196]Locate Cluster Cost ReportLocate Cluster Cost Report

1. In the search field, type Cluster Cost

2.Click the 3-dots next to Cluster Cost ReportCluster Cost Report

3.Click CloneClone (Not Shown)

[197][197]Examine Existing ReportExamine Existing Report
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Reports consist of pregenerated Views and Dashboards that can be combined to create deliverable reports. Views are representations
of data available within Aria Operations and can be as simple or complex as the administrator needs. Views are covered in more depth
in HOL-2402 but for now, we will work with basic preformed views.

We see in this report that we're displaying the cost metrics across multiple categories for hosts in our environment. Let's add on an
additional view to this cost report.

1. Rename the report to HOL Cost Report

2.Click on the double chevrondouble chevron to expand the View information

3.Click on Views and DashboardsViews and Dashboards

[198][198]Customize the ReportCustomize the Report

1. Type compute cost in the views filter field and press enter

2.double click or drag to the right pane the Compute Cost DriversCompute Cost Drivers view

3.Click SaveSave (Not Shown)
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[199][199]Run The New ReportRun The New Report

1. Click on ManageManage

2.Clear our existing filter and type Cost

3.Click the 3 dots3 dots next to our HOL Cost Report

4.Select RunRun
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[200][200]Select our ClustersSelect our Clusters

1. Click the down carrotdown carrot and ensure we have selected vSphere Hosts and ClustersvSphere Hosts and Clusters

2.Click the down carrotdown carrot to expand vSphere WorldvSphere World

3.Click the down carrotdown carrot to expand vcsa-01a.corp.vmbeans.comvcsa-01a.corp.vmbeans.com

4.Click on Workload1Workload1

5.Click OKOK
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[201][201]Locate Capacity ReportLocate Capacity Report

While the Cost metrics report runs, let's go ahead and schedule a capacity report to also run daily. This will show you how you can run
reports both at an immediate point in time as well as on a scheduled basis.

1. Click back on ManageManage under Reports (Optional)

2.In the filter field, clear any existing entry and enter capacity

3.Locate the Capacity Report - EnvironmentCapacity Report - Environment and click the 3 dots3 dots

4.Click ScheduleSchedule (not shown)
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[202][202]Select A ClusterSelect A Cluster

1. Click the down carrotdown carrot and ensure we have selected vSphere Hosts and ClustersvSphere Hosts and Clusters

2.Click the down carrotdown carrot to expand vSphere WorldvSphere World

3.Click the down carrotdown carrot to expand vcsa-01a.corp.vmbeans.comvcsa-01a.corp.vmbeans.com

4.Click on ManagementManagement

5.Click NextNext (not shown)
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[203][203]Schedule A TimeSchedule A Time
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1. Select the Pacific Time ZonePacific Time Zone by clicking on the down carrotdown carrot

2.Click the checkboxcheckbox next to each day

3.Click on FinishFinish

Note: In addition to generating our reports, we can email them using a defined SMTP server or have the report placed on a drive
connected to Aria Operations.

[204][204]Run Capacity ReportRun Capacity Report

Now that we have scheduled our report to run daily, let's manually run the report so we have an example of how the process works.

1. Click back on ManageManage under Reports

2.In the filter field, clear any existing entry and enter capacitycapacity

3.Locate the Capacity Report - EnvironmentCapacity Report - Environment and click the 3 dots3 dots

4.Click RunRun (not shown)
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[205][205]Select A ClusterSelect A Cluster

1. Click the down carrotdown carrot and ensure we have selected vSphere Hosts and ClustersvSphere Hosts and Clusters

2.Click the down carrotdown carrot to expand vSphere WorldvSphere World

3.Click the down carrotdown carrot to expand vcsa-01a.corp.vmbeans.comvcsa-01a.corp.vmbeans.com

4.Click on ManagementManagement

5.Click OKOK (not shown)
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[206][206]Open ReportsOpen Reports

After a few moments, the report will be run and will be accessible from the Generated Reports section. From here you have the ability
to download the report results as either a PDF or CSV file.

1. Click on Generated ReportsGenerated Reports

2.Clear any existing filter fields and type either Capacity or Cost to filter down (Optional)

3.Click on the PDFPDF icon next to either our reports to open the PDF file in your browser (not shown)

Note: The generated reports do not overwrite other reports of the same type. Instead you are presented a list of all the reports and can
sort and filter based on Completion date and time.

[207][207]ConclusionConclusion

In this lab, we introduced you to creating a report in VMware Aria Operations focusing on Cluster Cost as well as scheduling a report
focusing on capacity. We introduced Views and how you can clone existing reports and add existing views to start customization of your
report.

In later modules and labs we will go into more detail explaining how to create custom Views giving you complete control over your
reports.

[208][208]ConclusionConclusion

In this module, we created and schedule some basic reports in our VMware Aria Operations environment by using existing views and
dashboards. In later modules, we will explore how to create custom views to use with your dashboards and reports.
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[209][209]You&#39;ve finished Module 8You&#39;ve finished Module 8

Congratulations on completing the lab module.

If you are looking for additional general information on Aria Operations 8.12, try one of these:

•VMware Product Public Page - Aria Operations:VMware Product Public Page - Aria Operations: https://www.vmware.com/products/aria-operations.html

•Aria Operations 8.12 - Release Notes:Aria Operations 8.12 - Release Notes: https://docs.vmware.com/en/VMware-Aria-Operations/8.12/rn/vmware-aria-

operations-812-release-notes/index.html

•Aria Operations 8.12 - Documentation:Aria Operations 8.12 - Documentation: https://docs.vmware.com/en/VMware-Aria-Operations/8.12/Using-Operations/GUID-

BDF72F44-EACD-4121-99FB-8D6DE42645D9.html

•VMware Cloud Management Blog - What's New in Aria Operations 8.12 and Cloud:VMware Cloud Management Blog - What's New in Aria Operations 8.12 and Cloud: https://blogs.vmware.com/management/

2023/04/whats-new-in-vmware-aria-operations-8-12.html

From here you can:

1. Click to advance to the next page and continue with the next lab module

2.Open the TABLE OF CONTENTSTABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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ConclusionConclusion

[211][211]Learning Path Next Steps!Learning Path Next Steps!

Learn More about Modern Apps and Cloud Management on Tech Zone

•Learn

•Try

•What’s New

Visit https://via.vmw.com/LearnMACMhttps://via.vmw.com/LearnMACM
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