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Lab Overview - HOL-2401-02-CMP - Aria Operations - Getting More Out of It! (Intermediate)

Lab Description

Explore advanced capacity and cost calculations. Customize alerts and metrics to monitor applications. Explore advanced
troubleshooting techniques including automating remediation.

Lab Guidance

Welcome! This lab is available for you to repeat as many times as you want. To start somewhere other than the beginning, use the Table
of Contents in the upper right-hand corner of the Lab Manual or click on one of the modules below.

* Module 1 - Extending your Solution with Management Packs (15 minutes) (Basic)

» Module 2 - Monitoring and Troubleshooting Kubernetes (15 minutes) (Basic)

* Module 3 - Advanced Capacity Management (30 minutes) (Intermediate)

* Module 4 - Integrating and Troubleshooting with Logs (30 minutes) (Advanced)

* Module 5 - Configuring Costs to Match your Business Needs (30 minutes) (Intermediate)

* Module 6 - Customizing Alerts and Leveraging Notifications (15 minutes) (Basic)

* Module 7 - Creating Views for Better Visibility (15 minutes) (Basic)

* Module 8 - Using Metrics and Metric Charts for Troubleshooting (15 minutes) (Basic)

* Module 9 - Advanced Troubleshooting Technigues (15 minutes) (Intermediate)

* Module 10 - Save Time by Automating Remediation (15 minutes) (Basic)

* Module 12 - Achieve Optimal Performance with Rightsizing (45 minutes) (Advanced)

* Module 13 - Enabling Chargeback for your Business (30 minutes) (Advanced)

* Module 14 - Plan for your Future Capacity Needs (30 minutes) (Intermediate)

* Module 15 - Application Monitoring (45 minutes) (Intermediate)

Lab Captains:

* Module 1 - Ed Bontempo, Staff Solution Engineer, US

* Module 2 - Ed Bontempo, Staff Solution Engineer, US

* Module 3 - Bengt Grends, Senior Specialist Solution Engineer, Norway
* Module 4 - Bengt Grgnas, Senior Specialist Solution Engineer, Norway
* Module 5 - Bengt Grgnds, Senior Specialist Solution Engineer, Norway
* Module 6 - Greg Sylvestre, Senior Solution Engineer, US

* Module 7 - Greg Sylvestre, Senior Solution Engineer, US

* Module 8 - Greg Sylvestre, Senior Solution Engineer, US

* Module 9 - Greg Sylvestre, Senior Solution Engineer, US

* Module 10 - William de Marigny, Staff Techncial Adoption Manager, US
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* Module 12 - Bengt Granas, Senior Specialist Solution Engineer, Norway
* Module 13 - Bengt Grenas, Senior Specialist Solution Engineer, Norway
* Module 14 - Bengt Granas, Senior Specialist Solution Engineer, Norway

* Module 15 - Bengt Grenas, Senior Specialist Solution Engineer, Norway

This lab manual can be downloaded from the Hands-on Labs document site found here:

http://docs.hol.vmware.com

This lab may be available in other languages. To set your language preference and view a localized manual deployed with your lab,
utilize this document to guide you through the process:

http://docs. hol.vmware.com/announcements/nee-default-language. pdf

First time using Hands-on Labs?

Welcome! If this is your first time taking a lab review the VMware Learning Platform interface and features before proceeding.

For returning users, feel free to start your lab by clicking next in the manual.

You are ready....is your lab?

Lab Status

The lab console will indicate when your lab has finished all the startup routines and is ready for you to start. If you see anything other
than "Ready", please wait for the status to update. If after 5 minutes your lab has not changed to "Ready", please ask for assistance.
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Module 1 - Extending Your Solution with Management Packs (15 minutes) Basic

Introduction

VMware Aria Operations provides monitoring capabilities for vSphere environments in a standard configuration. But a modern
enterprise includes several layers of infrastructure, such as compute and storage, as well as multiple applications and cloud resources.
Management packs allow you to extend the monitoring capabilities of VMware Aria Operations in order to analyze data from more of
your environment. These packs allow you to correlate events across multiple tiers, and they provide Aria Operations with additional
visibility and alerting.

In this lesson, we will review some of the available management packs for VMware Aria Operations, install a new management pack,
and review new capabilities the management pack provides.

Management Pack Options

VMware Aria Operations includes several pre-installed management pack integrations for VMware and public cloud solutions. Some of
these management packs are activated by default, but others require activation after deploying Aria Operations. See the Connecting
VVMware Aria Operations to Data Sources documentation page for a list of pre-installed management packs.

In addition to the pre-installed management packs, several third-party management packs can be downloaded from the VMware
Marketplace.

VMware Aria Operations users are entitled to third-party compute management packs, such as Cisco UCS and Pure Storage FlashArray.
Additional third-party management packs can be purchased as part of VMware Aria Operations for Integrations. These management
packs provide additional visibility into network solutions, applications and databases, as well as connectors to other monitoring and
management solutions.

Management Pack Documentation

The VMware Aria Operations for Integration Documentation includes a list of available management packs, release notes on the latest
updates, and links to documentation covering each individual management pack.

The documentation for each management pack includes prerequisites, installation and usage instructions, and information on
functionality provided, including dashboards, metrics, alerts, and more.

Log in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.
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Open the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch Firefox.

1. Click the Firefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.

Navigate to Aria Operations

3 @ Login

€ C @

[ﬂ vCenter = Aria Auto

X | +

O 8

o= https://vcsa-01a.corp:

()

w Aria Operations

1. Click the Aria Operations bookmark in the bookmarks toolbar.

vmware

= Aria Operations for Logs
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Log in to Aria Operations

VMware Aria
@ Operations”

Aria Operations is integrated with VMware Workspace ONE Assist (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If itis not, then you will need to select it.

1. Click the drop-down arrow and select vIDMAuthSource if it is not already selected.

2.Click REDIRECT to be taken to the authentication page.
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VMware |dentity Manager Login

1
"

Workspace ONE

o

Forgot password?

Change to a different domain

ymware

VMware ldentity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign in

Reviewing and Installing Management Packs

In this exercise, we will review the pre-installed management packs in our lab environment. Next, we will install one of the available
management packs, the Management Pack for Storage Devices, configure it, and review some of the functionality this management
pack provides.

The Management Pack for Storage Devices Guide provides documentation on how to install and configure this management pack,
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along with information on provided dashboards, alerts, and metrics.

Navigate to Integrations Page

vimw VMware Aria Operations

« Home

_ Launchpad NS Multi-Cloud Overview
A Home \ /|

) Data Sources v Welcome to VMware Ar

ntegrations

Pillars of Operations

Cloud Proxies

Observability @
b Enwvironment > t and full

Monitor, Troubleshoo

©

stack observability across your

cloud environments

1. Click Data Sources in the left navigation menu to open the Data Sources menu.

2.Click Integrations to navigate to the Integrations view.
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View the Repository Tab

Integrations

) Accounts | Repository o
e \./

1. Click Repository.

2.The Repository includes all pre-installed integrations. Note that the vCenter integration has 1 account configured for this lab,

©

vSAN
Version 8120 21786272

200
# Data Sources v
D) (s i) (e ) (vomee ) (Gampianes) )
Integrations
Installed Integrations
Cloud Proxies e
I Environment \-/ .
=7 &)
& Visualize >
) vCenter VMware Cloud on AWS
Troubleshoot & > verson 812021786275 Version 812021786259
1 account
% Optimize >
ADD ACCOUNT ADD ACCOUNT

VMware Aria Operations for
Logs

Version: 812021786276

1 account

but the VMware Cloud on AWS integration does not have any configured accounts.

3.Use the scrollbar to scroll down and view additional integrations.

vmware
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View Available Integrations

Avalable Intcgrat 1ons

3 @ >

VMware Infrastructure

Heaith VMware Cloud on Dell EMC VMware Cloud Foundation
= Version 8.12.0.21786278 Version 8.12.0.21786255
Version 812021786273
ACTIVATE ACTIVATE ACTIVATE

el o A

Oracle Cloud VMware
PCl Compliance Microsoft Azure

Soluti
Version 8.12.0.21786277 e Version: 8.12.0.21786260

Version: 812021786248

ACTIVATE ACTIVATE ACTIVATE

The list of available integrations includes additional VMware solutions, public cloud integrations, and compliance templates. These
integrations are installed, but not yet activated.

1. Use the scrollbar (not shown) to return to the top of the Repository.
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Add a New Management Pack

Integrations

Accounts Repository

°

IC all :] (_SI:-BCJ (_'-.-'M'auare :-::_v:lj [:_=ut:ln: C ':l'.l:!) l:_‘. Mware d-r'a:]

Inctallad Intanratinne

The VMware Aria Operations Repository includes several integration options by default. But the list of available integrations does not

include management packs for compute, storage, network, or applications. How can we extend VMware Aria Operations beyond these
pre-installed integrations? We'll demonstrate that next.

1. Click ADD to add a new management pack to the Repository.

Add Solution
Add Solution Select a Solution to Install P
Browse your file system to select a PAK file for the solution you want to install
1 Select Solution

2 End User License Agreement

3 Install R

vmware
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In addition to the pre-installed management packs, several other management packs can be downloaded from the VMware
Marketplace. These management packs are provided as .pak files to be imported into VMware Aria Operations. In this lab, we have
already downloaded the VMware Aria Operations Management Pack for Storage Devices.

1. Click BROWSE...

Locate the .pak File

B8 This PC
B 3D Objects
I Desktop
| Documents
¥ Downloads
J’t Music
&= Pictures
- Videos
= Local Disk (C:)

r" Metwork

vmware

I labfiles o+

@ File Upload p 4
« u MﬂIHOL-EdD'I -02 » Module v O Search Module 1 2
Sanize v New folder S B ]

" hol £~ Name : Date modified Type

L] vmwme-mpforphysicalsan-&.12.ﬂ-215‘920...| 8/6/2023 10:59 AM  PAK File

(3)

v

File name:

vmware-mpforphysicalsan-8.12.0-21 VJ *.pak W

O 1 o
@ ===1

HANDS-ON LABS MANUAL | 15
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1. Click the labfiles shortcut.
2.Navigate to the HOL-2401-02 folder, and then to the Module 1 folder.

3.Click on the .pak file in this folder. (Note: if you see 2 or more files in this list, make sure to select the file named "vmware-
mpforphysicalsan-8.12...")
4.Click Open.

wr'ware® HANDS-ON LABS MANUAL | 16
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Install the .pak File

Add Solution Select a Solution to Install § o

Browse your file system to select a PAK file for the solution you want to install

1 Select Solution

2 End User License Agreement

3 Install

(1)

I 100’

Name Management Pack for Storage Devices
Description VMware Management Pack for Storage Devices

o. Version 8.12.0.21592050

@The PAK file signature is valid

vrr‘ware® HANDS-ON LABS MANUAL | 17
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Once the PAK file has been selected, it can be uploaded and verified.
1. Click UPLOAD to upload and validate the PAK file. This process will take 1-2 minutes.

NOTE: the options above the UPLOAD button allow for overwriting of already installed PAK files, and to skip signature checking if
needed. Since management packs provide additional alerts, symptoms, and more, it is highly recommended to backup existing content
if reinstalling a management pack. As with out of the box Aria Operations content, default management content should not be modified
directly in order to avoid overwriting customizations when updating management packs.

2.0nce the validation is complete, additional detail will be displayed below the upload progress bar including the management
pack name, version, and signature validation.

3.Click NEXT.
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Review and Accept the End User License Agreement

Add Solution

1 Select Solution

2 End User License Agreement

3 Install

End User License Agreement

Read and agree to the End User License Agreement to continue

VMWARE GEMERAL TERMS
Last updated:16 June 2022

the terms of the Agreement
1. OFFERINGS

Agreement

n accept the terms of this agreement

By downloading or using an Offering, Customer agrees to be bound by

11. Applicable Terms. The terms of the Order and these General Terms
including applicable Exhibits and Offering-specific Notes (collectively. the
"Agreement”) govern Customer's use of the Offerings. The following
descending order of precedence applies: (a) the Order; (b) the General
Terms; (€) the Exhibits; and (d) the Offenng-specific Notes

1.2. Users. Customer is responsible for its Users’ compliance with the

1.3. Restrictions. Customer may use the Offerings only for its internal use
and for the benefit of its Affiliates. Affiliates may not use the Offerings
Customer may not resell or sublicense its nights to the Offerings
Customer may not use the Offerings in an application service provider,
service bureau, hosted IT service, or similar capacity for third parties
1.4. Benchmarking. Customer may use the Offerings to conduct interna
performance testing and benchmarking studies. Customer may only
publish or distribute study results with VMware's approval. Customer
may submit requests to VMware by emailing benchmark@vmware.com
1.5. Evaluations. Evaluations are for 30 days (unless VMware specifies
otherwise in writing). Customer may not have access to data in the

CANCEL BACK ’

Review and accept the End User License Agreement before proceeding with the management pack install.

1. Click the checkbox next to | accept the terms of this agreement.

2.Click NEXT to proceed and begin the installation.

vmware
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Complete the Management Pack Installation

Add Solution Install Solution .

The selected solution is being installed

\._,./‘ nstallation Details

2 End User License Agreement

1 Select Solution

Node Address: ana-ops.corp.vmbeans.com
State: Staged (Candidate)
‘ Node Address: ana-ops.corp.vmbeans.com

3 Install State: Preapply Vahdated (Candidate)

Node Address: aria-ops.corp.vmbeans.com
State: Applied Adapter Pre Script (Candidate)

Node Address: aria-ops.corp.vmbeans.com
State: Applied Adapter Post Script (Candidate)

Node Address: aria-ops.corp.vmbeans.com
State: Applied and Cleaned (Completed)

The management pack installation will proceed immediately.

1. Review the installation progress. This management pack installation will take 2-3 minutes to complete.

2.0nce the installation is complete, click FINISH.

wr‘ware® HANDS-ON LABS MANUAL | 20
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View Management Pack Content

View Content

—= About

Management F\_/' Uninstall

Storage Devi Upgrade
Version: 8120 215w -

ADD ACCOUNT

With the management pack installed, the Management Pack for Storage Devices tile will appear in the Installed Integrations section of
the Repository. Now we can view the content provided by this management pack.

1. Click the three vertical dots on the Management Pack for Storage Devices tile to open the menu.

2.Select View Content from the list.
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View Content

Content @ v

» Dashboards (2) Note
> Views (15) -
Views (15) he content list may be incomplete for some
» Report Templates (0) o older installations. The list will only be able to
e ] display content which was deployed using
w il 3
I Alert Definitions (13) I\_/ the new installer. Older items deployed
All HBA paths are down through the use of scripts may be missing
) from this list
DataCenter has some HBAs that are not operating at maximum supported speed
HBA Link Failure When uninstaling a solution, items which are

not part of this list must be cleaned up
manually once the uninstall process is
Media wearout is approaching the threshold complete

Likelihood of slow draining condition on fiber channel switch port

Number of bad sectors is approaching the threshold This list only shows content to which you

One or more host adapters are missing or have gone bad il itk harai
which are owned by other users and shared
Storage LUN is approaching capacity with you

Switch Port Down Failure .

he numbers in parenthesis denote the
Switch Port Setback Failure number of items installed during the initial
deployment and may not reflect the current
status. To see a list items which currently
The operational state of this physical disk is lost communication exist in the system, expand each node

The operational state of this physical disk is degraded

There are no VASA providers registered with vCenter, which prevents discovery of storage ¢

> Recommendations (13)

Symptom Definitions (21)
» Policies (0)

» Custom Groups (0)

» Super Metrics (0)

nventory Trees (1)

nventore Tree Fxtensions (03

The View Content window provides a list of several categories of potential additions provided by this management pack. The
Management Pack for Storage Devices does not provide every single type of content, but it does provide a variety of alerts, views, and
more.

1. Click one of the categories (for example, Alert Definitions) to view the list of provided content. Feel free to review other

categories as well.

2.When ready, click the x in the upper right to close the View Content window.
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Add Account

|

Management Pack for
Storage Devices
Version: B12.0.21592050

1)

ADD ACCOUNT I

With the Management Pack for Storage Devices installed, we will now create an account and begin to collect data from the lab

environment.

1. Click ADD ACCOUNT. (Note: it may be necessary to scroll down in order to see the ADD ACCOUNT link.)

vmware
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Select Account Type

Account Types
{nl / Integrations / Account Types

Please select your account type

l: all :',l IL‘:-DE'::,I l:_‘-fM'f-‘a«re Ccud_) I:_-_"'.Jhllt -f:!cud;] (u‘vww'are Arla;] (_':;'*er_)

©

7 & ® 3

vCenter Wikiware Cloud on AWS NSX-T Physical Shorage Dewvices
Adapter

The list of available account types varies based on which management packs are installed.

1. Click Physical Storage Devices Adapter.

wr'ware® HANDS-ON LABS MANUAL | 24
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Configure Account

Name

Description

Connect Information
vCenter Server

Credential

Collecter / Group

o

vmware

ADD ‘ CANCEL

Cloud Account Information

L

o

» Advanced Settings

Add Account - Physical Storage Devices Adapter

o/ Integrations / Account Types

HOL vCenter I

vcsa-0la.corp.vmbeans.com I @

HOL @/ifﬁ

Default collector group

VALIDATE CONMMNECTION
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1. For Name, type HOL vCenter.

2.For vCenter Server, type vcsa-0la.corp.vmbeans.com.
3.We will need to create a new credential for this account to use. Click the + to open the Manage Credential window (not

shown) and create a credential with the following information:

o Credential name: HOL
ovCenter User Name: administrator@vsphere.local

o vCenter Password: VMwarel!
o Click OK to create the credential (if prompted to save the password in the browser, choose Don't Save.)
4.Click ADD to add the account, and accept the vCenter Server certificate when the Review and Accept Certificate window

appears (not shown.)

Review Account Status

Integrations

Accounts Repository

| ADD ACCOUNT | |

( an ) l(\t-t.-::-:;l (‘-.""-Mafe- :i:u:I:] (Eubll-: a:‘-judj C'.-'Mﬁ'-arc_e fma:] (-::'*er:]

1 Account

o 7 wvCenter
- 1 Account

M Physical Storage Devices Adapter

—
MName @ Status De-scription
_+ M HOL vCenter ) OK
—

VMware Aria Automation 1 Account

&

2 Accounts

@ VMware Aria Operations Application Management Pack
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1. Click the > next to Physical Storage Devices Adapter to expand the account list.

2.Verify that the Status of the newly added account is OK.

The Management Pack for Storage Devices is now collecting data from vCenter in the lab. This management pack includes a Fabric
Server Adapter as well, but we will not be configuring that adapter in this lab.

View Provided Alert Definitions

«  Alert Definitions ?

]

@
ARl agapter Type Physical @ <@
@

. @) 7 Alerts / Alert Definitions

ey e "Adapter Type"Physica

(-]

Alert Type alerf

Aval

Object Type:

is approaching capacity

. - — Alert Type
The ational state of this physical disk is degra. rag L Storage Ava
o Alert Sub
I Alerts I ert Subtype
The operational state of this physical disk is lost co ysical Storage. Local Disk Storage Avai
Criticality
There are no VASA providers re cal Storage. Storage D Storage Cont

mpact

= VIEW MORE FILTERS CLEAR ALL

With the Physical Storage Devices Adapter configured, we can view alert definitions provided by the adapter.

1. Click Configure on the left navigation menu.
2.Click Alerts and select Alert Definitions (not shown)
3.Click the Filter icon in the filters search bar to open the filter options.
4. For Adapter Type, type Physical and press Enter.
This will filter the list of alert definitions to those provided by the management pack. We can follow a similar filter process to view

provided Symptoms and Recommendations, or view available Views, Dashboards, and other items provided by the management pack
elsewhere in Aria Operations.

Conclusion

In this module, we reviewed pre-installed Aria Operations management packs and we installed, configured, and reviewed the
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Management Pack for Storage Devices. Management packs provide significant extensibility to Aria Operations, allowing for proactive
management of a multi-cloud enterprise.

You&#39;ve finished the module

Congratulations on completing the lab module.

For more information on getting started with Aria Operations, see the VMware Aria Operations: Journey to Success guide at the
VMware Apps & Cloud Management Tech Zone.

From here you can:

1. Click to advance to the next page and continue with the next lab module
2.0pen the TABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 2 - Monitoring and Troubleshooting Kubernetes (15 minutes) Basic

Introduction
In Module 1 we reviewed management packs to provide further extensibility for VMware Aria Operations. In this module we will review
one management pack in particular - the VMware Aria Operations Management Pack for Kubernetes. We will deploy a required

prerequisite, then deploy and configure the management pack itself, and then we will review detail discovered by the management
pack.

VMware Aria Operations Management Pack for Kubernetes
As with other management packs, the VMware Aria Operations Management Pack for Kubernetes provides alerts, dashboards, and
other additional functionality to Aria Operations. In addition, this management pack allows for complete visualization of Kubernetes

resources as well as autodiscovery of specific clusters on Tanzu Kubernetes Grid and in Amazon Web Services. Monitoring of other
cluster types including Red Hat OpenShift is also supported.

The management pack has its own documentation providing additional information.

Log in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.

Open the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch Firefox.

1. Click the Firefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.
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Navigate to Aria Operations

@ (@ Logn

< C @

G vCenter = Aria Autor\?\.o.d{

X | +

O &

m Aria Operations

1. Click the Aria Operations bookmark in the bookmarks toolbar.

vmware

o= https://vcsa-01a.corp.

= Arnia Operations for Logs
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Log in to Aria Operations

VMware Aria
@ Operations”

Aria Operations is integrated with VMware Workspace ONE Assist (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If itis not, then you will need to select it.

1. Click the drop-down arrow and select vIDMAuthSource if it is not already selected.

2.Click REDIRECT to be taken to the authentication page.
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VMware |dentity Manager Login

1
"

Workspace ONE

o

Forgot password?

Change to a different domain

ymware

VMware ldentity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign in

Deploying the Management Pack

This lab environment includes a vSphere with Tanzu deployment with one supervisor, one namespace, and one deployed cluster. In
this exercise, we will deploy the Management Pack for Kubernetes and configure it to monitor this environment.
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Prerequisites

The VMware Aria Operations Management Pack for Kubernetes requires either cAdvisor or Prometheus to be running in the
environment to be monitored. Both tools provide data and extensibility, but in this exercise we will be using cAdvisor.

1. Click on the File Explorer icon in the Windows task bar to open Explorer.

Open cadvisor Deployment Script

-] 7 | Module 2

“ Home Share View

« v 4 » This PC » Local Disk (C:) » hol-2401-lab-files » o. HOL-2401-02 » Module 2
Name Date modified Type
# Quick access
I cadvisor.yaml 7/2/2023 &19 PM Yam
B Desktop - -
, . | = deploy_cadvisor.ps1 8777023 A-0T AR Do
* Downloads = »| getKubeconfig.psl ﬂ
5| Documents [ vmware- mpfoﬂcubernete Edit with Notepad++
| Pictures o+ » Open with Code
hol »* =" Share
labfiles o + Open with b
-4 Restore previous versions
B8 This PC
. Send t
9 3D Objects nete ?
I Desktop Cut
j Documents Copy
J« Downloads Create shortcut
J\ Music Delete
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1. Click on the labfiles shortcut.
2.Navigate to the HOL-2401-02 folder, and then to the Module 2 folder (not shown)
3.Right click on the file deploy_ cadvisor.psl

4.Select Open with Code from the menu to open the file in Visual Studio Code.

Run the Deployment Script

» File Edit Selection View Go Run - deploy_cadvisor.ps1 - Visual Studio Code [
RUM AND DEBUG > deploy_cadvisor.ps1 X
@N C: » hol-2401-lab-files > labfiles » HOL-2401-(
1 # Starting TKC cluster
2  $VSPHERE_WITH_TANZU CONTROL_
3 $VSPHERE_WITH_TANZU CLUSTER_
To customize Run and Debug, open a 4 SVSPHERE WITH TANZU CLUSTER
folder and create a launch,json file, = S’!-"SF'HE:'tE_LuITH_T.L"«H:._Q_USE :{-.;ﬂ.-g
E Show all automatic debug {:* $ENV : KUBECTL_VSPHERE_PASSHOR|
configurations. ' .
8 # Connect to Supervisor clus
@ 9 Write-Output "Login to Super
10 kubectl vsphere login --wsph
11
12 Write-Output "Deploying the
13 kubectl config use-context §
14 kubectl apply -f "C:\hol-248
15 Do {
16 Write-Output "Verifying -

1. Click the Run and Debug badge in the Activity Bar on the left.
2.Click Run and Debug to run the script. A terminal window will open below the script itself with output. The script will take

20-30 seconds to complete.
Now that cadvisor has been deployed, we can proceed with installing the management pack.

3.Click the Firefox browser icon in the Windows task bar to return to Firefox (not shown)
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Navigate to Repository

vw VMware Aria Operations

<

-

Integrations

Accounts | Repository
. dome . |

I # Data Sources w

= :.aﬁ) { Public :-:‘,-::j {(vraware -‘!-r'a_:l ( compiiance ) |

I Integrations I

oi:lc:ud Froes
4

Installed Integrations

[k Environment 9
& &
] Visualize >
vianter VMware Cloud on AWS
Versiom 8.12.0.217
Troubleshoot e > sreon BlanaEear Version: 8.12.0.21786259

1. In Aria Operations, click Data Sources in the left navigation menu.
2.Click on Integrations.

3.In the Integrations view, click the Repository tab.
The Management Pack for Kubernetes is not installed by default. We will install the management pack now.

4.Click ADD.
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Add Solution
Add Solution Select a Solution to Install 7 %
Browse your file system to select a PAK file for the solution you want to install
1 Select Solution

2 End User License Agreement

3 Install

As with other management paks, the Management Pack for Kubernetes is installed using the Add Solution wizard. This process is
covered in more detail in module 1 of this lab.

1. Click BROWSE...
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Find and Open PAK File

@ File Upload X

« « & || «JHOL2401:02 > Module2 e v | | SearchModule 2 P
N’

oanizev New folder SR B ]
\ . N

ale MName Date modified Type

m o [_] vmware-mpforkubernetes-1.9.0-2158643... | 7/26/2023 948 AM  PAK File
B3 This PC

B 3D Objects \0;
B Desktop

Documents

Downloads
Music

Pictures
Videos

Local Disk (C:)

FElY e@

MNetwork v £ >

File name: | vmware-mpforkubernetes-1.9.0-215¢ VJ *.pak ~

O =]

1. Click on the labfiles shortcut.
2.Navigate to the HOL-2401-02 folder, and then to the Module 2 folder (not shown.)
3.Click on the vmware-mpforkubernetes file shown.

4 .Click Open.
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Upload and Validate Management Pack

Add Solution Select a Solution to Install ?7 X

Browse your file system to select a PAK file for the solution you want to install
1 Select Solution

BROWSE

2 End User License Agresment

3 Install

9/: _ | | | 100%

Name Kubernetes
VMware Aria Operations Management Pack for Kubernetes extends
the monitoring capability of VMware Aria Operations Manager to
N provide insights into Kubernetes clusters to the Cloud Infrastructure
Description )
Administrators. it provides a single pane of glass to monitor and
/ troubleshoot Kubernetes based container infrastructure with its rich set
\--/ of metrics, cluster visualization and dashboards
Version 1.9.0.21586432

@The PAK file signature is valid

1. Click the UPLOAD button to begin the upload and validation process. This process will take 1-2 minutes to complete.
2.Review the information displayed once the validation is complete.

3.Click NEXT.
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Review and Accept the End User License Agreement

Add Solution End User License Agreement ?7 X

Read and agree to the End User License Agreement to continue
1 Select Solution

VMWARE GEMERAL TERMS

2 End User License Agreement
Last updated:16 June 2022

3 Install By downloading or using an Offering, Customer agrees to be bound by
the terms of the Agreesment

1. OFFERINGS

1.1. Applicable Terms. The terms of the Order and these General Terms
including applicable Exhibits and Offering-specific Motes (collectively,
the “Agreement”) govern Customer’'s use of the Offerings. The following
descending order of precedence apples: (a) the Order; (b) the General
Terms; (c) the Exhibits; and (d) the Offering-specific Notes

1.2. Users. Customer is responsible for its Users’ compliance with the
Agreement

1.3. Restrictions. Customer may use the Offerings only for its internal use
and for the benefit of its Affiliates. Affiliates may not use the Offerings
Customer may not resell or sublicense its nghts to the Offerings
Customer may not use the Offerings in an application service provider,
service bureau, hosted IT service, or similar capacity for third parties

o\ In accept the terms of this agreement

CANCEL BACK ’

1. Review the End User License agreement, and when complete click the checkbox next to "l accept the terms of this
agreement.”

2.Click NEXT. This will begin the management pack installation.
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Complete the Management Pack Installation

Add Solution Install Solution ? %

The selected solution is being installed
1 Select Solution

nstallation Details

2 End User License Agreement Node Address: aria-ops.corp.vmbeans.com
State: Staged (Candidate)

‘ Node Address: aria-ops.corp.vmbeans.com

3 Install o State: Preapply Vahdated (Candidate)

\_/' Node Address: aria-ops.corp.vmbeans.com
State: Applied Adapter Pre Script (Candidate)

MNode Address: aria-ops.corp.vmbeans.com
State: Applied Adapter (Candidate)

MNode Address: aria-ops.corp.vmbeans.com
State: Applied Adapter Post Script (Candidate)

Node Address: aria-ops.corp.vmbeans.com
State: Applied and Cleaned (Completed)

I

1. The management pack installation will proceed automatically. This installation requires 2-3 minutes to complete.

2.0nce the installation is complete, click FINISH to close the Add Solution window.
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Add Account

Integrations ?

Accounts Repository

73

co)

Service Discovery
Version: 812.0.21786262

Configured

i

OS and Application
Monitoring
Version: 812021786274

Configured

®

NSX-T
Version: 8.12.0.21786263

©

Cloud Management
Assessments
Version: 8.12.0.21786257

|

Management Pack for
Storage Devices
Version: 812021592050

1account

©

ADD ACCOUNT ADD ACCOUNT

o

Kubernetes
Version: 19.021586432

ADD ACCOUNT

(-

1. Use the scrollbar to scroll down and view the Kubernetes management pack in the Installed Integrations section of the
repository.
2.In Module 1 we viewed the content of the installed management pack, but we will not do so in this exercise. If you do want to

view the content, click the 3 vertical dots to open the window and click the x to close the window when complete.

3.Click ADD ACCOUNT.

vmware
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Select Account Type

Account Types

(a} / Integrations / Account Types

Please select your account type

C"’M‘n are :‘:Jud_) (_=ut:|hc C\oud_) (v‘m\‘ere Ma_)

L
cA & @ (@) 0

vCenter VMware Cloud on AWS NSX-T Tanzu Kubernetes Grid Kubernetes

Tanzu Mission Control
Integrated

The management pack provides several account types. In this exercise, we will use the Kubernetes account.

1. Click Kubernetes.

vmware
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Enter Account Information

Add Account - Kubernetes

nf / Integrations / Account Types

Cloud Account Information

Name \9/ HOL TKG

Description

Connect Information

Control Plane URL @ I https:/172.16.10.3:6443

Collector Service @ I cAdvisor - Daemonset

cAdvisor Port (DaemunSe"o I 3134
N/

Credential A

©
@@@@

Collector / Group Default collector group

VALIDATE CONNECTION

1. For Name, type HOL TKG.

2.For Control Plane URL, type https://172.16.10.3:6443

3.For Collector Service, click on the select box and select cAdvisor - DaemonSet
4. For cAdvisor Port, type 31194

5.Click the + next to the Credential list to create a new credential.
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Select Credential Type

o1

Manage Credential ?

(ﬁ

Credential Kind

L

© © OO0 0 |l

I Chient Certificate Auth|

Credential name *

Certificate Authority
Data

Chent Certificate Data *
Client Key Data *

Prometheus Server

Prometheus endpoint

username
Prometheus endpoint o
passwoard
Prometheus endpoint B
token -

-
Proxy HostMame @
Proxy Port Q
Proxy Username 'D
Proxy Password @ Q@

1. Click the select box next to Credential Kind, and change it to Client Certificate Auth.

Note that this adds several more options to the Manage Credential window. This information would normally come from our
Kubernetes administrator, but in this exercise we are able to retrieve the information from the deployment ourselves.

2.Click the File Explorer icon in the Windows task bar (not shown) to return to Explorer.
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Open Script

| 4 = | Module 2

“ Home Share View

— v 4 » ThisPC » Local Disk (C:) » hol-2401-lab-files » labfiles > HOL-2401-02 » Module 2
Name B Date modified Type
# Quick access

B Deskt ! cadvisor.yaml 7/2/2023 419 PM Yaml Source Fi
eskto
4 o » deploy_cadvisor.psl 8/7/2023 4:34 AM PowerShell Sou
.;_. Downloads \_‘/ I > getKubeconfig.ps1 I 273032 411 ARA DouscasCinall Sy
5 Documents # T vmware-mpforkubernetes-1.9.0-2 ﬂ Open
=] Pictures * [af Edit with Notepad++
hol + @I z Open with Code I
labfiles * & Share
Open with >
B8 This PC

Restore previous versions

e -

1. Right click on the getKubeconfig.psi file.

2.Select Open with Code from the menu to open this file.

Note: if you navigated away from the folder containing these files, click on the labfiles shortcut in the Quick access section and then
navigate to the HOL-2401-02 folder, and then to the Module 2 folder.
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Run Script
] File Edit Selection View Go Run getKubeconfig.ps1 - Visual Studio Code [Administrator]
RUMN AND DEBUG: RUN > deploy_cadvisor.ps1 > getKubeconfig.ps1 X
C: > hol-2401-lab-files > labfiles > HOL-2401-02 > Module 2
o Run and Debug 1 # Define variables
. 2  $VSPHERE_WITH_TANZU_CONTROL_PLANE_IP = "1
To customize Run and Debug, open 2 3 $VSPHERE_WITH_TANZU CLUSTER_NAMESPACE = °
folder and create a launchyson file. 4  $VSPHERE_WITH_TANZU_CLUSTER_NAME = "dev-[
Show all automatic debug 5 $VSPHERE_WITH_TANZU_USERNAME ‘administr
g~  configurations. 6  $ENV:KUBECTL_VSPHERE_PASSWORD = ‘VMwarel!
7
8 # Connect to Supervisor cluster and set ¢
9 kubectl vsphere login --vsphere-username
18 kubectl config use-context rainpole
11
12 # Retrieve kubeconfig secret, decode, anc
13 $Secret = kubectl get secret dev-project
14 [Text.Encoding]::Utf8.GetString([Convert]
15 C:\Users\Administrator\dev-tkg- kubeconfig

This script will retrieve credential information from the TKG supervisor, and open it in Visual Studio Code.
1. Click Run and Debug to run the script. The script output will open in a new tab in Code once the script has completed.

Note: if you've closed the Run and Debug menu, click on the Run and Debug badge in the Activity Bar on the left to re-open it.
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View Script Output

RUN AND DEBUG

~ RUN

Open a file which ¢

»J File Edit Se@ Go Run =

Command Palette...

Open View

Appearance

dev-tkg-kubeconfigjson - Visual Studio Code [Administrator]

Ctrl+Shift+P

DQ Do -

> getKubeconfig.ps1 dev-tkg-kubeconfigjson 1 X

v-tkg-kubeconfi n

S Editor Layout

m ite-authority-data: LS@tLS1CRUdITiBDRVIUSUZIQOFURSetLSetCk1l:
Explorer Ctrl+Shift+E ittps://172.16.16.3:6443

a To customize Run:  Search Ctri+shift+F  ‘roject
folder and create a Source Control Ctrl+Shift+G
\0/ Show all automatic Run Ctrl+Shift+D dev-project
configurations. Extensions Ctrl+Shift+X ‘-project-admin
iroject-admin@dev-project

Problems Ctrl+Shift+M xt: dev-project-admin@dev-project
Output Ctrl+Shift+u {

Debug Console Ctrl+Shift+Y
Terminal Ctrl+ iroject-admin
° d Wrap Alt+ I tificate-data: LSOtLS1CRUdITiBDRVIUSUZIQOFURSEtLSOtCk1ISURI
\_/ -data: LSOtLS1CRUdITiBSUGEgUFIIVKFURSBLRVKtLSOtLQpNSUlFb2d
Sticky Scroll

TERMINAL [] PowerShell Extension - 0 m

Admin at

2401-1ab-files\labfiles\HOL-24081-82\Mod

ministratc

The script output opens in a new tab in Visual Studio Code. However, it will be difficult to see all of the required values initially.

1. Click the Run and Debug icon in the Activity Bar on the left to close the Run and Debug pane.
2.Click the x in the terminal window on the lower right side to close the terminal.

3.Click on View to open the View menu.

4.Click Word Wrap to enable word wrap for this file.

5.Return to the Firefox browser (not shown) to continue.
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Copy and Paste Credential Info

Manage Credential

Credential Kind 1 Chent Certificate Auth

Credential wa-r-eu IHC-L TEG Cregentia I

Certificate Authg I-k
Data R

Client Certificate LSOILSICRUDJTIBDRY JUSUZJGOFUR

GgGOVSVEIGSUNBVEULSOtLGo= D

Chent Key Data *

Prometheus Server o @
Prometheus E-n-zpol‘\__/ (6

username
Prometheus endpoint -
password @
Prometheus endpoint oy

o (L)
token . h C
Proxy HostName ) @
Proxy Port ) G'
Proxy Lisername @
Proxy Password @@

Now that we have the required credential information, we can create the credential and continue with configuring the account.

Note: for steps 2-4 we will copy the information from the script output file in vscode and paste it into the respective fields. You can
copy and paste using ctrl+c and ctrl+v in this lab.

1. For Credential Name, type HOL TKG Credential

2.For the Certificate Authority Data, copy the value from the kubeconfig file certificate-authority-data field (line 4) and paste

here.

3.For the Client Certificate Data, copy the value from the kubeconfig file client-certificate-data field (line 18) and paste here.

4 For the Client Key Data, copy the value from the kubeconfig file client-key-data field (line 19) and paste here.

5.Click OK

vmware
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Complete Configuration and Validate

Add Account - Kubernetes

Q7 Integrations / Account Types

Collector Service cAdvisor - DaemonSet @
cAdvisor Port (DaemonSet) 3194 6y,
Credential HOL TKG Credentia - + 27
Collector / Group Default collector group

o VALIDATE CONNECTION o

F Advanced Settings I

Auto-Discover TKG Workload
Clusters

Deactivated

Auto-Delete TKG Workload Deactivatad

@
@
Clusters
vCenter Server o I vecsa-0la.corp.vmbeans.com I 6y,
\h—/ ||
Java Process Monitoring Deactivated @
Delete nonexistent objects Use Platform Global Setting @
older than
cAdvisor Install Check Activated @

ADD CANCEL
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1. Click on Advanced Settings to open additional settings. Note: it may be necessary to scroll down to view these settings.

2.For vCenter Server, type vcsa-0la.corp.vmbeans.com

3.Click VALIDATE CONNECTION.
4. When the Review and Accept Certificate window appears, click ACCEPT to accept the certificate (not shown.)

5.Click OK to close the info window once the validation is complete (not shown.)

Create Account and View Status

Integrations

Accounts Repository

‘ ADD ACCOUNT CREDE|
(CAD) (5o0c) (WMware clowd) (Public Cloud ) (Whware Aria) (Other)

©> vCenter 1 Account

D © Kubernetes 1 Account ADE ace

Description Collector

vRealize Operations Collector-aria-o

1
i
©

Clicking ADD in the previous step (not shown) will create the account and return us to the Accounts tab of the Integrations page. From
here, we can verify the status of the configured account.

1. Click the > next to Kubernetes to open the account list.
2.Note the Status of the HOL TKG account. The status may initially show as Warning.
3.If the Status is not yet OK, click the Refresh icon in the upper right until the Status updates. This should take less than 30

seconds.

The Management Pack for Kubernetes has been installed in this environment.

Review the Management Pack

Now that the VMware Aria Operations Management Pack for Kubernetes has been installed, we will review some of the functionality it

provides.
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Navigate to Dashboards

VI

VMware Aria Operations

I Dashboards I
o Views

Reports

Troubleshoot ®

.u

Optimize

= Plan

Configure
= A

Automation Central

o Administration

vmware

%«

J  Home
Data Sources .
°o
B Visualize §

Dashboards
! Home
{* Manage

+ Create

17 Favorites

{0 Recents

s
» A-.rallablllty\_/
Capacity
Cloud Management Assessment
Configuration

Cost

» Dashboard Library

(<)

Kubemetes Application Invent

Inventory

Kubemetes

Kubernetes Application Perfor

Kubermnetes Infrastructure Inve

MSX-T
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1. Click Visualize in the left navigation menu to expand the Visualize category.
2.Click Dashboards.
3.In the Dashboards list, click All to expand it.

4.Click Kubernetes to open the category and see the provided Kubernetes dashboards.

View Kubernetes Infrastructure Inventory Dashboard

Kubernetes Infrastructure Inventory @ ACTIONS ~ % &
¢ Favorites
@ Recents Infrastructure Inventory R 7 @ S Information
Kubernetes Infrastructure BB Y @!«} & & T (@
Inventory o 10
Kubernetes Application
Performance
e Q HOLTKG
Kubernetes Application Inventory ! :
- A | e—— 8
= | Heaith Risk Efficiency
Deployments
Availability Children: 1
Health [ 1]
» Capacity
o ¥,
» Cloud Management Assessment efficiency: [l et
» Configuration Alerts Details

Cost K8S-World E

» Dashboard Library

HOL TKG
> Inventory @ e
v Kubernetes o

s © 24

Kubernetes Application Invent Pods not running
Kubernetes Application Perfor 36
I Kubernetes Infrastructure Inve. I
Containers
» NSX-T
Performance 2
» Service Discovery

1. In the Kubernetes dashboard list, click on Kubernetes Infrastructure Inventory to open the dashboard.

This dashboard shows a visualization of the Kubernetes environment discovered by Aria Operations.

2.Mouse over any of the objects in this visualization to see a popup showing the overall health of the object.
3.Click on an individual object in the visualization, and the Information view on the right will update accordingly.

4. Click on the purple circles containing numbers to collapse or expand the view.

The other dashboards in this list (Kubernetes Application Inventory and Kubernetes Application Performance) similarly allow for visibility
into running pods, namespaces, and workloads.
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Navigate to Object Browser

} Home

pata Sources

©

«  Object Browser ¢ o

Environments
vSphere
> Kubemetes

K8 Application

I I Environment

1 ©
\-/D K8 Infrastructure

I Object Browser

I ~ @ KB8S-World

°r.‘e"‘.f‘r‘_.

Business Applications
Applications

Custom Groups
Custom Datacenters
Cloud Zones

VCF Operations

Visualize

O
Q[=r]

v @ 17216103
8 dev-project-rzSgx-4tgb2

v & dev-project-worker-llbmm
@ antrea-agent-wéjhg
@ antrea-controller-67db
® cadvisor-bbdn2
@ coredns-7d8f74b498-9
@ coredns-7d874b498-w
@ docker-registry-dev-pr.

@ kube-proxy-9sk2r

Q HOLTKG  acriows

{7 vserERE sOLUTION'S DEFAULT POLICY (MAY . v ?

TROUBLESHOOT | -0

Summary Alerts Metrics apacit I € Logs Events more.

Alert List

Cluster View

Performance

CPU Usage

0.35cores

I

2.64c

Memory Usage

1. Click on Environment in the left navigation menu.

2.Click on Object Browser.

3.The Object Browser listing now includes Kubernetes components. Click the > next to Kubernetes to expand this menu, and

then click the > next to K8 Infrastructure.

As with the vSphere environment, we can continue to expand the Kubernetes objects to drill down into the TKG supervisor, then to the
deployed Tanzu Kubernetes Cluster, to the control plane and worker nodes for this cluster, and to running pods.

4 Click on HOL TKG to open the Summary view for the HOL TKG supervisor.

Scroll down to see all of the data provided for this object. We can click on the other objects in the Object Browser inventory to view

similar summaries.

vmware
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View Provided Alerts

«  Alert Definitions ?
Al / Alerts / Alert Definitions
Troubleshoot o >
Optimize >
Name T Adapter Type Object Type  Alert Type alert!  yama @
>
Container CPU itis settou ted Kubernets Kubernet A cat Pert T
ontainer mit is se nimite ubernetes ubernet..  Application i s dspter Type « @
Container CPU usage is high Kubernetes Kubernet.  Application Pertq
v I N J e Object Type @
Container is not available Kubernetes Kubernet.. Application Perfa
o Alert Type
Container Memory imit is set to uniimited tes Kubernet..  Application Perfd
I Alert Subtype
Container Memory usage is high Kubernetes Kubernet. Application  Perfg
Criticality
Container Process has high CPU Usage Kubernetes Container..  Application Perfa o
ces Impact
o Container Process has high Memory Usage Kubernetes Container..  Application Perfg
B Control Plane Node is not available Kubernetes Kubernet..  Application Perfa = VIEW MORE FILTERS CLEAR ALL mEtdaRd
Custom Profiles B not available Kubernetes Kubernet. Application 2510 S— - —— S— M —
Configuration Files Node has high CPU Usage Kubernetes Kubernet. Application Performance A @ Health Kubernetes 978 AM admin
Maintenance Schedules Node has high Memory Usage Kubernetes Kubernet..  Application Performance ] @ Health Kubernetes 978 AM admin

As with other management packs, the Management Pack for Kubernetes provides alerts in addition to dashboards and object views.

1. Click on Configure in the left navigation menu.
2.Click Alerts and then click Alert Definitions (not shown) to open the alert definitions list.
3.Click the Filter icon in the filter search bar.

4. For Adapter Type, type kubernetes and press Enter.

The listed alerts are provided by the Management Pack for Kubernetes. Feel free to click on any alert to view more detail, including
symptoms and recommendations also provided by this management pack.

Conclusion

In this module, we installed and reviewed the VMware Aria Operations Management Pack for Kubernetes. With the management pack
installed, we were able to view some of the additional data that VMware Aria Operations is able to collect and display, and how it
correlates to the rest of the environment.

You&#39;ve finished the module

Congratulations on completing the lab module.

For more information on getting started with Aria Operations, see the VMware Aria Operations: Journey to Success guide at the
VMware Apps & Cloud Management Tech Zone.
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From here you can:

1. Click to advance to the next page and continue with the next lab module
2.0pen the TABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 3 - Advanced Capacity Management (30 minutes) Intermediate

Introduction

In Aria Operations, capacity settings play a crucial role in effectively managing and optimizing the utilization of your infrastructure
resources which is is essential for effective resource management and optimization.

We will provide an understanding of various capacity settings so we can ensure efficient utilization of your infrastructure resources while
maintaining high availability and minimizing risks.

At the end of this lab we will have discussed these topics:
+ Capacity Models and Algorithms
+ Configuring Policy Settings
+ Criticality Thresholds
* Allocation Model vs. Demand Model
* Risk Level (Conservative vs. Aggressive)
* HA and Buffers

* Business Hours

Remember, customizing these settings based on your organization's unique requirements is key to achieving optimal results.

Log in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.

Open the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch Firefox.

1. Click the Firefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.
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Navigate to Aria Operations

@ (@ Logn

< C @

G vCenter = Aria Autor\?\.o.d{

X | +

O &

m Aria Operations

1. Click the Aria Operations bookmark in the bookmarks toolbar.

vmware

o= https://vcsa-01a.corp.

= Arnia Operations for Logs
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Log in to Aria Operations

VMware Aria
@ Operations”

Aria Operations is integrated with VMware Workspace ONE Assist (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If itis not, then you will need to select it.

1. Click the drop-down arrow and select vIDMAuthSource if it is not already selected.

2.Click REDIRECT to be taken to the authentication page.
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VMware |dentity Manager Login

1
"

Workspace ONE

o

Forgot password?

Change to a different domain

ymware

VMware ldentity Manager acts as the identity provider for the Active Directory authentication source in this lab. The credentials
holadmin/VMwarel! for the default user, holadmin, have already been provided.

1. Enter holadmin into the username field.
2.Into the password field, Enter VMwarel!

3.Click Sign in

Understanding Capacity Settings

In this lesson, we'll look at VMware Aria Operations Capacity Management. We'll discuss what it is, how the engine works, predictions,
and policies. This will include some images and reading to help explain things.
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VMware Aria Operations uses an advanced capacity engine to predict resource needs based on industry data, preventing resource
deficits.

With Aria Operations, you can view both current and projected capacity across your private cloud, and unlike vCenter's real-time
resource view, Aria Operations offers forward-looking analytics for proactive planning.

Aria Operations Capacity Definitions

Overhead
HA
Buffer
Contention { Demand Total Capacity
. —
Usable Capacity
after HA and
Buffer

Usage / Utilization

Definitions

* Total Capacity: All available resources (CPU, memory, disk space, IOPS) in the environment.
+ Usage: Resources presently utilized by VMs and system services.

+ Demand: Resources needed by VMs; equals usage unless a resource is constrained.

+ Usable Capacity: Total capacity minus a buffer set aside for workload spikes.

» Usable Capacity after HA and Buffer: Usable capacity less resources reserved for HA failover.
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Capacity Engine and Calculations

Time Remaining

Resource

Utilization / Demand Capacity Remaining

Capacity Engine

Usable Capacity Recommended Size

Recommended
Total Capacity
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The capacity engine analyzes historical utilization and projects future workload by using real-time predictive capacity analytics, which is
based on an industry-standard statistical analysis model of demand behavior. The image shows how Demand and Usable Capacity are
used to estimate certain output metrics.

Inputs:

* Demand

+ Usable Capacity

Outputs:

+ Time Remaining: Days until usable capacity threshold is exceeded or estimated time before full utilization.
+ Capacity Remaining: Available capacity. Difference between current capacity and projected use in the next 3 days. If over
100% used, it's O
+ Recommended Size: Optimal resource configuration. Predicted need for 150 days ahead, excluding HA settings. Aria
Operations caps this:
= Oversized: Max 50% of current. If 8 vCPUs use only 10% CPU, reclaim just 4 vCPUs, not 7.
= Undersized: Max 100% of current. If 4 vCPUs are always busy, only add 4 vCPUs, not 8.

+ Recommended Total Capacity: Required future capacity. Predicted need for 150 days ahead, including HA settings.
Projection

Metrics helps us with workload management, resource allocation, and capacity planning. The projection window for the capacity engine
is 1 year into the future. The engine consumes data points every 5 minutes to ensure real-time calculation of output metrics.
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Projection - Conservative Risk

Utilization
A
[Recommended Size_ _ _ _ e -~~~ Upper Bound Projection
Time Remaining ="
Usable Capacity < »> -
ACapacity -~ L
Remaining | Lower Bound
) A

Projection

Time Remaining
Current Time| | Current Time + 3 Days Green + 30 Days

Time

YY

>
Ll

Historical Utilization Projected Utilization

A

The figure shows the capacity calculations for a conservative risk level.

Conservative Risk Level

In Aria Operations, capacity calculations can be adjusted based on the desired risk level, allowing you to customize the level of
conservatism in capacity planning. Capacity calculations at a conservative risk level prioritize stability, ensuring ample resources for
future growth and potential spikes in demand. This setting takes a more cautious approach to capacity planning, allowing for more
headroom and buffer in resource allocations. It may result in lower consolidation ratios and higher resource overhead.

Conservative risk level settings can also be adjusted typically in the capacity planning or policy settings, where you can specify the
desired level of conservatism.

Upper bound / Lower bound: Upper bound projection and lower bound projection are concepts used in forecasting and predicting
future values or trends. The capacity engine projects the future workload in a range. Capacity calculations are based on the time
remaining and risk level. The engine considers the upper bound projection for a conservative risk level and the mean of the upper
bound projection and lower bound projection for an aggressive risk level.
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Projection - Aggressive risk

Aggressive Risk Level:

Utilization
A
Upper Bound Projection
Recommended Size -
________________________________________________________ - Mean Projection
Time Remainin
Usable Capacity : el -
Capac ——= Lower Bound
AR pacty Pt " Projection
emaining
|~
\
Time Remaining
Current Time | |Current Time + 3 Days Green + 30 Days
» Time
A e -
- o >
Historical Utilization Projected Utilization

+ Capacity calculations at an aggressive risk level aim to maximize resource utilization and minimize overhead.

* This setting assumes a higher tolerance for risk and allows for more aggressive allocation of resources.

* It may result in higher consolidation ratios and tighter resource utilization.

Aggressive risk level settings can be adjusted typically in the capacity planning or policy settings, where you can specify the desired

level of aggressiveness.

vmware
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Utilization Peaks

Momentary Peak

Sustained Peak

Periodic Peaks
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The historical utilization of resources can have peaks, which are periods of maximum utilization. The projection of future workload
depends on the types of peaks. According to the frequency of peaks, they can be momentary, sustained, or periodic.

Momentary Peaks

Short-lived peaks that are a one-time occurrence. The peaks are not significant enough to require additional capacity, so they do not
impact capacity planning and projection.

Sustained Peaks

Peaks that last for a longer time and impact projections. If a sustained peak is not periodic, the impact on the projection lessens over
time because of exponential decay.

Periodic Peaks

Peaks that exhibit cyclical patterns or waves. The peaks can be hourly, daily, weekly, monthly, during the last day of the month, and so
on. The capacity engine also detects multiple overlapping cyclical patterns.

Let's see if we can find these settings in the policy...
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Capacity Policy

vmw ViMware Aria Operations
« Policies
(i Home Q Policy Definition
= Create and edit policles to gain finsr
" } controd of Wour environmeant, inc Lhing
] Data Sources
! = Capacity settings, Alert controls
Metric collection, Workload
9 aptimization and Compliance
Ik Envirenment » s -
enforcemsnt
Visualize > e
2y Troubleshoot >
# Optimize »
= Plan >
I £ Configure I W

Let's have a look at the policy

1. Click Configure
2.Click Policies

3.Click Policies Definition
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Edit Policy definition

Policy Definition

{nj / Policies / Policy Definition

—
[ a0 [] .- @
Mame @ Status Priority

v [T Bat I & Inactive
» 8 Import =) Inactive
O Export & Inactive
I

I & Inactive
[T HOL Policy & Inactive
[F MSX-T Security Configuration Guide & Inactive
[T Pelicy for virtual Machines - Risk Profile 1 & Inactive
[T Policy for Virtual Machines - Risk Profile 2 & Inactive

T Policy for Virtual Machines - Risk Profile 3 ®

vSphere Security Configuration Guide & Inactive

Inactive o
[ vSAM Security Configuration Policy & Inactive \.___/
D

JT vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) I Active

We are going to edit the default policy, but normally you would have multiple policies for multiple purposes.

1. In the policy list, find and highlight the Status Active and Priority Default (D)
2.Click the ellipsis menu

3.Choose Edit
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Go to Capacity

vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) [Edit]

Name: vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) £
Description: - None - &
Inherit From: Base Settings \9/
Metrics and Properties Alerts and Symptoms Capacity
Locally defined attributes None Locally defined alerts n3 Locally defined policy elements None
Locally defined symptoms None

1. Click Capacity

Expand first section

vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) [Edit]
Capacity

Time Remaining Calculations

Business Hours

Capacity Settings

1. If we scroll to the top, we will see Time Remaining Calculations, Click the Expand Arrows
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Open the settings

vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) [Edit]

Capacity

oTi me Remaining Calculations

U &t time remaining risk level.

The capacity settings for host systems, virtual machines, and other object types that you select appears in the workspace.

1. To open the settings, Click on the padlock
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Conservative time remaining

Capacity

Time Remaining Calculations

' Set time remaining risk lavel.

I © Conservative I '\0/ o
ased on upper bound projecton and represents the time remaining :

before the progacted uppar bound crosses the usable Capacity threshold

Aggressive

Tima remaining it basad on the maan prajection and reprasants the time remaining bafore tha

projected mean crosses the usable capacity threshold
Historical Utilization

s sa & Conservative (Upper Bound)
s = = Usable Capacity

Projection

u:_'ak focused @/ Conservativeness Level
>elect this option if you want to use only the upper range of the data. The projection will be \/\‘h

based on the h '__1h utilization poaits.

Levels: 3

[ ] oO®

You can set the risk level for the time that is remaining when the forecasted total need of a metric reaches usable capacity.

1. To use the option for production and mission-critical workloads, we select Conservative.

2.Unselect Peak focused: Select this option if you want to use only the upper range of the data. The projection will be based

on the high utilization points.

3.Conservativeness Strength *: You can tune the level of Conservativeness Level from 1-5, with level 1 being the least

conservative and level 5 being the most conservative. By default, the level of conservativeness is set to 3.
Leave the Conservativeness Level at level 3
Rare and momentary peaks may be considered outliers and may not impact the projections even at the most conservative risk level.

* Conservativeness strength is supported by the Conservative risk level. The Aggressive risk level produces Time Remaining, Capacity
Remaining, Recommended Size metrics always based on the mean of the projection.

The upper bound will vary based on the level of conservativeness that you choose. Modifying the level of conservativeness will make
the projection bounds narrower or wider. Higher the level, the wider the bounds and more conservative the projections for Time

Remaining, Capacity Remaining, and Recommended Size.
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Aggressive Time Remaining

Capacity

Time Remaining Calculations
' Set time remaining risk level.

i) Conservative
Time ramaining is based on the upper bound DfCiEVCUO’" and represents the time remaning

batore the pi ted upper bound crossas the usable capacity threshald

s based on the mean projection and represents the time remaining before the
projected mean crosses the usable capacity threshold

— Historical Utilization
= == = Aggrescive (Mean)
= = = Usable Capacity
—  Projection

Peak focused
belect this option if you want to use only the upper range of the data. The projection will be
based on the high utilization points

You can set the risk level for the time that is remaining when the forecasted total need of a metric reaches usable capacity. Let's
change from Conservative to Aggressive.

1. For non-critical workloads, select Aggressive.

2.Unselect Peak focused: Select this option if you want to use only the upper range of the data. The projection will be based

on the high utilization points.

Note: The Aggressive risk level produces Time Remaining, Capacity Remaining, Recommended Size metrics always based on the
mean of the projection. You see this demonstrated in the little illustration on the right.
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Saving and Exiting

vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) [Edit]

Capacity

Time Remaining Calculations
G Set time remaining risk level.

_) Conservative
Time remaining is based on the upper bound projection and represents the time
remaining before the projected upper bound crosses the usable capacity threshold

© Aggressive
Time remaining is based on the mean projection and represents the time remaining
before the projecied mean crosses the usable capacity threshald

—  Higtorical LIRZation
& =s = Aggressive (Mean)
= = = Usable Capacity
—  Projection

Peak focused
Select this option if you want to use only the upper range of the data. The projection will
be based on the high utilization points

Business Hours

Capacity Settings

Criticality Thresholds

(-

1. To save and exit, Click SAVE
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Comparing Aria Operations with vCenter

Policy-Based Management

Allows granular control over capacity management based on policies

FEATURE ARIA OPERATIONS VCENTER SERVER

Buffer Allows setting up a buffer capacity to handle workload spikes Not provided

Usable Capacity Calculated by deducting the buffer and overhead from the total capacity Not provided

Usable Capacity after HA Calculated by deducting HA reservations from usable capacity Not provided

What-If Analysis Allows modeling various scenarios to predict their impact on capacity Not available

Usage Amount of resource that is currently being used by your VMs and other The Same

system services.

Demand Amount of a resource that your VMs would use if there were no constraints. The Same

Total Capacity Total amount of a resource in the environment The Same

Consumed Resources allocated and used or recently used The Same

HA (High Availability) Deducts resources reserved for HA from usable capacity Configures and manages HA. Doesn't deduct it from displayed
capacity!

Overhead Overhead is deducted from total capacity fo calculate usable capacity Displays overhead usage. Doesn't deduct it from total
capacity!

Utilization Detailed utilization metrics across various timescales Real-time utilization data

Contention Contention metrics, useful for identifying overcommitment issues Real-time contention data. Lacks historical trend analysis!

Entitlement Approximated using Demand and Allocated Capacity metrics Amount of a resource a VM is entitied to, based on shares,

reservations, and limits

Active Approximated using the Workload metric Amount of a resource a VM is actively using

Granted Approximated using the D d metric Amount of a resource that the host has granted to a VM

Capacity Analytics Advanced analytics for capacity prediction Very limited capacity analytics

Resource allocation managed through shares, reservations, and
limits but not at the same granular policy-based level!

The table shows a Comparison of capacity-related features in Aria Operations and vCenter Server

Aria Operations is focused on capacity planning and ensuring you have enough resources to meet your workload needs now and in the
future, taking into account buffers for workload spikes and HA failovers. vSphere/vCenter terms are more operationally focused,
detailing how resources are allocated and used at a given point in time. While vSphere/vCenter gives you the real-time operational
perspective, Aria Operations adds the predictive analytics and capacity planning layer that helps you stay proactive and plan for the

future.

Note: The 'Usage' and 'Demand' terms are conceptually similar in both Aria Operations and vSphere/vCenter, representing the amount
of a resource being used and the amount needed by VMs. However, Aria Operations provides additional capacity metrics (Usable
Capacity, Usable Capacity after HA and Buffer) that take into account the extra resources needed to handle workload spikes and HA
failover, which vSphere/vCenter does not explicitly provide.

Approximations are used for "Active", "Granted", and "Entitlement" in Aria Operations, and they may not exactly match the vSphere
calculations due to the differences in how vSphere and Aria Operations calculate and interpret these metrics.

Configure Policy Settings

During this section we will investigate all the policy settings related to capacity. We have already set the Capacity time remaining
calculations to Aggressive, meaning that the time remaining is based on the mean projection and represents the time remaining before
the projected mean crosses the usable capacity threshold. This can be reviewed in the previous section Projection - Aggressive risk

vmware
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Capacity

vmw ViMware Aria Operations
« Policies
(i Home Q Policy Definition
= Create and edit policles to gain finsr
" } controd of Wour environmeant, inc Lhing
] Data Sources
! = Capacity settings, Alert controls
Metric collection, Workload
9 aptimization and Compliance
Ik Envirenment » s -
enforcemsnt
Visualize > e
2y Troubleshoot >
# Optimize »
= Plan >
I £ Configure I W

1. Click Configure
2.Click Policies

3.Click Policies Definition
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Edit Policy definition

Policy Definition

{nj / Policies / Policy Definition

—
[ a0 [] .- @
Mame @ Status Priority

v [T Bat I & Inactive
» 8 Import =) Inactive
O Export & Inactive
I

I & Inactive
[T HOL Policy & Inactive
[F MSX-T Security Configuration Guide & Inactive
[T Pelicy for virtual Machines - Risk Profile 1 & Inactive
[T Policy for Virtual Machines - Risk Profile 2 & Inactive

T Policy for Virtual Machines - Risk Profile 3 ®

vSphere Security Configuration Guide & Inactive

Inactive o
[ vSAM Security Configuration Policy & Inactive \.___/
D

JT vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) I Active

We are going to edit the default policy, but normally you would have multiple policies for multiple purposes.

1. In the policy list, find and highlight the Status Active and Priority Default (D)
2.Click the ellipsis menu

3.Choose Edit
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Go to Capacity

vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) [Edit]

Name: vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) £
Description: - None - &
Inherit From: Base Settings \o/
Metrics and Properties Alerts and Symptoms Capacity
Locally defined attributes None Locally defined alerts n3 Locally defined policy elements None
Locally defined symptoms None

1. Click Capacity
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Set business hours

vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) [Edit] ?

I
Time Remaining Calculations 4
i\ i Il
Business Hours
et Business Hours
Time zone: Host o L
4

(

Monday 6:00 AM o * ) 8:00 PM ISET ALL I
Tuesday 1200 AM @ ® 200 AM

Wednesday 1200 AM @ @ 12:00 AM \9/
Thursday 1200 AM @ € 1200aM

Eriday 12200 AM € 1200aM

Saturday 12:00 AM @ & 12:00aM

Sunday 1200 AM @@ @ 12:00aM

Business Hours Schedule

Note: You can set business hours schedule for VMs and clusters only. After you specify business hours, the capacity forecast for the
object will be based on the business hours and not 24 hours.

1. Expand Business Hours
2.Unlock business hours by clicking the padlock

3.Under Monday, set the business hours from 6am (06:00) to 8pm (20:00)
4.Click SET ALL

Configure business hours according to your time zone for enhanced capacity analysis and projections in VMware Aria Operations. Non-
business hour activities on VMs, such as OS upgrades or virus scans, can skew perceived idleness. By setting business hours, off-hour
metrics can be effectively analyzed for inventory, compliance, and troubleshooting. Analysis and recommendations for reclamation and
rightsizing consider only these hours, ignoring post-business hour spikes. Policies allow different objects to have varied business hours,
which are reflected in capacity charts.
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Capacity Settings

Capacity

Capacity Settings o 2

o

I Cluster Compute Resou.. I

V¥ vCenter

llocalicm Model O

Set commit ratio, to enable Allocation Mode|

Datastore cBU

Datastore Cluster
Memory

| Disk Space

Consider Powered off VMs

Activate e
h_4

£ Custom Profile @

ECapacirty Buffer @

CPU
Demand o

Allocation 0
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Policy elements include:

+ Allocation Model: Allocation Model differs to Demand Model as it does not consider Utilization. It's simply based on
configured amount (e.g. 4 vCPU, 16 GB virtual RAM, 100 GB virtual Disk) that is allocated to VMs. As a result, Demand Model
is still considered when Allocation is enabled. The Allocation Model in vROps incorporates VM-level resource reservations and
limits, calculating resource consumption as the maximum of reservation, limit, or actual usage. Although it offers less accurate
real-time resource utilization, it is optimally utilized in chargeback/showback scenarios and environments with strict resource
reservation settings. Note: These settings will also apply to What-If Analysis, Committed Projects, and
WLP calculations.

» Custom Profile: Custom Profile is a user defined virtual machine profile, to determine the number of virtual machines which
will fit within the remaining capacity.

+ Capacity Buffer: Buffer reduces the usable capacity. In vSphere Cluster, it's applied after High Availability (HA). Use buffer as
safety net in capacity. The Capacity Buffer is a reserved resource pool to handle unexpected demand, reducing usable
capacity but enhancing reliability. In a vSphere Cluster, it's applied post-High Availability (HA) calculations. It helps mitigate
risk during resource surges and aids accurate capacity planning by reflecting a realistic view of available resources. Buffer size

should balance between accommodating unexpected demands and not overly reducing usable capacity.
For more information, have a look at Projection - Conservative Risk from Module 3 - Advanced Capacity Management

1. Expand Capacity Settings

2.To view the policy elements and settings for the object type (Cluster) so that you can have VMware Aria Operations analyze
the object type, Select Cluster Compute Resource.

3.Click the padlock icons on the left of each element to override the settings and change the thresholds for your policy. Unlock

Allocation Model and Capacity Buffer
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Allocation Model settings

r‘-i ; | j
o' plocation Model (D) \9./

Set overcommit ratio, to enable Allocation Model

CPU

& memory o
N/

) Disk Space @

ered off VMs

Activate o
./

1. Unlock Allocation Model by clicking the padlock
2.For the allocation model settings, set Memory to 10:1

3.Set Consider powered off VMs to Activate
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Capacity Buffer Settings

& Iap:kly/ﬂuﬁ'er @
CPU
Demand 0 S
I Allocation 0 % '\.___/
Memory
Demand 0 %
Iml-:-f.atmn 10 % e
Disk Space —
Demand 0 % ho
Allocation 0 % \-_-/

Capacity Buffer is a safety net in capacity to handle unexpected demand enhancing reliability. It helps mitigate risk during resource
surges and aids accurate capacity planning by reflecting a realistic view of available resources. Buffer size should balance between
accommodating unexpected demands and not overly reducing usable capacity. Let's add a amll buffer on CPU Allocation and Memory
Allocation.

1. Unlock Capacity Buffer, click the padlock

2.Under CPU Allocation add 10%

3.Under Memory Allocation add 10%

4. Whatever disk allocation is set to, do not change it
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Criticality Thresholds

vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) [Edit] ?
Capacity

Time Remaining Calculations
Business Hours
Capacity Settings

Criticality Thresholds

H L « «

v

vCenter e ime Remaining @
Cluster Compute Resourc

Custom Datacenter

Datacenter

Datastore apacity Remaining @

Datastore Cluster

(-

Host System

Pod

Resource Pool orkload ®

vCenter Server

Virtual Machine
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Criticality Thresholds allows us to define when an alert should be triggered for a particular symptom based on the severity of a
condition. In the policy settings, we set thresholds for each metric Aria Operations collects. Each metric has five threshold levels: Info,
Warning, Immediate, Critical, and Alert. When the value of a particular metric crosses a defined threshold, an alert is triggered. The
severity level of the alert corresponds to the severity of the threshold level that the metric has crossed. The criticality thresholds allow
you to fine-tune your policies so that you are alerted to potential issues at the right time, allowing you to address them before they have
a significant impact on performance.

1. While you still have the policy open in Edit mode, expand Criticality Thresholds

2.Select Cluster Compute Resource

3.To unlock and override parent policy settings, click each of the padlLocks
Threshold levels

+ Info: This threshold is used for informational purposes and typically does not trigger an alert.

* Warning: This threshold is set to a value where the system is still functioning normally, but the value of the metric is moving
towards a level where it could impact performance.

* Immediate: This threshold level indicates that the system might soon experience performance issues if the metric value

continues to rise.

« Critical: At this threshold level, the system is likely experiencing performance issues. The issues should be addressed
immediately to prevent further degradation of performance.

+ Alert: This is the highest threshold level. At this level, the system is likely experiencing severe performance issues.
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Setting the Threshold

' Time Remaining (@O o
@ 365 Critical
1

o}

Critical @ Immediate [1] Warning

' Capacity Remaining @

g

O 510

wo 10 Warning

Critical (D B immediate [1) Warning

' Workload (@

“ wo 80 Warning

0 9095

warning B immediate 1) Critical (D

o

Time Remaining is how many days you have until the utilization projection crosses the usable capacity threshold. It has 2 settings:
Conservative and Aggressive.

Capacity Remaining is the % of usable capacity not consumed.

Workload is the immediate % of capacity consumed of the most constrained of several key resource containers. Since workload
changes every collection cycle, you can set how many cycles it takes to trigger or clear an alert.

1. Under Time Remaining, Click the red Critical slider

2.Set the value to O

From what we have learned in this module, could we answer this question: What that does this mean for the utilization projection and
when it crosses the usable capacity threshold? What is this early warning system telling us. Look for this later: ****
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Saving and Exiting

¥ wvCenter
Cluster Compute Resource
Custom Datacenter
Datacenter
Datastore
Datastore Cluster
Host System
Pod
Resource Pool
vCenter Server
Virtual Machine
vSphere Distributed Port Group

vSphere Distributed Switch

CANCEL

1. To save and exit, Click SAVE

vmware

' Time Remaining (@

365 Ol = Critical

o
0 120
Critical @ Immediate

' Capacity Remaining ()

Warning

wo 10 ) Warning

5 10
Critical @ Immediate

' Workload (0

o

Warning Immediate

Warning

%\"m 80 O Warning

90 95
Critical @
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Cluster Utilization

vmw VMware Arla Operations

«  Capacity o o ?
W - 4

{n Home

, RegionAO1 RegionAO1
ys R nir @ 0 Days Remaining
'3 Data Sources >
Us$29 ot jzed) LJS’S_ZQ‘ i Not Optimized
[ Environment >
ALL DATACENTERS

O Visualize > Cluster Utilization (D)

2, Troubleshoot e \_/n Show History For: 3 Months Show Forecast For: 3 Months

Most Constrained ~ CPU (Demand) -~ Memory (Allocation) ® Memory (Demand) A Disk Sp 2

Sort By:
” e

Workload1 Forecast is projected with Business Hours, (O

‘ ‘Workload1
ETEE ¥ 0 Days Remaini
(Ul Mo ot :‘:’mmw . 0O days remaining until Memory (Demand) runs out How Is the criticality determ
Reclaim =
Workload Placement . Management
[, 0 Days Remaining
Rightsize Most Constrained by Memory (De. E0M "‘\J““'--.l”gf"‘""‘n
SOM ‘
Compliance ‘ H
E I~ e
& Plan > E oM N \L.
§
= 30M
@ Configure 3 E Wednesday. Aug 23, 07:30:00 AM R
& Memory (Demand) Projection Range (KE) 50,165.96 - B3,952.977.9
« Memory (Demand) Projecti 74.90157194 h
20M ’ » Usable Capacity (KB) : 45,284 1
(i) AutomationCentral o | e »
o o
& Administration D
4]

<> Developer Center

Aua 9

1. Go to the Capacity settings and see what has happened there, click Optimize

2.Click Capacity
3.Select RegionAO1

There could be some changes. The Business Hours and that the Risk Level changes needs a collection cycle (a 5 minutes wait). Memory
(Demand) is the most constrained.

4. Hover with the mouse over the Usable Capacity line.

Notice the values.

5.Click the refresh button
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Checking the business hours

—
Show History Fowl 3 Months \9/ - Show Forecast For ] 3 Months @/
~ CPU (Demand) - Memory (Allocation) ® Memory (Demand) A Disk Space (Demand)
Workload1 Forecast is projected with Business Hours ko
0 days remg T [ How is the criticality determined?
Time zone: Host e
Monday: 6:00 AM - B:00 PM N /
BOM Tuesday: 600 AM - B:100 PM  presmiliel
Wednesday: 6:00 AM - B.00 PM
50M | Thursday: 6:00 AM - B:00 PM
Friday: 600 AM - B:.OO PM L
2 q0m Saturday: 6:00 AM - B:00 PM
5 sunday: 6:00 AM - B:00 PM
5 30M
5 =
208
184
o
lun 1 ult Aug Sep 1 Qct
Aug 9
(Memory (Demand) Runs Oult)
@ Historical [ Business Hours Non-Business Hours [} Projection [} Usable Capacity n

1. Behind business hours, Click the information button (i)

Notice that the previously values entered in our policy for the business hours are shown

2.To close the business hours preview, Click the 'x'

3.To change the period before forecasting begins (does not impact the forecast calculation). Behind Show history for Select 3

months

4.To change the forecast period, behind Show Forecast For select 3 Months.

5.Use the scroll bar to reveal the legend to make it more understandable
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Revisit the policy settings

Cluster Utilization (i)

Sort By: Most Constrained «+ CPU {Demand) + Memory (Allocation) & Memory (Demand
, Waorkload! Forecast is projected with Business Hours, @ o
Workloadi \ /
— > - ——y - -
7', 0 Days Remaining o 7 , rem—
o ) 0 days remaining until Memaory (Demand) runs outl E
Most Constrained by Memary (De..

Managemeant —/
BOM ol

F  >1Year Remaining

1. Behind the x days remaining until Memory (Demand) runs out, click the Edit Icon
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Direct policy editing

Cluster Time Remaining Settings X

Affected Policy: [ vSphare Soiution's Defaw! Policy (May 12, 2023 10:12:71 AM)
&' Criticality Threshold

Ay Applying these changes affects all clusters in the policy.

Set the time remaining thresholds

CD Critical Threshold 0 - Days .
|
Warning Threshold 120 ~ Days ‘
&' Risk Level

&y Applying these changes affects all objects in the policy,

Set time remaining risk leve

() Conservative
Time remaning i3 based on the upper bound projection and représents the time
ramaining before the projected upper bound crosses the usable capacity
threshald

© ~ggressive
Time rémaining is bated on the meéan projection and represents the time
remaining before the proected mean crosses the usable capacity threshold

— Historical Ltilization
s am = AJHressive (Mean)
= = = Lsable Capacity

| Peak focused —— Projection

Sslect this oplion if you want to use onlly the upper range of the data. The
projection will be based on the high utilization points.

&' Allocation Model

&y Applying these changes affects all clusters in the policy.

Set overcommit ratio, to enable Allocation Model

Cala N - 1
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From this pop-up page you can edit everything related to the policy directly.

1. Click Cancel to exit

Conclusion

Understanding capacity settings in Aria Operations is crucial for effective resource management and optimization. By comprehending
capacity models and algorithms, configuring policy settings, setting criticality thresholds, selecting appropriate allocation and demand
models, determining risk levels, ensuring high availability and buffers, and considering business hours, you can unlock the full potential
of your infrastructure resources while minimizing risks.

Customizing these settings to your organization's unique requirements is key to achieving optimal results.

You have finished Module 3

Congratulations on completing the lab module.

If you are looking for additional general information on Aria Operations, try one of these:
- VMware Product Public Page - Aria Operations: https://www.vmware.com/products/aria-operations.html
+ Aria Operations - Documentation: https://docs.vmware.com/en/VMware-Aria-Operations/index.html

- Aria Operations - Optimize Capacity: https://docs.vmware.com/en/VMware-Aria-Operations/8.12/Using-Operations/

GUID-62358711-BEA7-4C26-8BB2-8247DDEEO3E2.html
From here you can:

1. Click to advance to the next page and continue with the next lab module
2.0pen the TABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 4 - Integrating and Troubleshooting with Logs (30 minutes) Advanced

Introduction

Aria Operations for Logs is commonly integrated with Aria Operations for centralized log management and analysis, and creates a
seamless and robust troubleshooting process. By combining log data with metrics from Aria Operations, we efficiently pinpoint the
exact cause of issues, resulting in reduced time-to-resolution.

Additionally, Aria Operations can enable proactive measures through predefined remediation steps based on logs, addressing specific
conditions proactively. In this module we will investigate how to troubleshoot with logs within Aria Operations

We will also learn how to install and configure a linux agent so you can get detailed information from enterprise business applications
running on servers with applications for finance, HR, ERP, CRM, mail, web servers, databases, proxy, VPN, authentication, security,
backup or simply desktops.

Let's go!
Log in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.

Open the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch Firefox.

1. Click the Firefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.
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Navigate to Aria Operations

@ (@ Logn

< C @

G vCenter = Aria Autor\?\.o.d{

X | +

O &

m Aria Operations

1. Click the Aria Operations bookmark in the bookmarks toolbar.

vmware

o= https://vcsa-01a.corp.

= Arnia Operations for Logs
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Log in to Aria Operations

VMware Aria
@ Operations”

Aria Operations is integrated with VMware Workspace ONE Assist (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If itis not, then you will need to select it.

1. Click the drop-down arrow and select vIDMAuthSource if it is not already selected.

2.Click REDIRECT to be taken to the authentication page.
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VMware |dentity Manager Login

1
"

Workspace ONE

o

Forgot password?

Change to a different domain

vimware

VMware ldentity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign in

Troubleshooting with Logs Inside of Aria Operations

Before our session on troubleshooting with logs within Aria Operations, we will engage in some activities to generate various log entries
that Aria Operations for Logs can discover and analyze.

For this scenario, our focus will be on the communication between the Financial App and the local Tax service, as well as the remote
bank, which involves interactions with databases and files.
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Preparing the data

Y Lo

* msisc.exe o

Remote Desktop
» Connection

Computer: windows-0010.corp.vmbeans.com

User name:. CORP\Administrator

You will be asked for credentials when you connect.

= Show Options \o'/

« Search the Internet

Let's proceed with activities on our application server windows-0010 to generate some essential log entries for our investigation within
Aria Operations. We will use terminal services console to connect to it, and just run a script.

1. Click the windows start menu.

2.Type mstsc  Note: "mstsc" is an abbreviation for Microsoft Terminal Server Concole.

3.Under Programs, select mstsc.exe.

4. When the Microsoft Terminal Server Console starts, we will connect to windows-0070.corp.vmbeans.com as user CORP\

Administrator click CONNECT.
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Windows Security

Windows Security X

Enter your credentials

These credentials will be used to connect to
windows-0010.corp.vmbeans.com.

Domain Administrates

aSeeeReRe l\-'/l

CORP\VAdministrator

D Remember me

More choices 'Ho*'

1. In the Windows Security box for the terminal server console connection to windows-0010, type the password VMwarel!
2.Click OK

3.1f you get a yellow Certificate Challenge, then click YES (Not shown)

Note: For the next step, make sure that we are logged on windows-0010 as CORP\Administrator with the password VMwarel!. The
following script needs to be executed on that server.
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Enterprise Financial Application - Script

v ¥ ‘ Manage LabFiIES -
Home Share View Application Tools o
= v 1 * This PC * Local Disk (C:) * LabFiles ~ v U Search LabFiles
~ Name | Date modified Type
# Quick access -
! hol_financial_apy et M Windows Comma...
m Desktop * Open
4 Downloads o Edit
< Documents Print
= Pictures e ¥, Run as administrator @
& Edit with Notepad++
‘ .
8 This PC 12 Share
3 3D Objects Restore previous versions
m Desktop
Send to >
= Documents
4 Downloads Cut
(a
J Music oy
= Pictures Create shortcut
E Videos Delete
£ Local Disk (C) R
a2 DVD Drive (D7) O Properties
P Mirien (M0 W
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To imitate artificial log
the Application Event |
our financial app.

1. From within

data from a financial application called "The Hands-On Labs Application" and put the various error messages into
og on the windows server, we will now run a script that will automatically generate log messages coming from

the Terminal Server Console, on windows-0010, navigate to the folder: C:\LabFiles

2.Right-click the file hol_financial_app.cmd

3.Select Run a

s administrator

For future reference, here is the entire hol_financial_app.cmd file content:

@ec
set

ho off
local enabledelayedexpansion

11 # Module 4 - Integrating and Troubleshooting with Logs
:: # Setting error messages and source (application) in pseudo-arrays.

set
set
set
set
set
set
set
set

"Exror[1]=Could not open Bank File bank_id.txt"

"Error[2]=Uunable to communicate with the main bank server"
"Exror[3]1=The main communication service has stopped"
"Error[4]=Unable to connect to the database bank_transaction.db"
"Exror[5]=Failed to generate the financial report for current Quarter"
"Error[6]=Balance sheet calculation internal erroxr"

"Exror[7]=Tax calculation service is not responding"

"Application=The Hands-On Labs Application (Fake HOL Financial app)"

:: # Generating errors in the event log.
for /L %%i in (1,1,1@) do (

vmware

.. # Generate two random numbers.
set /A "randError=!random! %% 7 + 1"
set /A "randEventID=!random! %% 100 + 1"

;1 # Use 'call' to indirectly reference array element
call set "errorMessage=%%Error[!randErroxr!]%%"

:: # Create the event, including the application name and "ERROR, " in the error message.
eventcreate /ID !randEventID! /L APPLICATION /T ERROR /SO "!Application!" /D "!Application! ERR
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Back to Aria Operations

_ P

Disconnect @

Shut down

Restart

ruar Mananar

=
a (D € m

Now let's disconnect from windows-0010 and return to Aria Operations.

1. From the Terminal Server Console on windows-0010, Windows Toolbar, Click the Windows Start Menu.
2.Click the Power Icon.

3.Click Disconnect.
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Troubleshooting Workbench

/are Aria Operatic

«  Troubleshooting Workbench

{1 Home
£ Data Sources >
[ Environment > Object Type ~
windows OS (VMware Arla Operations Application M
0d Visualize >
Virtual Machine

9, Troubleshoot ~ *Cent Searches R windows-0010 o

Alerts

Jul 28, 2:35 AM

Windows OS

Administrative Alerts e - \
& 3 " - T
e B} windows OS on windows-0010

Workbench i\ /3 EL‘P windows-0010

Deployment
Log Analysis

Optimize >

We know the Windows machine called windows-0010 is running our financial application server. As an Aria Operations expert, when
troubleshooting, we will, as usual, start with the Troubleshooting Workbench.

1. Click Troubleshoot.

2.Click Workbench.

3.In the search field, type windows.

4.Under the Virtual Machine search results, click the link to windows-0010.
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Aria Operations Forensics

Context: windows-0010
Selected Scope

Levels 1

Troubleshooting Workbench

Potential Evidence Alerts Metrics Events

[le

Logs

Select the desired object scope and time range to see potential evidence

aee 0@
Time Range [;] Last 6 hours~ Hide Consequential Evidence @
CUSTOM
- Event X2 P ty Ch \ A lous Metri
All Objects vents _A5 Property anges nomalous Metrics
@&® [ virtual Machine 51 windows-0010 & windows-0010
3:26:58 AM 113:37 AM
(w ndows-0010 J
‘Guest Info Tools Status’ changed from 57 Memory|Utiiization (KB) ==
guestToolsMNotRunning 1o No property changes were found in this time range
guestToolsRunning and scope.

2500K wk--m}
2.000K ) ‘ | L

1500K

Jul 28 04:00 AM

5 windows-0010

1113:37 AM

The Troubleshooting Workbench presents three columns with vital forensics info: Events, Property Changes, and Anomalous Metrics.

These could be system alerts or notifications, changes to the properties of objects, and highlights of metric data that deviates
significantly. From this page, log data is not shown.

1. Let's have a look at possible alerts on this VM (windows-0010), Click Alerts.

vmware
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Alerts

Potential Evidence Alerts m Events Logs
Alerts Symptoms \g

| Group By Time , Status:Active

As we can see from the image, there are no interesting alerts. If anything should show up here, we would have to add a notification
from the logging system, Aria Operations for Logs, and send the alert to Aria Operations.

1. Click Metrics.

wr‘ware® HANDS-ON LABS MANUAL | 103



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Aria Operation for Logs metrics

Troubleshooting Workbench

Context windows-0010
Selected Scope Potential Evidence  Alerts  Metrics Events  Logs
Lovels: 1 (@ Viewing from: { windows-0010 e = RS @ G 0 x2® @CEAH
sss o® 3 - cC in
® ¢ @B [Ex]
cusToM - [ o ] -

> [&] Favorites
v iy Metrics

All Objects Double click on a metric or property from the left to view here.

v & Log Insight Generated

J—
Total Log Count

@&  virual machine

( windows-0010 J

Aria Operations for Logs used to be called vRealize Log Insight, or just Log Insight for short.

1. To find metrics from the logging tool, go to the metrics search field and type log.
2.We need to double-click on a metric or a property from the left side to view the metrics.
double-click on Error Count.

3.Next, double-click on Total Log Count.
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Viewing log counts

Potential Evidence Alerts Metrics Events Logs @

- X
(D viewing from: (windows-0010 ‘ | 4 @ A M X @ ® CHEH MBS
@ &) ! Q.1
@e¢ @@ °9 51 windows-0010
> [&] Favorites
Log Insight Generated|Error Count
v % Metrics
v &% Log Insight Generated =20 20
Error Count
1
Total Leg Count
L ]

100 PM Jul 28 0100 AM 0200 AM 03:00 &AM 04:00 AM 05:00 AM

51 windows-0010

Log Insight Generated|Total Log Count

= 367

While reviewing the Total Log Count, we see that something is going on. If we see any anomalies about the logging, it is worth while to
troubleshoot with logs. That is exactly what we intend to do! For now, we remember that there were no interesting events coming from
the first forensic dashboard, so we will just skip it.

1. Click Logs.
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Financial App logging

Troubleshooting Workbench T
Context: windows-0010
Selected Scope Potential Evidence Alerts Metrics Events Logs - %
Levels &
sseesessns O35 /\ This object is currently not supported.

cusToM o
| e | o = - 6H | 244 | 70 | cusToM | [ LAUNCH OPERATIONS FOR LOGS
(2 ) =] [ T oo Tewson]

All Objects
Filters: @ \0/

n G Datastore
Count of events over time = 1 minute v

RegionAO1-ISCSIO-COMPO1 10

@® B§ windows 0s

Windows OS on windows-0010

@ (5 virtual Machine

(windows-0010 J

n @ Deployment

hol-windows

035200 AM

Timestamp Log

> -07- - lication (Fake HOL Fi | R, Bal heet calcul |
< ‘8‘) vSphere Distributed Port Gro 2;)7230;) 28 03:52:05 The Hands-On Labs Application (Fake HOL Financial app) ERROR, Balance sheet calculation internal error

VM-RegionA01-vDS-COMP
> 2023-07-2803:52:05 The Hands-On Labs Application (Fake HOL Financial app) ERROR, Could not open Bank File bank_id.txt

[ 1 ] E] Host System -07:0
esx-03a.corp.vmbeans.com ZOBMOB 52:05  The Hands-On Labs Application (Fake HOL Financial app) ERROR, Unable 16 connect to the database bank_transaction.db
-07:00

1. It could be more than 5 minutes since we did Start the script, so click on 1H (one hour).

2.Please review the multitude of events coming from the event logs on windows-0010. As the volume of results can be
somewhat overwhelming, it is necessary to apply filtering. In the search field enter Financial.

3.Click the Search Icon.

4. We see the data coming in from our artificial financial application.

Expand one of the errors (could differ from the image) by clicking the '>'.
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Potential Evidence  Alerts  Metrics Events  Logs - X
— I 1
Einancial - sM E &H | 24H | 7D | cusTom I [[CAuNcH oeraTions For Loss |
1 |
Filters: @ o
Count of events over time = B} Iminute v
10
s
0
) AM
Timestamp Log
¥ 2023-07-28 03:52:05 -07:00 The Hands-On Labs Application (Fake HOL Financial app) ERROR, Balance sheet calculation internal error
eventid 98
keywords Classic
el Error
channei Appiication
esx-03a corp vmbeans.com
vesa-018 corp.vmbeans.com
4c4t3e17-183b-4478-8779-2c9585 teelct
con
The n (Fake HOL Financial app)
aca7el2c-6231-4e35 41cdc9736721
WIN-FRPVKMFPKEN,corp vmbeans com
Workicad!
RegionA01
vé_badia74e4
o
vmw_object_id vm-16004
_i_source_path 192168110121
eventrecordid 2587
* 2023-07-28 03:52:05 -07:00 The Hands-On Labs Application (Fake HOL Financial app) ERROR, Could not open Bank File bank_id.txt

In the top bar chart, observe the count of events over time. There should be 10 events, which implies that we ran the script. Each
additional time we ran the script would add 10 more events.

From the bottom pane, we see the details, such as the source log channel (Application, System, or Security), the provider name, the
source |P address and more.

If we wanted to investigate our logs even further, the best tool for doing so is of course Aria Operations for Logs.

1. The tool can be launched directly from here by clicking LAUNCH OPERATIONS FOR LOGS

Final thoughts

So far, we've explored troubleshooting with logs from within Aria Operations without launching Aria Operations for Logs, streamlining
troubleshooting for better insights, and problem resolution.

This method is useful when investigating issues logged in event logs or application logs on various operating systems. This particular
example focused on Windows logs, but the approach can be adapted to other scenarios as well.
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Add Aria Operations for Logs Agent on Linux

In this part of the module, we will show how to both install and configure the Aria Operation for Logs agent inside the operating system
on a Linux virtual machine.

Putty Log on

BRPuTTY Configuration

Catagory:
Session
Logging
Tarrminal
HKeyboard
Bell
Features
Window
Appearance
Biehawviour
Translation
Selection
Colours
Connection
Data
Proxy
88H
Sarial
Talnet
Rlogin
sSUPDUP

Basic options for your PuTTY session

Specify the destination you want to connact o

Host Mame (or IP address) Port
22

Connection type:

@asH (O Senal () Other: Telnet

Load, save or dalete a stored session

Saved Sessions

esx-04a.corp.vmbeans.com

hDIussrﬂ'lul:lumu -0008

eans.com

nsx-mﬁr.corp.vmbaans.cnm = admin
NEX-MQr.corp ~vmbeans.com - root
vesa-01a.corp.vmbeans.com

Qbsa window on exit: .
() Always () Nawver (®) Only on clean exit

Cancal

1. From the Windows Task Bar, click the PUTTY shortcut to open PuTTY.

2.Scroll down to the bottom of the list of saved sessions.

3.Select holuser@ubuntu-0008.
4.Click Open.
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Become Administrator

? root@ubuntu-0008: ~ — o w
Welcome to Ubuntu 20.04.3 LTS (GNU/Linux 5.4.0-9%4-generic x86_64) Fs

* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical . com

* Bupport: https://ubuntu.com/advantage

System information as of Fri 28 Jul 2023 02:53:56 FM UTC

System load: 0.06 Processes: 207

Usage of /: 42.1% of 7.81GB Osers logged in: 0

Memory usage: 36% IPv4 address for ensle0: 192.168.110.120
Swap usage: 0%

=> There is 1 zombie process.

226 updates can be applied immediately. |
To see these additional updates run: apt list --upgradable l

Last login: Fri Jul 28 14:53:28 2023 from 192.168.110.10

holuser@ubuntu=-0008:~5% sudo =su -

[sudo] password for holuser:

root@ubuntu-0008: ~# W

We will perform the rest of the commands as root.

1. Type sudo su - and press ENTER

2.When prompted [sudo] password for holuser: type VMwarel! and press ENTER
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Installing the agent on Ubuntu

| ]
| é root@ubuntu-0008: ~ ]} =

?oot@ubuntu—oooﬂ:mﬂ sudo apt-get install vmware—]mq—inniqht—aqentI

Feading package listoe.: Done
Building dependency tree k Y
Feading state information... Done

IThe following packages were automatically installed and are no longer required:

apacheZ-bin apache2-data apacheZ2-utils libaprl libaprutill
| libaprutill-dbd-sglite3 libaprutill-ldap libjanssond liblua5.2-0
Uze 'sudo apt autoremove' to remove them.
The following NEW packages will be installed:
vimware=log=insight-agent
0 upgraded, 1 newly installed, 0 to remove and 230 not upgraded.
Need to get 9,603 kB of archives.
After this operation, 24.2 MB of additional disk space will be used.
Get:1 ht tp://192.168.110.87:9090 wvmware-log-insight-agent 8.12.0-21584210 [9,60
3 kBE]
Fetched 9,603 kB in 0= (37.1 MB/=)
Preconfiguring packages
Selecting previously unselected package vmware-log-insight-agent. m
(Reading database ... 111805 files and directories currently installed.)
Preparing to unpack .../vmware—loq—ﬁnsﬁqht—aqent_ﬂ.]2.0—2]5&42]D_n]].dnb
Unit liagentd.service could not be found.
Failed to stop liagentd.service: Unit liagentd.service not loaded.
Unit liupdaterd.service could not be found.
Failed to stop liupdaterd.service: Unit liupdaterd.service not loaded. hd

We are going to install the Aria Operation for Logs Agent inside the Operating system on this Ubuntu virtual machine. Then we will
configure the right parameters to make it communicate well with our Aria Operations for Logs Server. We are not going to use our
favorite editor 'vi' to edit these files, but use some nifty commands to perform actions on the file automatically.

1. In the putty window, type sudo apt-get install vmware-log-insight-agent and press ENTER.

Note: When the install finished the installation script will tell us to edit the configuration file /etc/liagent.ini.

The /etc/liagent.iniis a linked file to /var/lib/loginsight-agent/liagent.ini.
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Configure liagent.ini

root@ubuntu-0008: ~ - o =

root@ubuntu-0008:~4 sed -i 's/;hostname=0PERATIONS FOR LOGS/hostname=aria-ops-lo A
js.corp.vmbeans. com/qg' fvar/lib/loginsight-agent/liagent.ini

rootBubuntu-0008:~§f sed -i 's/f;ssl=yes/fssl=nofg' fvar/lib/loginsight-agent/liage
it ind

root@ubuntu=0008:~4§ sed =i 'af;central config=yes/central config=yes/g' fvar/lib
loginsight-agent/liagent.ini - -

root@ubuntu=-0008:~% sed =i 's/;port=9543/port=9000/g"' fvar/lib/loginsight-agent/
liagent.ini

root@ubuntu-0008:~#% fetc/init.d/liagentd restart

estarting liagentd (via systemctl): liagentd.service.

L FAWL W s .q

After installation, we need to configure the agent to communicate with our Aria Operation for Logs server. Typically, this involves
specifying the server's hostname and the port for sending logs. We are also specifying that we're not using SSL in our lab, and that we
would like a central configuration.

Type or copy/paste each of these lines of code, and then press ENTER after each line of code:

sed -1 's/;hostname=0PERATIONS_FOR_LOGS/hostname=aria-ops-logs.corp.vmbeans.com/g' /var/lib/loginsight-
agent/liagent.ini

sed -1 's/;ssl=yes/ssl=no/g' /var/lib/loginsight-agent/liagent.ini
sed -i 's/;central_config=yes/central_config=yes/g' /var/lib/loginsight-agent/liagent.ini
sed -i 's/;port=9543/port=9000/g' /var/lib/loginsight-agent/liagent.ini

/etc/init.d/liagentd restart

mware® HANDS-ON LABS MANUAL | 111



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Starting Aria Operations for Logs

@ Home - VMware Aria Ope @H I ﬂ Operations for Logs - Login| X -+ I

&« C @ O B & https;//aria-ops-logs.corpvrr

[ vCenter W Aria Automation H Aria Dpuons ﬂ Aria Operations for Lo... Aria Li

N

vimware

Welcome to

VMware Aria
Operations” for Logs

Workspace ONE Access \9_/

LOGIN VIA 550 |\"'"/
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Installing a Linux OS agent can be done manually or as part of an automated deployment process for example when using Aria
Automation.

1. In FireFox, open up a new Tab '+'.

2.0n the firefox toolbar, click Aria Operations for Logs.

3.Choose Workspace ONE Access.

4.Click LOGIN VIA SSO.

Workspace ONE

Workspace ONE”

]

If you are prompted for credentials...

1. In username, type holadmin
2.in password type VMwarel!

3.Click Sign In
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Agents Configuration

vmw VMware Aria Operations for Logs

Agents
(%} Dashboards
Explore Logs All Agents c
QL Sources >
(5 Log Sour EXPORT ~
& Alerts >
IP Address Hostname Version oS Las
[ Reports
192.16B.110.121 WIN-FRPVKMFPKEN. corp.vmbeans.com 8.12.0.21584210 Microsoft Windows Server 2019 Standard Les
& Content Packs
192168110120 ubuntu-000B.corp.vmbeans.com 812021584210 Ubuntu 2004 3LTS Les

Sa

™

Log Management ) . .
©9 9 ¥ Download VMware Aria Operations for Logs Agent Version 8.12.0

Integration o
v

» Management

Conf a
System Monitor Agent Configuration@

 order to centrally manage agent grow

Usage Reports

@dit the configuration file manually

Cluster R * Halp for D
Access Control Build Edit
Hosts o
\__/ Servers NEW...
Agents
General NEW...
Export Common NEW...

Once the agent is connected to the Aria Operations for Logs server, the next step is to configure log filtering. This ensures that we're
monitoring only the relevant logs. This is crucial to avoid overwhelming the Log Insight server with unnecessary data. Aria Operations
for Logs uses the concept of "Content Packs" that define parsing rules for different log sources. Aria Operations for Logs' filtering
capabilities is used to specify which logs should be forwarded from the agent to the server. This can be based on log levels, keywords,
or any other relevant criteria.

1. In Aria Operation for Logs, Expand the left menu Click the '>'.

2.Click Management.

3.Click Agents.

Note: We see a list of All OS and Application Agents, both Linux and Windows that are running out on the Operative systems.
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Find the Linux Template

Agents

All Agents

ncti .

°
L]

all agents Version

Micrasaft - Windows 1 #F X

8.12.0.21584210
lable Te

8.12.0.21584210
Microsoft - Active Directory 2008

Microsoft - Active Derectory 20124 .
at Version B.12.0

Linage

©

Linux - SLES (warn)

e methods below
+ NEW GROUP
natively, the Edit tab alows you 1

See the Online Help for Delaull agent configuration and olher examples

Build Edit

Aria Operation for Logs is already configured to receive the Windows Logs. We will now configure Aria Operation for Logs to also
receive Logs from Linux; in particular, an Ubuntu server called ubuntu-0008. The installed Linux Content Pack comes with templates

that we copy. We will have multiple servers and want to manage them collectively, and therefore we are utilizing agent groups. This
helps us streamline log management and filtering for our future set of servers.

1. To expand our agents scope and find an available template, click the All Agents drop-down.

2.From the drop-down menu, under Available Templates, besides Linux (Linux), click the Copy Template icon.

vmware
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Copy the Agent Group

Copy Agent Group

Name: | Linux

Motes: B I U #

Press escape button to move focus outside of the editor. o

CAMCEL

I COPY I

We could have changed the name on our Linux agent group, but we'll leave it as-is for now.

1. Click COPY.

vmware
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Filter Linux Agents

Agents @/
c

LiNnuX [Not Saved)

I starts with II Ubuntu I

e ©o

x OS5

+ ADD FILTER

@ |

EXPORT ™
IP Address Hostname Version os Last Active -
192.168.110.120 ubuntu-0008 corp.vmbeans.com 8.12.0.21584210 Ubuntu 20.043 LTS Less than 1 minute ago

Once the Linux template is copied, we need to specify the servers by adding a filter to limit the results to only servers with OS names
starting with 'Ubuntu'.

1. From the filter section, change IP Address to OS.
2.Change matches to starts with.

3.Type Ubuntu and press ENTER.

4.Click the refresh button.

Observe that at the time of writing, there was just one server that had the Linux Client installed and with its OS starting with 'Ubuntu'.
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Save

Agent Configuration® ~
In ordes entraly manage agent g configurations = of the methods below N /4 —

The Buid provides prompt . Altornatively, the Edit tab allows it the configuration file manualy
Sea the Online Help for Default agent configuration and other examples.
Build Edit
Servers NEW... £
General NEW... [flIEIOglsySIOg]
Common NEW...
windows Event Log MEW.. [REEBCion: .
/var/log @ St
='File Logs NEW... -
auth s X Event marker: Character set:
messages & X [0)) UTF-8 1))
syslog & X
Include files: Exclude files:
maillog & X
syslog;syslog.? @ [0
Journal Logs NEW...
=/Parsers NEw... = RawSyslog: O ®
auth_parser Tags: ADD @
auth_parser_sles
syslog_parser vmw_cp linux X

syslog_appname_parser

VRN N
X X X X X

mail_parser Exclude fields:

2]

@ Acceptlist filter expression: v

SAVE NEW GROUP

1. Scroll to the bottom of the page.

2.Click SAVE NEW GROUP.
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View incoming data

All Agents I c
EXPORT ~
IP Address Hostname Version os Last Active . EventsSent @ Ev
192166110120 ubuntu-0008.corp.vmbeans.com £12.0.21584210 Ubuntu 20.04.3 LTS :g;s than Tminute -, 0.
WIN- Microsoft Windows Server  Less than 1 minute
192.168.110.121 8.12.0.21584210 536 o
’ FRPVKMFPKGN.corp.vmbeans.com ’ 2019 Standard ago e

1. Scroll to the very top of the page.

2.In the drop-down menu. Choose All Agents.

3.Click the refresh button.

The Events Sent Column should start to populate (highlighted)
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See incoming log lines

(%) Dashboards

(%] Explore Logs

¢ Log Sources >

& Alerts >
[) Reports

& Content Packs

| Latest 5 minutes of data

4= Integration >
Jul 28, 2023, 09:15:52.001 tlo Jul 28, 20273,

[ Log Management +ADD FILTER

CONTENT PACKS ™~ (Extract fields f

@
& Management >
Event Trend

L] Apache - CLF 115 50 419,338 event View=  Sort, Newest First= Mana

it Configuration > -
«~@5a_corp.vmbeans._com Rhttpproxy[267421]: [Originator@6876 subsProxy Req 88124] Resolved endpoint
“eSpect : 0xB0000022043a1580) _serverNamespace = /sdk action = Allow authenticationParams = _pert = 8387 |
prierit ! o ler virw_e d wmw_veenter  vmw_veenter_id  vmw ps_id  hestna spprame  procid

t - Active Directory

Windows ) ' G|
» [ VMware - vROps 6.7+
O VMware - VSAN

nator@6a76 sub=Pro
dk action = Allow

Req 10541] Resolved endpoint
henticationParams = port = 8387

vcorter_id~ vmw_vr_ops_id  hostnama  appramo  prosid .

_ e
0O VMware - v - - ) the

O vMware Aria dcal3e17-183b-4478-8773-2c 9585 eelc! &lvm

% 5028 2023 Tul 28 16:20:52 ubuntu-008 multipathd[631]: sda: failed to get sgi file or directory 2 T
fiiepat w_chust w w_host vmw_cbject Id  vmw_veenter rid v id  appname =l

vt

1. To Expand the left menu, Click '>>'.

2.In the Aria Operations for Logs Ul, click Explore Logs.
3.In the CONTENT PACKS drop-down, deselect All.
4.In the CONTENT PACKS drop-down, select Linux.

5.Click the Search Icon.

What we have done now is to single out messages coming in via the Linux Content pack
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Validating the search

o o I Latest hour of data
e Jul 28, 2023, 08:30:29 390 I« Jul 28, 2023, 09:30:29

buntu

hostname starts with

warr unable*

X lext contains error® fail*

I+ ADD FILTER I X CLEAR ALL FILTERS

osNT PACKS Extract fields from selected content packs
4 Field Tat t Trends 1102 out of 2 event type View=  Sort: Most Common First = Manage Flalds &

*] appname

208 multipathd[631]): sda: failed to get sgiow uid: Mo such file or= directory=

his type (Ex

t.ext. tornado.concurrent Future object at @x7fd4526b2168> exception

1 28 16:21:12 ubuntu—0083 salt n[24467]
never retrieved: Traceback (most recent call 1
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While the screen capture is elaborately annotated, these final steps are an important exercise in using filters to identify data sources,
and to isolate references to errors, warnings, etc., within log originating from the syslog or application log files on a server. Thank you
for the patience and attention on these last steps to success..
1. Click + ADD FILTER twice.
2.For the first filter:
o Change text to hostname
° Change contains to starts with
o In the text field, type ‘ubuntu’ (all lowercase) and press <Enter>”
3.For the second filter:
° Leave the text selection unchanged
o Change does not contain to contains
o In the text field, type ‘error®’ (all lowercase) and press <Enter>"
o In the text field, type ‘fail*’ (all lowercase) and press <Enter>”
o In the text field, type ‘warn* (all lowercase) and press <Enter>"
o In the text field, type ‘unable*’ (all lowercase) and press <Enter>”
4.Select Latest Hour of Data.
5.Click the Search button.

6.Lastly click Event Types.

Observe we are receiving data from ubuntu-0008 server, and that there are several types of events coming from the server.

Note: Since this is a lab environment, the image and data will differ.

Closing comments

To enhance our ability to respond promptly to issues, we could configure alerts and notifications within Aria Operations for Logs to stay
informed about critical events or anomalies in our log data. Alternatively, we could send Aria Operation for Logs (Log Inisght) alerts to
Aria Operations, which we walked through in the previous lesson Troubleshooting Workbench.

Conclusion

The integration of Aria Operations for Logs with Aria Operations for centralized log management and analysis establishes a seamless
and robust troubleshooting process. By combining log data with metrics from Aria Operations, we can efficiently identify the precise
root cause of issues, leading to a reduction in time-to-resolution.
* In our investigation, we have demonstrated how we can significantly shorten the quest for Meantime to Resolution (MTTR)
and find the root cause of errors by extending troubleshooting with logs from within Aria Operations, without the need to
launch Aria Operations for Logs separately.

- Additionally, we explored the installation and configuration of the Aria Operations for Logs OS and Application Agent on
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Linux. This ensures that the system is equipped to take advantage of the powerful log management and analysis features

provided by Aria Operations.

You&#39;ve finished Module 4
Congratulations on completing the lab module.
If you are looking for additional general information on Aria Operations, try one of these:

* VMware Product Public Page - Aria Operations: https://www.vmware.com/products/aria-operations.html
+ Aria Operations - Documentation: https://docs.vmware.com/en/VMware-Aria-Operations/index.html
+ Aria Operations - Logs Integration: https://docs.vmware.com/en/VMware-Aria-Operations/8.12/Configuring-Operations/

GUID-33DAA688-CED8-4D24-8359-1FCICEDD1191.html
From here you can:

1. Click to advance to the next page and continue with the next lab module
2.0pen the TABLE OF CONTENTS to jump to any module or lesson in this lalb manual

3.End your lab and come back and start it again in the future
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Module 5 - Configuring Costs to Match Your Business Needs (30 minutes) Intermediate

Introduction

This module focuses on configuring cost settings in Aria Operations to align with your organization's specific requirements.

By completing this module, you will have a comprehensive understanding of how to configure cost settings in Aria Operations to match
your organization's needs. You will be equipped with the knowledge to track expenses, calculate costs, and analyze cost data
effectively, enabling better cost management and decision-making within your IT environment.

Log in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.

Open the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch Firefox.

1. Click the Firefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.

Navigate to Aria Operations

@ (% Login bt +

()

€ C @

G vCenter = Aria Auto

O B & nttpsy//vcsa-01a.corp:

Aria Operations

= Aria Operations for Logs

mware® HANDS-ON LABS MANUAL | 124



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

1. Click the Aria Operations bookmark in the bookmarks toolbar.

Log in to Aria Operations

VMware Aria
@ Operations”

Aria Operations is integrated with VMware Workspace ONE Assist (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If itis not, then you will need to select it.

1. Click the drop-down arrow and select vIDMAuthSource if it is not already selected.

2.Click REDIRECT to be taken to the authentication page.
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VMware ldentity Manager Login

X
“w

Workspace ONE

Y s

Forgot password?

Change to a different domain

vmware

VMware Identity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign in

Costing and Cost Drivers

We will focus on reviewing and customizing cost driver settings within Aria Operations.
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* Reviewing Cost Driver Settings: Explore cost driver settings related to server hardware, network resources, and labor.

* Customizing Cost Calculation Settings: We will learn how to customize cost calculations by editing the cost drivers

Note: SDDC costing is out-of-the box with VMware Aria Operations. There is no integration required with the old vRealize Business for
Cloud.

Cost Drivers SETTINGS .

Cost Drivers Cluster Cost Cloud Providers Pricing

<< Back To Cost Drivers

Labor

You can view the total administrative cost for managing physical servers. operating systems and virtual machines.

Edit Mode © Edit for Al
Datacenters
Edit for specific
Datacenter
Summary
US$107.0 <=

Total Monthly Cost

Review the Summary Total Monthly Cost for Labor ($107)

1. Scroll up

2.Click << Back To Cost Drivers

Cost Drivers SETTINGS .

Cost Drivers Cluster Cost Cloud Providers Pricing

<< Back To Cost Drivers

Labor

You can view the total administrative cost for managing physical servers, operating systems and virtual machines.

Edit Mode © Edit for Al
Datacenters
Edit for specific
Datacenter
Summary
US$107.0 <=

Total Monthly Cost
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Launching cost

« Home

° Launchpad JNeal Multi-Cloud Overview JNEal

5 Data Sources > Welcome to VMware Aria Operations

n Environment > Pillars of Operations

& Visualize > Observabilit Capacit =
y @ pacity =2

subleshoat and full . monitor and optimize

2, Troubleshoot >

7~ Optimize >

£ Plan > Applications

& Configure > Business Applications E Applications 333
ddd

Manage and monitor your Manage and Monitor your

1. If you're not on the home page, click Home

2.Click Cost
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About Cost Drivers

mware® HANDS-ON LABS MANUAL | 129



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Cost Drivers: Cost Drivers are the aspect that contributes to the expense of your business operations. Cost drivers provide a link
between a pool of costs. Cost Drivers help you with expense management. There are various cost drivers such as Server Hardware,
Maintenance Contracts, Facilities like real estate, Power and Cooling, Network, Storage, Labour and even licenses like OS, VMware
software, SQL Server etc. You can set a total cost for the License, Labor, Network, Maintenance, and facilities cost drivers in VMware
Aria Operations.

Cost Reference Database: According to the industry standard, VMware Aria Operations maintains a reference cost for these cost
drivers, meaning that Cost Drivers are populated by default using the Cost Reference Database that ships with Aria Operations. If we
modify the reference cost of cost drivers in VMware Aria Operations, we override the values in the reference database.

Launching the Cost Drivers

Cost

{nr / Launchpad / Cost

» Learn more

Cost
Total Cost of Ownership E Cost Drivers ‘
Multicloud cost overview, Manage your expensas using
optimization opportunities and Cost drivers, list prices and
realized savings discounts

EARN MORE

1. In the Cost page, launch the Cost drivers by clicking View
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Hardware Monthly expense

Cost Drivers seTTINGS .

Cost Drivers Cluster Cost Cloud Providers Pricing

Cost Drivers are the expense types used by the VMware Aria Operations to calculate the cost of your vSphere On-Prem/VMware
Cloud Foundation/WVMC On AWS cloud. The total cloud cost is the sum of cost drivers. Changes that are made to Cost Drivers are

reflected only after the next run of the cost engine. You can trigger a manual cost calculation and check its status under
Administration > Cost Calculation Status tab.

Infrastructure Type vCenter ~
IMBPORT
Select Datacenter All Datacenters
Comparisen
Private with
Cloud Cost industry

Driver o“enchma rk industry Benchmark Monthly Expense

Server
— Hardware
Traditional

0.00% —  U5$492.0

Server

Hardware :

Hyper- Mot
Converged Applicable

Us$0.0

Review the monthly expense for the Private Cloud Cost Driver for Server Hardware: Traditional

1. To review the details, click Server Hardware: Traditional
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Cost Drivers SETTINGS

Cost Drivers Cluster Cost Cloud Providers Pricing

<< Back To Cost Drivers

Server Hardware : Traditional

You can view the total cost of servers such as tower, blade or desktop that are associated with all your vCenter Server instances. The
amortized cost of each server hardware is calculated based upon depreciation years and model defined in Cost Settings. Please refer to
Storage tab to enter cost per GB, for datastores

Edit Mode © Edit for Al o

Datacenters
Edit for
specific
Datacenter
Summary
Server Hardware Cost by Server Configuration Total Number of Servers

Server Group Description No. of Servers v Monthly ¥
Cost
\g’ > VMware, Inc. VMware7.1 Intel(R) Xeon(R) Gold 6230R CPU @ 2.10GHZ 2.1GHZ 1 Sockets 42GE RAM 1 Us$98.47
> VMware, Inc. VMware7.1 Intel(R) Xeon(R) Gold 6230R CPU @ 2.10GHz 2.1GHz 1 Sockets 16GB RAM 3 US$295.41
> VMware, Inc. VMware7.1 Intel(R) Xeon(R) Gold 6230R CPU @ 2.10GHz 2.1GHz 1 Sockets 52GB RAM 1 US$98.47
Total US$492.35

The summary shows that we have 5 servers costing US$ 492,-/month. The server details and Monthly cost is per server type. Observe
the number of each server type.

1. We will Edit the settings for all datacenters

2.Click ">" to expand
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Review the costs per server

v VMware, Inc. VMware7.1 Intel(R) Xeoﬁold 6230R CPU @ 2.10GHz 2.1GHz 1 Sockets 16GB RAM 3 US$295.41

You have altogeth
server

3 Server(s) and any new server(s) with identical configuration will use values under the highlighted row.
Reference values are ( Purchase Date : 1/1/2022, Purchase Type : Owned, Reference cost : US$5.91K )

uup out of which O Server(s) are customized for purchase date, purchase type or cost per

Number of Servers Purchase Date Purchase Type (D) Cost Per Server Purchase Cost Monthly Cost Remove

3 Server(s) oo & owned . US$ 590821 US$17.72K US$295.41 NA

+ ADD COST PER SERVER One or more servers from batch can be selected to assign custom purchase cost

1. As you can see we have 3 servers of identical configuration. Click on either of the links 3 Server(s)

Reviewing which servers

Server Group Description No, of Servers v Monthly Cost
VMware, Inc. VMware?7.1 Intel(R) Xeon(R) Gold 6230R CPU @ 2.10GHz 2.1GHz 1 Sockets 42G8 RAM 1
VMware, Inc. VMware7.1 Intel(R) Xeon(R) Gold 6230R CPU @ 2.10GHz 2.1GHz 1 Sockets 16GE RAM 3

You have altogether 3 Server(s) in this group out of which O Server(s) are customized for purchase date, purchase type or cost per

server.
3 Server(s) and any new s{ . Il use values under the highlighted row.
Reference values are ( Pur " |: Owned, Reference cost : US$5.91K )
Number of Servers A" Se rvers Purchase Type (@ o Cost Per Server

3 Server(s) = esx-03a.corp.vmbeans.com B ‘
» esx-0da.corp.vmbeans.com B Owned us$ 5908.21

= gsx-05a.corp.vmbeans.com

+ ADD COST PER SERVER —UNE Or mMore servers Trom oatch can be selected to assign custom purchase cost

The 3 servers Servers in this group with identical configuration in our domain corp.vmbeans.com are esx-03a, esx-04a, and esx-05a.

1. Click the Purchase type Owned
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Get back to all Cost Drivers

Cost Drivers  SETTINGS i,
Cost Drivers Cluster Cost Cloud Providers Pricing

<< Back To Cost Drlvers e \°,‘

Server Hardware : Traditional

You can view the total cost of servers such as tower, blade or desktop that are associated with all your vCenter Server instances. The amortized cost of each
server hardware is calculated based upon depreciation years and model defined in Cost Settings. Please refer to Storage tab to enter cost per GB, for datastores.

Edit Mode © Edit for Al
Datacenters
_ Edit for specific
Datacenter
Summary
Server Hardware Cost by Server Configuration Total Number of Servers
Server Group Description No. of Servers v Monthly Cost T
> VMware, Inc. VMware7,1 Intel(R) Xeon(R) Gold 6230R CPU & 2.10GH2 2.1GH2 1 Sockets 42GB RAM 1 US$9B.47
v VMware, Inc. VMware7,1 Intel(R) Xeon(R) Gold 6230R CPU @ 2.10GHz 2.1GHz 1 Sockets 16GB RAM 3 Us$295.41

You have altogether 3 Server(s) in this group out of which 0 Server(s) are customized for purchase date, purchase type or cost per
server

3 Server(s) and any new server(s) (NGRS ERTSIRRSRIIIENEE Wil use values under the highlighted row.

Reference values are ( Purchase Date :1/1/2022, Purchase Type : Owned. Reference cost : US$5.91K )

Owned

Number of Servers Purchase Date Cost Per Server Purchase Cost Monthly Cost Remove
Leased

3 Server(s) . . & Owned US$ 5908.21 US$17.72K US$295.41 NA

The Server Hardware cost driver tracks all the expenses for purchasing of hardware servers that are part of vCenter Servers. You see
the server cost based on CPU age and server cost details. Observe that we can have leased servers, not just owned servers.

Note: We could have selected an individual server from the server group and specified the unique cost for each individual server

1. Scroll to the top
2.Click << Back To Cost Drivers
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Launch Network Cost Driver Settings

Cost Drivers Cluster Cost Cloud Providers Pricing

Cost Driver benchmark Industry Benchmark Monthly Expense ~
Server

- Hardware :

- Traditional 0.00% Us$492.0
Server
Hardware :
Hyper-
Converged Mot Applicable Usso0.0
Storage 0.00% us$83.0
License 0.00% Us$320.0
Applications Mot Applicable ussno
Maintenance 0.00% Uss$250.0

- Labor 0.00% Us$85.0
Network 0.00% Us$300.0

1. In the Cost Drivers page scroll down to the bottom

2.Click Network
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Changing 10 Gbit costs

Cost Drivers Cluster Cost Cloud Providers Pricing

Summary

US$900.0 =

Total Monthly Cost

| EDIT FOR INDIVIDUAL SERVERS |

© Edit the total monthly cost per Network Interface Controller

1 Gigabit MIC ° Uss 45 (Reference Cost: US$45, Count: 0 )
10 Gigabit NIC \"'/ uss  2sq (Reference Cost : US$90, Count: 10 ) *
25 Gigabit NIC Uss 135 (Reference Cost : US$135, Count: O)
40 Glgablt MIC us$ 180 (Reference Cost : US$IBO, Count : O )
100 Gigabit NIC Uss 225 (Reference Cost - US$225, Count: D)

} Enter the menthly expense of all networks assoclated with the clouds

Total Monthly Cost usg o

2/

‘ SAVE

Observe that we have ten 10 Gigabit NICs and the Total Monthly Cost is $900
At the moment, Maybe as suggested, a 10 Gigabit NIC can cost a reasonable price of $90. But in our organization, our gigantic gigabit

switches are the best of breed so it is necessary to use high-end premium NICs with top-notch features for professional use and
businesses. These are super expensive at $250 each.

1. Change the price from 90 to 250
2.Click Save
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After the change

<< Back To Cast Drivers

Network ~

You can view the total cost of physical network infrastructure that includes internet bandwidth, which is estimated by count and
type of network ports on the ESXi Servers.

Edit Mode © Edit for Al
Datacenters
} Edit for

specific o
Datacenter A A

Summary

US$2.5K

Taotal Manthly Cost

[ EDIT FOR INDIVIDUAL SERVERS

° Edit the total monthly cost per Network Interface Controller

1 Gigabit NIC UsE 45 (Reference Cost : USE45, Count : 0}

10 Gigabit NIC uUsg 250 (Reference Cost: US$90, Count ;10 )

AE el RIS Ly e fiadacnnan Cank o § IEFINE Facmd s

Notice that our ten 10 Gigabit NICs cost $250/each and we have a Summary of US$2.5K as Total Monthly Cost

1. Scroll up

2.Click << Back To Cost Drivers
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Network Cost Driver Result

Maintenance 0.00% Us$250.0

Labor 0.00% UsS$85.0

177.78% h_4
MNetwork More “_- 0 Us$2.5K

Facilities 0.00% Us$385.0 -

1. Again Scroll down (scrollbar not visible)
Notice the "drift" from the reference value. For Network, we cost 177.78% more than the reference value because of our fancy

NICs.
2.Click Labor
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Changing Labor Values

Cost Drivers Cluster Cost Cloud Providers Pricing

° Enter detailed cost of labor
Category

v  Operating System
Monthly hours of labor per Linux Instance
Labor hourly rate
Manthly hours of labor per Windows Desktop Instance
Labor hourly rate
Meonthly hours of labor per Windows Server Instance

Labor hourly rate

v Servers

EDIT FOR INDIVIDUAL SERVERS

Monthly hours of labor per server

Labor hourly rate
v Virtual Infrastructure/ VM

Monthly hours of labor per VM

Labor hourly rate

Total Monthly Cost uss o

vmware

Calculated By Total Monthly Cost

Hourly Rate

(Reference value: 0.04)

(Reference Cost: US$35.12)

(Reference valus 0.04)

(Reference Cost: US$35.12)

(Reference value: 0.04)

(Reference Cost: US$35.12)

Hourly Rate L

hours  0.08 (Reference value: 0.08)

(Reference Cost: US$35.12)

Hourly Rate

(Reference value: 0.04)

(Reference Cost: US$49.4)

Enter total monthly labor cost for servers, virtual infrastructure and operating system
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Within our organization, we possess a group of individuals who specialize in hardware management and boast exceptional proficiency
in vSphere, surpassing the capabilities of VI Admins. Among our pool of employees, there is an abundance of expertise in the Windows
operating system; however, we face a significant deficit in Linux knowledge. Consequently, our administrators frequently resort to
online searches for resolving Ubuntu-related queries. The scarcity of Linux knowledge within our organization results in higher labor
costs associated with Linux expertise. In contrast, expenses related to other areas remain comparatively lower. This discrepancy arises
due to the need for additional time and resources allocated by our administrators to research and resolve Ubuntu-related issues,
resulting in increased expenses.

1. Change the Monthly hours of labor per Linux Instance from 0.04 to 0.08

2.Change the Linux Labor hourly rate to 40

3.Change the Monthly hours of labor per Windows Desktop Instance from 0.04 to 0.02

4.Change the Monthly hours of labor per Windows Server Instance from from 0.04 to 0.02

5.Change the Monthly hours of labor per VM from 0.04 to 0.03

6.Change the Virtual Infrastructure/ VM Labor hourly rate from 49.4 to 45

7.Click Save

Review Summary
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Advantageous hardware acquisition

Cost Drivers SETTINGS

Cost Dirivers Cluster Cost Cloud Providers Pric

Cost Drivers are the expense types used by the VMware
is the sum of cost drivers. Changes that are made to Cost
Administration > Cost Calculation Status tab.

Infrastructure Type yCenter ~

IMBORT |

Comparison with
— Private Cloud Cost industry
I_l Difiver benchmark

Server Hardware
[ Traditicnal 0.00%

Server Hardware :
[ ] Hyper-Converged Mot Applicable

Our company has recently secured a highly favorable hardware acquisition deal, obtaining servers at a significantly reduced cost. Based
on our procurement purchase order, it appears that the price paid for each server was approximately 15% lower than the prevailing
market price. In line with this, our finance department has requested that these cost savings be accurately recorded in our cost
database. Consequently, it is necessary for us to update the current pricing information with the new values reflecting the revised and
reduced costs.

1. To Enter new values click Server Hardware : Traditional
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Entering 15% less

Cost Drivers Cluster Cost Cloud Providers Pricing

<< Back To Cost Drivers o

Server Hardware : Traditional

You can view the total cost of servers such as tower, blade or desktop that are associated with all your vCenter Server instances. The amortized cost of each server
Please refer to Storage tab to enter cost per GB, for datastores.

Edit Mode © Edit for All
Datacenters

) Edit for specific

Datacenter
Summary
Server Hardware Cost by Server Configuration Total Number of Servers
Server Group Description No. of Servers

VMware, Inc. VMware7,1 Intel(R) Xeon(R) Gold 6230R CPU @ 2.10GHz 2.1GHz 1 Sockets 42GB RAM
VMware, Inc. VMware7 1 Intel(R) ¥Xeon(R) Gold 6230R CPU @ 2.10GHz 2.1GHz 1 Sockets 16GE RAM

Mware, Inc. VMware7.1 Intel(R) Xeon(R) Gold 6230R CPU @ 2.10GHz 2.1GHz 1 Sockets 52GB RAM

You have altogether 1 Server(s) in this group out of which O Server(s) are customized for purchase date, purchase type or cost per
server.

1Server(s) and any new server(s) with identical configuration will use values under the highlighted row.

Reference values are ( Purchase Date : 1/1/2022, Purchase Type : Owned, Reference cost : US$5.91K )

Number of Servers Purchase Date Purchase Type (D Cost Per Server

1Server(s) ov/e i owned Uss 5022 o

+ ADD COST PER SERVER One or more servers from batch can be selected to assign custom purchase cost

o
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In our environment our default Purchase cost pr server is $5908.21 each.
15% of $5908.21is approx. $ 886,2315, and If we subtract the 15% from the original price we get an approximate Cost Per Server:
$5022,- which will be our new Cost per server value.

1. For each of the three server group descriptions, click the ">" to expand

2.Change the Cost Per server to 5022

3.Click Save

Note: Do this for all three!

4.When you have done all three, click << Back To Cost Drivers

Cost Summary

— Comparison with industry
Private Cloud Cost Driver benchmark Industry
|
Server Hardware :
Traditional 15.00% Less 0
Server Hardware : Hyper-
Converged Not Applicable
Storage 0.00%
License 0.00%
Applications Mot Applicable
Maintenance 0.00%
|
- Labor 25.93% More 0
|
Network 177.78% More 0

As you can see from the summary, our hardware now costs 15% less than the industry standard, and our Labor costs and network costs
are higher than the reference value.
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Pricing and Calculation

Financial Accounting Model: Depreciation

Cost Drivers sewwcssl o
N/

Cost Drivers Cluster Cost Cloud Providers Pricing

Cost Drivers are the expense types used by the VMware Aria Ops¢
AWS cloud. The total cloud cost is the sum of cost drivers, Chang
can trigger a manual cost calculation and check its status under A

Infrastructure Type vCenter «

IMPORT

Camparisan
Private Cloud with industry
L Cost Driver benchmark

Depreciation is like splitting the cost of a pricey item, like a server, over the years it's used. Instead of saying we spent all the money in
year one, we spread the cost over its lifespan. Each year, we "use up" some of the server's value. It's like slicing a cake over several
days, so everyone gets a piece when they want it. This gives a better picture of yearly expenses, reflecting when we're actually using the
server.

1. To edit these values, on top, Click SETTINGS
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Updating Cost Settings

Cost Settings - Financial Accounting Model 7 X

Infrastructure Type vl enter

To compute the amortized cost of the Server Hardware cost driver, you can C‘G\"I.’.‘ﬂh‘."&' the
deprecialion method and the deprecialion period.

Depreciation years 3 |

(_) Max of Double or Straight

Depreciation model

CANCEL SAVE |

We buy a server for $6,000. We expect it to last for 3 years, and after that, it will have no resale value (salvage value) meaning that after
3 years, the server's book value is $0, which matches its expected resale value. Using the straight-line depreciation method, we
calculate the annual depreciation:

(Cost of Server - Salvage Value) / Useful Life in Years
= ($6,000 - %$0) / 3
$3,333 per year

1. Change the Depreciation Years to 3
2.For the Depreciation model, Choose Straight Line

3.Click Save
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Cost Calculation

€ Administration
@]
{s Home A
S s 597* Access Control @ Authentication Sources — Certificates D Licensing
= ove and manage Define connections to external R import and view authenti Add additional licenses and manage
ns for users, roles and authentice ources like LDAP certificate contents license groups
Ih Envircnment > aroups and viDM
Gl Visualize > - .
E Log Forwarding [D] Cluster Management @ Collection Status b Content Management
os
=> configure self-mx ng logging Manage the VMware Aria . Monitor, visualize and troubleshoot Import, export custom and Out-of-
2, Troubleshoot > pecily targets for cutbound and nodes of existing eollecters the-box content.
ogs
# optimize >
Ig_,_ Orphaned Content @ Physical Data Centers Jhes {é} Global Settings Icons
o
2 Plan > *=* Find. assign, take cwnership or ca a Var ettings applied to the Add, remove and manage custom
i tent created by deleted associated ¢ produc icons.
user:
& Configure >
1=y Audit Recent Tasks Dynamic Threshelds Cost Calculation
] Automation Central v
Generate an audit report Review recent activity acress the Recalculate dynamic thresholds on Re-tun all cost calculations.
’ #o] Administration v
Cost Reference Database / Support Logs Redescribe Support Bundles
Developer Center ﬁ\ = = (‘-E!\r C—) Pee
== The reference database supples Browse, search and find across all Reload adapter definitions from Review recent activity across the
defaust values for cost calculations e progucT's logs descrpexmi system,

Sometimes it is necessary to run a manual cost calculation to see the impact of changes immediately, rather than waiting for the next
automatic calculation cycle. For example when we have updated the cost settings, Changes in Pricing and / or If you need to generate a
report or dashboard immediately. Aria Operations runs these calculations periodically in an automated fashion but manual calculations
gives you flexibility and control over your cost analysis process.

1. Click Administration

2.Click Cost Calculation
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Running a manual Cost Calculation

Cost Calculation

{nl / Administration / Cost Calculation

Calculation progress: 0% Calculation: Completed

l Start time: 7/11/23 2:00 PM
o Finish time: 7/11/23 2:13 PM

Calculation completed on 1 out of 1 DCs (failed 0)
Mext calculation planned for: 7/12/23 2:00 PM

Notice when the cost calculation had a last automatic run. Notice that the cost calculation took approximately 13 minutes to run. In
normal production cases, this means it's coffee time.

1. To run a Cost Calculation manually, Click RUN

Cost calculation results

Cost Calculation o
{nr / Administration / Cost Calculation \\_/

Calculation progress: NINENEGEGEE 53% Calculation: In Progress
Start time: 712/23 717 AM
Finish time:; -

Calculation completed on 0 out of 1

1. To refresh the progress of the calculation, click the refresh button on top

Note: You don't have to wait for it to finish, unless you need more coffee or a BIO break, so let's move on..
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Start from home

« Home

‘ N o Launchpad JW  Multi-Cloud Overview 3Nl
| Home —

53 Data Sources > Welcome to VMware Aria Operations

Ik Environment > Pillars of Operations @

M Visualize > Observability @ Capacity I?,L
=

Monitar, Troubleshoot and full r and aptimize

billty across your Mware clouds

Troubleshoot >

ENEnts and in public cloud showback and chargeback

P

Optimize »

1. Click Home

2.Click Cost
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Price Rate Card

Cost

{n / Launchpad / Cost

» Learn more

Cost
Total Cost of Ownership E Cost Drivers
Multiclowd cost overview, Manage your exg
optimization opportunities and Cost drivers, list §
realized savings discounts
VIEW LEARMN MORE VIEW LEAI

Price o
-
Rate Card

Define rate cards o chargeback
your tenants or application
teams

VIEW LEARM MORE

1. On the Cost page under the Price heading, click VIEW on the Rate Card
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New Pricing card

Cost Drivers

Cost Drivers Cluster Cost Cloud Providers Pricing

[ NEW PRICING CARD ] o
4

(D There are 1 pricing policies that are discovered to be created from external systems. They can be managed from their
respective interface (VMware Aria Automation, VMware Aria Operations Tenant App, etc..).

A rate card is a document that outlines the pricing structure of the company services we offer. The purpose of a rate card is to provide
"clients" or "consumers" with a clear understanding of the costs associated with specific services. By adding a Price Card we can
produce a Provider-Price, that will be the Consumer-Cost.

1. To get started, Click NEW PRICING CARD
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Pricing, Name and Description

Add New Pricing Card ?7 X
Name and Description
Name and Description Mame:= I Default lﬂ'Ul'mDﬂ‘dS I
Basic Charges Rate card for NON- Aria Automation
Description: waorkloads
Guest O5s
\ Default for unassigned workloads? ||
Tags

Cwerall Charges

Assignments

The pricing card can be cost-based or rate-based. We will customize the cost-based pricing card as per our requirement. Then we will
assign the pricing card to our vCenter rather than to our Clusters, but maybe companies would have another pricing strategy in real life.

1. Enter the Name: Default Workloads
2.Enter a Description: Rate card for NON- Aria Automation workloads
3.Select Default for Unassigned Workloads

4.Click Next

Note: This Default pricing card will apply to all vCenter resources which do not have a direct cost policy assigned to them.
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Pricing, Basic Charges

Add New Pricing Card ?2 X
Basic Charges (I)

Mame and Description

Cost or Rate based?: Cost (O Rate
Basic Charges
CPU Cost: ifactor)
Guest OSs
Memory Cost: 1.35 (factor) | /
| 4
Tags Storage Cost (factor) o
L ° 4
Owerall Charges Additional Cost 125 (factor) o
Assignments =

CAMNCEL

BACK ] NEXT

NOTE: The factor entered here is multiplied with the cost calculated as a derivative of cost drivers.

1. CPU costs are fair, so we will add a factor: 1.05

2.0ur Company got really high memory costs, so we will add a factor: 1.35

3.0ur storage costs are very low, so we will add a factor: 0.9

4. Any Additional Cost, such as DRaaS (Disaster Recover as a Service) gives a factor: 1.25

5.Click Next
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Pricing, Adding Linux Expenses

Add New Pricing Card ? X

Guest 05s (1) o
i Guest OS5 Name: I Ubuntu Linux (64-bit) I\"'/
Basic Charges Base Rate: Uss o

Charging Period: p- j
Guest OSs | ‘

o SAVE ﬂ] CANCEL | @/
Tags b4
Guest O5 Name Rate Charging Pericd

Overall Charges
No Data Available
Assignments

CANCEL

The scarcity of Linux knowledge within our organization results in higher costs associated with Linux expertise due to the need for
additional time and resources allocated by our administrators to research and resolve Ubuntu-related issues, resulting in increased
expenses (assumed $100/day)

Currently we have just two OS types, "Microsoft Windows Server 2019 (64-bit)" and "Ubuntu Linux (64-bit)"
1. Enter the exact Guest OS Name Ubuntu Linux (64-bit)
2.Enter Base Rate: 100

3.Enter Charging Period: Daily
4 .Click Save

mware® HANDS-ON LABS MANUAL | 153



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Pricing, Adding Windows expenses

)
o

Add New Pricing Card

Guest 05s ()

Mame and Description o
| el

Guest O5 Mame IMl:\rnsnﬂ‘ Wirt;]nws Server 2019

Basic Charges Base Rate: USHRS |

Charging Period aily o
Guest OSs  — \ -

—0 ~
Tags

Guest OS5 Name Rate Charging Period

S

Overall Charges
Ubuntu Linux (64-bit) US$100 Daily
Assignments

CANCEL BACK

The abundance of Windows knowledge within our organization results in a rather low costs associated with Windows expertise resulting
in lower expenses (assumed $5/day)

1. Enter the exact Guest OS Name Microsoft Windows Server 2019 (64-bit)
2.Enter Base Rate: 5
3.Enter Charging Period: Daily

4.Click Save
5.Click NEXT
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Pricing, Tags
Add New Pricing Card ? 3%

Tags (D)

Name and Description
Tag Category:

Basic Charges Tag Value:
Charging Method:

Guest OSs
Bass Rale U"S

Tags T

Overall Charges Tag Rate Charging Method

Assignments No Data Available

Some of our VMs are tagged with "oracle" or "mssql" under a tag category "db" to indicate that a rather expensive database is running
on top of the VM. resulting in a higher expense for installation, meaning a one-time expense. For Oracle this expense is $500 and for
MSSQL it is $100

1. Under Tag Category, Type db

2.Tag value, type oracle

3.Charging method, Choose One Time

4.Base Rate type 500

5.Click SAVE

Note: actually no VMs are tagged in vSphere, but in the future they will be tagged in vSphere by the application owners
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Pricing, MSSQL Tag

Add New Pricing Card ?7 X

Tags @ o
W

Name and Description
Tag Category: o

Basic Charges Tag Value:
Charging Method: ne imefl | ]
Guest OSs -4
Base Rate: Uss \ J
—e
Overall Charges D Teg e PR
Assignments ! dboracle US$500 Once One Time

CANCEL BACK

1. Under Tag Category, Type db

2.Tag value, type mssql

3.Charging method, Choose One Time
4.Base Rate type 50

5.Click SAVE

6.Click NEXT
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Pricing, flat charges

Add New Pricing Card 7 X

Overall Charges (T)

Name and Description o .
VM setup charges: UsH N 4 ’
Basic Charges o
Guest O5s Recurring: \"./ “ Monthly
Tags
Overall Charges

Assignments

CANCEL BACK

These Overall Charges are flat charges that are applied to all VMs that match this policy. We charge $100 extra to set up a VM, and a
little extra $10 monthly.

1. Under VM Setup charges, type 100
2.Under Recurring type 10
3.Click Next
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Pricing, Assignments

Add New Pricing Card ? %

Assignments

Name and Description Policy Assigned To:

Basic Charges vCenter: vcsa-0la.corp.vmbeans.com
Guest 0Ss ADD o
Tags Name Type

Overall ChﬂrgES Mo Data Available

Assignments

CANCEL BACK FINISH

Almost Done! We can assign the new pricing card to vCenters and Clusters. We will assign our pricing to anything in our vCenter.

1. Under Policy Assigned to, select vCenter

2.Select the vCenter we want to apply the pricing card vcsa-0la.corp.vmbeans.com
3.Click ADD

4.Click FINISH
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Pricing Card Result

Cost Drivers .

Cost Drivers Cluster Cost Cloud Praviders Pricing

I HEW PRICING CARD

(1) There are 11 pricing policies that are discovered to be created from external systems. They can be
managed from their respective interface (VMware Aria Automation, VMware Aria Operations Tenant
App, etc..).

Default workloads (Default)

Description Rate card for WOMN- Ar.
Workloads 1
Policy Cost Based

EDIT DELETE

Notice that there are pricing policies other than our policy coming from workloads deployed by Aria Automation. These Pricing cards or
Rate cards for those workloads are all handled by Aria Automation.
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Cost Calculation

€ Administration

(¥ Home

£ Data Sources > ﬁr@“ Access Control

E Create. ove and manage

permissions for users, roles and
M En > groups.
Ol Visualize > -
E Log Forwarding

=¥ Configure self oring logging

2, Troubleshoot > and specily targets for cutbound

ogs,

7 >
. Orphaned Content
= Plan > assign, take ownership or
rd content created by delsted
us
& configure >

Central

N E\ Cost Reference Database
Developer Center i)

= The reference database supples
defaut values for cost calculations.

1. Click Administration

2.Click Cost Calculation

vmware

Authentication Sources

Define

nnections to external
sources like LDAP

Cluster Management
Manage the VMware Aria
sters and nodes.

Operations chus

Physical Data Centers Jhee

cal data centers and

Recent Tasks

Review recent activity across the
system.
Support Logs

Browse, search and find across all
tne product’s logs.

®

Certificates

Import and view

certificate cos

Collection Status

Monitor, visualize and trou

the status of existing collecto

Global Settings

Vario

ettings applied to the

O

Licensing

Add additional licenses and manage

license groups.

Content Management
Import. export custom and Out-of-
the-box content.

Recalculate dynamic thresholds on

Dynamic Threshelds

demand.

Icons

Add, remove and manage custom
icons.

Cost Calculation

Re-run all cost calculations.

Redescribe
Reload adapter definitions from
descADE Xl

HANDS-ON LABS MANUAL |
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Support Bundies
Review recent activity across the
system

Changes in Pricing means it is necessary to run a new manual cost calculation to see the impact of changes immediately, rather than
waiting for the next automatic calculation cycle.
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Running a manual Cost Calculation

Cost Calculation

{nl / Administration / Cost Calculation

Calculation progress: 0% Calculation: Completed
Start time: 7/11/23 2:00 PM

\__/’ Calculation completed on 1 out of 1 DCs (failed 0)

Mext calculation planned for: 7/12/23 2:00 PM

1. To run a new manual Cost Calculation, Click RUN

Cost calculation results

Cost Calculation o
{n1 / Administration / Cost Calculation "'\.__/
Calculation progress: NG 53% Calculation: In Progress
Start time: 712/23 717 AM

Finish time: -

Calculation completed on O out of 1

1. To refresh the progress of the calculation, click the refresh button on top

Note: You don't have to wait for it to finish, let's move on..
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Showback

Showback offers a transparent representation of resource usage costs, enabling stakeholders to understand and optimize their IT
investments.

Showback as a mechanism allows us to give god visibility of the usage and costs of resources and services utilized by various
departments, business units or projects. Showback is not Chargeback or billing, so we use it to promote responsibility and
accountability.

With Showback we demystify resource consumption, and it gives us awareness around the use of IT resources.

Cost and Showback

Pricing

Cards Chargeback

(vRops)

Cluster and
Datastore - - Showback
Base Rates

Cost
Drivers

Quantifying costs and implementing showback practices are vital in cloud-based IT environments. Continuously analyzing running VM
costs and implementing showback practices optimize resource allocation, improve cost-efficiency, and promote transparency in cloud-
based IT environments.
1. Cost Analysis: Cost refers to expenses incurred in running VMs within the cloud, particularly in laaS (Infrastructure as a
Service.) Costs can be based on utilization or allocation of resources.
2.Showback: Reveals VM costs to enhance transparency and accountability. It provides cost visibility, fosters transparency and

accountability, and facilitates informed decision-making.
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Price and Chargeback

.. s 3
Pricing
Cards ®» Chargeback
(vRops)
—
Cost Cluster and [ )
: Datastore - P Showback
Drivers
Base Rates
—

Accurately determining prices and implementing chargeback processes are crucial for billing customers based on their virtual machine
(VM) usage.

Price: Price represents the amount charged to customers for utilizing a VM. The price of a VM most often differ from its actual
operational costs, as additional charges or profit margins (up-charge) is included. Price considerations are often specific to VMs, and
customers are typically billed on a monthly basis.

Chargeback: Involves generating a bill for customers based on the determined price for their VM usage. The bill should include a
breakdown of the charges associated with each VM, reflecting the price per month.

Go to Cost
«  Home
Launchpad JNeWl Multi-Cloud Overview JNeal

# Home -
53 Data Sources > Welcome to VMware Aria Operatio
[ Environment > Pillars of Operations o
g Visual
0o Visualize > Observability @ Capacity |Egy| Cost T

Monitor, Troubleshoot and full- Assess, monitor and optimize Manage, plan and Optimize your ==
€, Troubleshoot ® 5 stack observability across your c VMware clouds, Infrastructure Cost & Price for

cloud environments an-premises and in public cloud showback and chargeback

Manage, plan and Optimizi

- hargaback
# Optimize > —_—
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1. From the Home page Click Cost

Start Showback

Cost

{n / Launchpad / Cost

» Learn more

Cost
Total Cost of Ownership E‘ Cost Drivers Cost Analysis AlLA Cost Optimizatio
e
Multicloud cost overview, Manage your expenses using Analyse cost and price metrics Get quantified Cost op
optimization opportunities and x drivers, list prices and for your objects, groups, recommendations and
realized savings discounts apphcations, tenants elc savings
VIEW LEARN MORE VIEW LEARN MORE VIEW LEARN MORE VIEW LEARN &

Price o
h_4
Rate Card

Define rate cards to chargeback
your tenants or application

teams

VIEW LEARN MORE

Showback/Chargeback

Machine Cost

Showback - Virtual = Showback - Chargeback ROI Analysis —
& [ ° © @

Container Cost

1. From the Cost page, under the Showback/Chargeback heading, Click Showback - Virtual Machine Cost

vrr‘ware® HANDS-ON LABS MANUAL | 164



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Find the right object

vimw VMware Aria

« o « || Showback (VM Cost) @ ACTIONS ~
(- 1K (1)

Dashboards
iy Home About this Dashboard (Expand to View)
{fr Home
3 Data Sources > £ Manage Select a Group Cost Summary
4+ Create =
R ‘ 57

[[ﬁ. Enviranment b3
Object Typ Projected Cost

Name
Q,
B visualize v @/ I'JSphere World ».vEp-\lre Potential Savings

» 9f Favorites

VME World VIO W Month To Date Ct
Dashboards » 0 Recents
. s B1 Al Development Virtual ¥
Views
Mamespaces Virtual &
Reports
Discovered virtual machine Virtual &
% Troubleshoot & b Templates Virtual k
. Workloads Virtual N
#  Optimize > Members of the

HOL Infrastructure Virtual ¥

Let's make things more visible and take a closer look by selecting all objects in vSphere from the Group Selection list

1. Click the Collapse Icon <<
2.Click the Collapse Icon <<

3.Select vSphere World
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Showback, expand cost trend

Showback (VM Cost) @  ACTIONS « % o<
About this Dashboard (Expand to View)
Select a Group Cost Summary (This Month) e VM Cost Distribution (Top 100) Potential Savings (Top 10) s
- e _20
£ 8- BlE e - 57 e 16 (114%) F]
2 S
Name Object Type 4 Projected Cost 1,413.11 US$/Month 20078 — é B
34243%) < 431(30.78%) H
vSphere Worid vSphere World Potential Savings 2688 US$ . En -
3
VMC World VMC World Month ToDate Cost ~ 524.46 USS s4@as%) §
63 4.49%) gs
Deve ent Virtual Machi Folde i
elopment irtual Machine Folder sa(asen i, o o o
Namespaces Virtual Machine Folder oo & 2
4 @15%) ) - 157 M2%) It &
Discovered virtual machine Virtual Machine Folder S—— \ 3 &
149 (10.63%) &
Templates Virtual Machine Folder ! "
Workloads Virtual Machine Folder
Members of the Group (Select to View Trend)
HOL Infrastructure Virual Machine Folder ~ _
P B IBIE O % 0 o :
veLs Virtual Machine Folder
Name Deletion Time Month to Date Cost Projected Cost vePUs Memory Disk Space Creation Date
HOL Project Project
aria-ops 48.08 USS 1814 USS 114.64 USS/Month 4vCPUS 1668 290.09 GB May 6.2023 at 12]
identity-manager Organization
aris-ops-cp - 2122088 874USS 50.6 USS/Month 2vCPUs 868 220868 May 12, 2023 at 9
Organization Organization
igentity-manager 2683UsH ouss 63.97 US$/Month 6 VCPUS 1068 10.09GB May 6.2023 3t 10
VSAN Datastores Environment
windows-0010 = 1223U88 ouss 29,16 US$/Month 2vCPUs 168 440868 June 19,2023 at 5
Non vSAN Datastores Environment
s 19007 ce guss f2162 Lce psonss o 19ce B -
Operating System Worid Environment
1 19 6119 items Cost Trend of Selected VM ?

1. Sort on Potential Savings (descending) by clicking the header Potential Savings (maybe twice)

2.Select the server windows-0010

3.Click the downwards expand Icon
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Showback Dashboard details

Showback (VM Cost) @ ACTIONS « {? «
Select a Group Cost Summary (This Month) VM Cost Distribution (Top 100) Potential Savings (Top 10)
P.a. B _
f-a-Bi@l> 5 T 16 (114%) H
2
Name Oject Type & Projected Cost 141311 USS/Month waom
I/Spnue wond vSphere worid Potential Savings 26,88 USS o E -
v ey T Month To Date Cost 52446 US$ 54w 3
63 (4.49%) &
Development Virtual Machine Folder 3
64 (456%) 3 . ° ° °
Namespaces Virtual Machine Folder oo 4 <
™ @I 157 M2%)
Discovered virtual machine Virtual Machine Folder o \
e 149 (10.63%)
Templates virtual Machine Folder o
Workloads Virtual Mechine Folder i .
Members of the Group (Select 1o View Trend) 7T ® .
HOL Infrastructure virtual Machine Folder S I, _
e @G 0 OV ED
veis Virtual Machine Folder
Potential Savings 4 Projected Cost vepus Memory  Disk Space VM GuestOS
HOL Project Project R v e N v Us o P .
dentity-manager Organization aria-ops-<cp 2122Us$ 874 USS 50.6 Us§/Month 2vCPUs  BGB May 12,2023 a1 953 ari.  VMwa 1on OS (64-bit)
Organization Organization identity-manager 2683 US$ ouss 6397 US$/Month  6wCPUs  10GB May 6, 2023 2110:3.  ide. ware Photon OS (64-bit)
VSAN Datastores Environment windows-0010 - 1223Us8 ouss 2916 US$/Month  2vCPUs 4GB 44.08G8 June19,2023at 514 WI. Microsoft Windows Server 2019 (64-bit)
Non vSAN Datastores Environment aria-auta - 1B0S7USS ouss 43153 US$/Month  12vCPUs  48GB 294168 May 6, 2023 at 12714, arl. VMware Photon OS (64-bit)
Operating System World Environment
1 9 0119 tems Cost Trend of Selected VM

How to Use the Dashboard

1. Select an object in the Select a Group widget to view the cost of the group. If not already selected, just Select vSphere World

Another Example: Try selecting the Workload1 Cluster, to observe the difference

+ Cost Summary (This Month) shows the month to date cost, potential savings, and projected cost.
* VM Cost Distribution (Top 100) shows the most expensive VMs.

+ Potential Savings (Top 10) shows the VMs ranked by their potential savings.

* Members of the Group (Select to View Trend) shows the cost and configuration of each VM.

+ Cost Trend of Selected VM windows-0010 shows the trend of the VMs cost over time.

When we navigate the dashboard we can leverage the provided information to gain insights into the cost breakdown, potential savings,
and trends related to the VMs in the selected group.

The "Showback (VM Cost)" dashboard is a pre-built tool designed to track and analyze virtual machine (VM) costs. It offers an overview
of the costs associated with VMs in a group, allowing for quick assessment. To enhance cost accuracy, the cost drivers can be edited,
although customization options are only available in the Advanced or Enterprise edition of VMware Aria Operations. This dashboard
provides comprehensive information on VM costs, including total costs, cost distribution by resource groups or subscriptions, cost
trends over time, top VM costs, and analyses based on VM size. Its purpose is to help identify areas of high costs, optimize spending,
and enable informed decision-making to enhance cost efficiency and resource allocation.
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Cost Summary

Cost summary (This Month)

Cost
Projected Cost 1,413.11 US$/Month
Potential Savings 26.88 USS

Month To Date Cost 524 .46 USS

Cost Summary (This Month): In this section, you will find a summary of the cost associated with the selected group for the current
month. It provides an overview of the month-to-date cost, potential savings, and projected cost for the group. This summary gives you
a quick snapshot of the financial aspects of the selected group.
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VM Cost Distribution

VM Cest Distribution (Top 100) & 1 @
16 (1.94%)
|
W W
34 (2.43%) ‘ ‘ - 431(30.74%)
5035w windows-0010 2916 (USS/Month)

207%
(29M1402)

54 (3.B5%)

63 (4.49%)

64 (4.56%)
100 (7.13%)

14 {8.13%) 157 (N.2%)

120 (8.56%)

148 (10.63%)

VM Cost Distribution (Top 100): This section provides a breakdown of the top 100 most expensive VMs within the selected group. It
helps you identify the VMs that are incurring the highest costs. By analyzing this information, you can focus on optimizing the resources
and configurations of these high-cost VMs to reduce expenses. Hovering over, or clicking each "piece of the cake" gives you an

overview over that specific object, in the image we have clicked windows-0010.

vmware
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Potential Savings

Potential Savings (Top 10) & 7 @
@

E_

o

2

é 10 8.74

5

$

-

]

8 o o o

Potential Savings (Top 10): The "Potential Savings (Top 10)" section lists the VMs ranked by their potential for cost savings. It highlights
the VMs that have the highest potential for optimization and cost reduction. By focusing on these VMs, you can identify opportunities to
improve efficiency, right-size resources, or explore alternative cost-effective solutions.

Members detailed breakdown

Members of the Group (Select to View Trend) 2 2 B S
P @G O =B
Name Dele_. Month to Date Cost Potential Savings & Projected Cost vCPUs Memory Disk Space Creation Date VM. GuestOS
ane-ups - 40,0 U3D 10154 USD T DB MU Sverus 1w wo z7uvI o MOY U, £UL3 GU 12 Sl1e VMWEIS PN WS (9S-I
aria-ops-cp - 21.22 Uss 8.74 USS 50.6 US$/Month 2 vCPUs 8GB 9208 GB May 12, 2023 at 9:53.. ari VMware Photon OS (64-bit)
identity-manager 26.83 USS 0 Uss 63.97 US$/Month 6vCPUs 10GB 10.09 GB May 6,2023at10:3..  ide.. VMware Photon OS (64-bit)

X J 63.97 US$/Month A
windows-0010 = 1223 Uss o uUss 2016USSM_—— | 4GB 4408 GB June 19, 2023 at 5:14.. WL, Microsoft Windows Server 2019 (64-bit)
aria-auto - 180.97 US$ 0o uUs$ 431.53 US$/Month 12vCPUs 48 GB 2%4.GB May 6,2023 at12:14... ari. VMware Photon OS (64-bit)

Members of the Group (Select to View Trend): In this section, you can view a detailed breakdown of each VM within the selected group.
It displays the cost and configuration information of individual VMs. You can click on a specific member to access more information
about its cost trend and performance over time, which is the next widget. Notice we've selected windows-0010
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Cost Trend

Cost Trend of Selected VM 2 7 @ S

Apr 24 May 8 May 22 un 5 Jun 19 ul 3

Projected Cost  Month to Date.. Potential Savi..

windows-0010

Cost Trend of Selected VM: This section displays the cost trend over time for the selected VM. It helps you visualize how the cost of a
specific VM within the group has changed over a selected time period. By monitoring the cost trend, you can identify any unusual
spikes, patterns, or anomalies in the cost behavior of the VM, enabling you to take appropriate actions if needed.

Closing Comments

By utilizing these widgets effectively and following the outlined steps, we can effectively navigate the dashboard and gain
comprehensive insights into the cost breakdown, potential savings, and trends related to the VMs within our selected group(s).

Conclusion

By completing this module, we gain the technical knowledge and skills to configure and customize cost settings in Aria Operations to
match our business needs accurately. This empowers our organization to effectively track expenses, optimize resource usage, and make
informed cost management decisions within our IT environments.

You&#39;ve finished Module 5
Congratulations on completing the lab module.
If you are looking for additional general information on Aria Operations, try one of these:

* VMware Product Public Page - Aria Operations: https://www.vmware.com/products/aria-operations.html
+ Aria Operations - Documentation: https://docs.vmware.com/en/VMware-Aria-Operations/index.html
+ Aria Operations - Cost Overview: https://docs.vmware.com/en/VMware-Aria-Operations/8.12/Configuring-Operations/

GUID-79297017-77F1-40C3-930A-90CE5C388362.html
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From here you can:

1. Click to advance to the next page and continue with the next lab module
2.0pen the TABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 6 - Customizing Alerts and Leveraging Notifications (15 minutes) Basic

Introduction
Upon completing this lab, you will be able to:

» Understand Alerts, Symptoms, Recommendations and Actions
* Build a custom Alert Definition
+ Simulate issues in the environment to demonstrate how to customize the alerts

+ Utilize the different ways alerts can be used based on the critical nature or other characteristics of the monitored infrastructure

Log in to Aria Operations

To begin this exercise, we will log in to Aria Operations. If you are not currently logged into any instance of Aria Operations, continue to
the next page, but if you are already logged into Aria Operations, click here to skip ahead.

Open the Firefox Browser from Windows Quick Launch Task Bar

If your browser isn't already open, launch Firefox

1. Click the Firefox icon on the Windows Quick Launch Task Bar

Launch Aria Operations

Iﬂ vCenter = Arnia Autnmatiunl @ Aria Operations I@/; Opera

The browser Bookmarks Bar has links to the different applications that are running in the lab.

1. Click the Aria Operations Bookmark
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Log in to Aria Operations

VMware Aria
Operations”

Aria Operations is integrated with VMware Identity Manager which we will use for user authentication in this lab.

vIDMAuthSource (VMware Identity Manager) should be pre-selected as the identity source. However, if it is not you will choose it.

1. Click the drop-down arrow if vIDMAuthSource is not selected.

2.Click REDIRECT to be taken to the authentication page.
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VMware |dentity Manager Login

)

w

‘Workspace OME™

USErMarnme
holadmin
1':---&

Forgot password?
Change to a different demain

imivare

At the Workspace ONE login screen, use these credentials:

1. username: holadmin
2.password: VMwarel!

3.Click Sign in

vmware
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Aria Operations Home Screen

Home

Lsuncrpsd N Mt-Cloud Overview TNl

Welcome to VMware Aria Operations

wilars of Operations

Observability b5 Capacity % Cost CF\ Compliance F Sustainability @
=) =3 =1

Manage pian st Op

Fan > Applications

Business Applications D Applications

Deveioper Center
nfrastructure

vsphere I~ VSAN NSX w2 Horizon 5 Kubernates .
“_—_‘ ¥ =0 ‘[_._ID &)
VMware Cloud
VMware Cloud o VMware Cloud on ‘("\7:‘ Azure VMware “ Google Cloud @ Oracle Cloud o VMware Cloud on
Foundation = AWS D Solution VMware Engine VMware Solution Dell EMC
Public Cloud

Amazon Web E Microsoft Azure N Google Cloud f)

Services Provider

ntegrations

Automation Central [.'—[] Outbound Plugins E), Content Repository E Developer Center <>

sppicat sorng capastt

You should be at the Aria Operations Home screen and ready to start the module.

Using Symptoms and Alerts to Trigger Recommendations and Actions

Aria Operations Alerts are similar to rules used for years in monitoring critical IT resources. However, previous rule-based systems
tended to be static and difficult to build, deploy, and maintain. Aria Operations leverages built-in analytics and pre-defined content to
provide a dynamic, effective, and scalable approach for identifying and resolving issues in your environment.

For this lesson, we will start by creating a Symptom Definition. Symptom Definitions enable Aria Operations to identify problems with
objects in your environment. These Symptom Definitions will then trigger Alerts when conditions qualify as problems. In this scenario,
the condition to monitor is the high CPU workload on the virtual machine "ubuntu-0008". Creating one or more of the Symptoms
enables them to be added to an Alert Definition. When a symptom is triggered, vRealize Operations will then issue an alert. In this
lesson, we'll go through this in more detail and we'll also show how you can automate certain actions to occur when an alert is triggered
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in VRealize Operations.

Creating Custom Alerts

vmw VMware Aria Operations

{1 Home Q Alert Definitions O Symptom Definitions o
v Create and edit Alert definitions using a N\ Create and edit descriptions of situations \_/
N combination of symptoms and which are NOT normal within your
& Data Sources > recommendations that identify problem areas environment. Use these symptoms in your
in your environment and generate alerts on Alert definitions
B Envionment s which you act to remediate the issues

A

Visualize > '@ Outbound Settings "_—@ Payload Templates

Define and manage outbound notification Custom outbound notification paylcad editor
methods using a vanety of protocols such as for protocols which support custom payloads.

% Troubleshoot ’ SNMP, web hook, network sharing and more
to allow notifications to be dispatched when
# Optimize > . an alert is triggered
& Plan >
& Configure \Q/ v
Policies

Alerts @

Symptom Definitions evaluate conditions in your environment that, if the conditions become true, trigger a symptom and can result in a
generated alert. You can add symptom definitions that are based on metrics or super metrics, properties, message events, fault events,
or metric events. You can create a symptom definition as you create an alert definition or as an individual item in the appropriate
symptom definition list.

1. Click the chevron to expand Configuration if needed to show the configuration options.

2.Click Alerts

3.Click on the Symptom Definitions box .
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Add a Symptom Definition

Symptom Definitions

ﬁ S Alerts Jf Symptom Definitic

Metric / Property Message Ex

1. Click ADD to create a new Symptom Definition.
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Select vCenter Object

Base Object Type D =

» wlenter Adapter 1 "
Symple o AWS Adapter @

Mo m > Loginsight
» Microsoft Azure Adapter

» NSX-T -

1. Click the chevron to show the list of Base Object Types.

2.Click vCenter Adapter which should be the first item in the drop-down list.
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Select Virtual Machine

? & X
Base Object Type (D X
P
Resource Poo =

Tanzu Kubernetes cluster

Canter Carssr
vienter serve

Virtual Machine Folder

viphere Distributed Port Group
vephere Distributed Switch

vEphere World

CANCEL SAVE

1. Scroll down until you see Virtual Machine.

2.Select Virtual Machine.
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CPU Usage Definition

Add Symptom Definition

a)

@ / Alerts / Symptom Definitions / Metric / Property

Virtual Machine : CPU|Usage (%) Static Threshold X Base Object Type Virtual Machine

Name I High CPUI @ Symptom Type Metrics 0 -
S’
ere > ] @) < vese (5
Condition - Criticat \-/ Select Specific OIJ]E

Advanced Settings v oo CPU

. Usage (%)
a\ Cycle \9/ : Cancel Cycle: @

Usage (MH
\:\ EWgluate on instanced metrics Usage average DMy (MHz)

©
©
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Configure the Symptom Definition with the following parameters.

1. Type a metric filter of CPU|USAGE and hit Enter.

2.Double-click Usage (%).

3.Type High CPU for the symptom name.

4. Type 90 as the value the symptom must exceed to be triggered.
5.Set the definition to Critical.

6.Click to expand the Advanced section.

7.Modify the Wait Cycle to 1.

° The Wait Cycle field shows that the trigger condition should remain true for this number of collection cycles before
the symptom is triggered. This means that the symptom is triggered in the same collection cycle when the condition
became true.

8.Modify the Cancel Cycle to 2.

° The Cancel Cycle field shows that the symptom after the trigger condition is false for this number of
collection cycles, after which the symptom is canceled. This means that the symptom is canceled in the same cycle
when the condition becomes false.

9.Click SAVE.
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Alert Definition

vimw VMware Aria Operations

« Alerts

a1 Home Q Alert Definitions f |
- Create and edit Alert definitions using a \"-'/
combination of symptoms and

£+ Data Sources > recommendaticns that identify problem areas in
your environment and generate alerts on which
K Ervionment 5 you act to remediate the issues.
[0 Visualize > F@‘ Outbound Settings
Define and manage outbound notification

methods using a variety of protocols such as
% Troubleshoot » SNMP, web hook, network sharing and mare to
allow natifications to be dispatched when an
alert is triggered

#  Optimize >

= Plan >

£ Configure o
Policies

Alerts I o
=/

An alert definition is comprised of one or more symptom definitions, and the alert definition is associated with a set of recommendations
and actions that help you resolve the problem. Alert definitions include triggering symptom definitions and actionable
recommendations. You create the alert definitions so that the generated alerts tell you about problems in the monitored environment.
You can then respond to the alerts with effective solutions that are provided in the recommendations.

To create Alert Definitions:

1. Click Alerts to go back to the Alerts Main Page.
2.Click Alert Definitions.

mware® HANDS-ON LABS MANUAL | 183



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Add Alert Definition

Alert Definitions

ﬂ:} [ Alerts / Alert Definitions

- 1@

1. Click ADD to create a new Alert Definition.
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Alert Name and Base Object Type

Create Alert Definition

{nt / Alerts / Alert Definitions

1- Alert
Mame High CPU Alert 0
Description

Base Object Type | \Virtual Maching o @ x v

W wenter
| virtual Machine

» Advanced Settings Virtual Machine Fv:'rlé'b-/

This time we will use the find function to get our desired Base Object Type.

1. Type High CPU Alert for the alert name.
2.Click in the Base Object Type search field and type Virtual Machine.
3.Click Virtual Machine.
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Alert Impact Settings
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Create Alert Definition  ( wirtual Machine )

ﬁ / Alerts / Alert Definitions

1-alert (D

Name High CPU Alert

Description

Base Object Type  Virtual Machine

ﬁvanced Settings

Impact Health

Criticality Symptom Based

Alert Type & Subtype  Application : Performance

Wait Cycle

Cancel Cycle 1 ; @

* Schedules

o @ o
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Alert Impact

Alert Impact settings and their definitions are shown below. These settings determine how your alert will be classified and triggered.
Note: The default settings will be used in this scenario.
* The Impact field will categorize the alert as a health, risk, or efficiency problem

* The Criticality field shows how serious the problem is
For Criticality, you can select one of the following values:

+ Info (informational purposes only; does not affect badge colors)

* Warning (lowest level; displays yellow)

* Immediate (medium level; displays orange)

« Critical (highest level; displays red)

* The Alert Type and Subtype fields can be used to classify the alert; an example would be using these fields' information to

route the alert to the appropriate personnel in your organization
Finally, choose settings for your cycle, which are data collection intervals.

* Wait Cycle indicates how many cycles should pass before triggering the alert

+ Cancel Cycle indicates how many cycles without symptoms should pass before the alert is canceled

1. Click the chevron to show the Advanced Settings.
2.Review the Alert Impact Settings. We will be using the default settings, so no changes are needed.

3.Click NEXT.
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Add Symptom to Alert Definition

Create Alert Definition  (virtual machine )

{7 Alerts / Alert Definitions

1- Alert 2 - Symptoms / Conditions 3 - Recommendations 4 - Policies

1. Self - Virtual Machine Defined On Self

X
Symptoms Conaitions (1]

: High CPU

Select Symptom _Metric / Property @ CREATE NEW SYMPT.

If CPUIUsage (%) > 90 trigger (@) Critical

high cpu >
Drag an additional symptom / condition in to your set

Symptom Name +$ Criticality ~Metric Name
\ i [E] @ ® cPuussge®

(4]
NEXT I CREATE CANCEL

PREVIOUS I

1. Click Symptoms to filter the Symptom Definitions to what we created in a previous step.

2.Type High CPU in the filter field and press the Enter key.
3.Drag High CPU to the Symptom Definition section on the left to the workspace as shown above.

4.Click NEXT.
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Add Recommendation

Create Alert Definition  ( virtual machine )

{nl / Alerts / Alert Definitions

1- Alert 2 - Symptoms / Conditions 3 - Recommendations o 4 - Policie:
A

Drag a recommendation into your alert and order them by priority. Add Recommendation | & Create New Recommendation

Draa recommendations into sets to define vour alert.

Recommendations are the remediation options that you provide to your users to resolve the problems that the generated alert
indicates. Now, we will define a new Recommendation for our custom alert based on our organization's policies.

1. Click + Create New Recommendation.
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Custom Recommendation

Create Alert Definition

\

(" virtual Machine |

{7} / Alerts / Alert Definitions

1- Alert

2 - Symptoms / Conditions 3 - Recommendations

Create New Recommendation

Add a description and select an action to your new recommendation. o
Description & \_a/

For Preduction Virtual Machines, please assess the rend and add CPU Rescurces if trend s high. All development
machines are shut down and the developer is notified

Action (Optional)

Adap‘ter TypE @/ m ................................... ﬂ o
-4

| == |
Service Discovery Adapter
Action 4 e
vCenter

VMware Aria Automation

VMware Aria Operations Application
Management Pack

For Production Virtual Machines, please assess the trend and add CPU Resources if trend is high.
All development machines are shut down and the developer is notified.

1. Paste the text shown above into the Recommendation Text area.
2.Click Adapter Type to show the adapter type options.

3.From the list shown, select vCenter Adapter.

vmware
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Set Recommendation Action

Create New Recommendation

Add a description and select & pajate |dle VM

D ioti o Delete Powered Off VM
escription :
a Delete Unused Snapshots for Datastore

For Produdtion Virtual Machines| Delete Unused Snapshots for Datastore |5
machines are shut down and the EXpress

Delete Unused Snapshots for VM

Delete Unused Snapshots for VM

Express

Move VM

Optimize Container
I Power Off VM e

Power On VM \--/
Adapter Type Reboot Guest OS For VM

lmbe o niie Timbiesime T oembniman

Action (Optional)

Action

()

Actions are accessible in several places inside of vRealize Operations. They can link to recommendations for the user to execute after
review, or they can be fully automated to execute when the alert is triggered.

1. Click the down arrow on the Action Menu to show the action options.
2.Select Power Off VM.
3.Click CREATE.
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Save New Alert Definition

Create Alert Definition (" virtual Machine )

)

{2 / Alerts / Alert Definitions

1- Alert 2 - Symptoms / Conditions 3 - Recommendations 4 - Policies
Drag a recommendation into your alert and order them by priority. Add Recommendation @ Create New Recommendation
Drag recommendations into sets to define your alert o b 4
3 Power OFf VM X -4
For Production Virtual Machines, please assess the trend Description Action Defined By = Modified By
and add CPU Resources if trend is high. All development
machines are shut down and the developer is notified it For Production Virtual Machines, please assess the tren Power User holadmin@c
Drop rec ¢

©

|PREVIQUS I NEXT I CANCEL

1. Type production in the filter field and hit Enter.
2.Drag your newly created custom recommendation onto the Alert Definition.

3.Click NEXT to go to the Polices tab.
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Set Effective Policy

Evﬁphere Solution's Default Policy (May 12, 2023 10:12:11 AM)

(1)

CREATE CANCEL

1. Click the checkbox to select vSphere Solution's Default Policy.

2.Click CREATE to create the new Alert Definition.
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Alert List
Alert Definitions ?
(1 / Alerts / Alert Definitions
() x ¥
Name T Adapter Type Object Type Alert Type Alert Subtype Criticality impact Defined By Last Modified Modified By
Fully-automated DRS-enabled cluster n\_/ vCenter Cluster Virtualizatio Performance /a @ Health vCenter 5/6/231237_. admin
I . High CPU Alert vCenter Virtual Application Performance M @ Health User 5/30/231:4 admin I

Verify that the Alert exists.

1. Type High CPU in the Alert Definitions quick filter and then press the Enter key to reduce the Alert Definition list.
2.We can verify that our new High CPU Alert has been created.

Now that our symptoms and alert has been configured, we're ready to test it out!

PuUTTY to ubuntu-0008 VM

1. Click on the PUTTY icon in System tray.
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Start PUTTY Session

% PuTTY Configuration ? X
Category: |

- Session | [ Basic options for your PuTTY session ‘

| TE"" I._ogglning Specify the destination you want to connect to

=) Termina ‘
fhad Host Name (or IP address) Port
- Bel | |22 |
- Features Connection type:

il Vindow @5SSH O Seiadl (OOther: |Telnet v
-~ Appearance : -
Behaviour Load, save or delete a stored session
Translation Saved Sessions
- Colours —

= Connection esx-03a cop vmbeans com ~l 3d
esx-04a corp vmbeans.com o

- S5H ‘ S A - '
Serial nax-mgr.comp.vmbeans com - admin ,._Df'@eg
o Telnet nsx-mgr.corp.vmbeans.com -root ¥
- Rlogin
.. SUPDUP Close window on exit:

(O Aways (O MNever  (® Only on clean exit

(=10~

1. Scroll down on the right hand side of Saved Sessions
2.Click on holuser@ubuntu-0008.
3.Click Open to start the PUTTY session.
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Run CPU Load

#P holuser@ubuntu-0008: ~ - O X
Welcome to Ubuntu 20.04.3 LTS (GNU/Linux 5.4.0-%4—generic x86_64) ~

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Fri 23 Jun 2023 02:15:08 PM UIC

System load: 0.8 Processes: 202
Usage of /: 37.5% of 7.81GB Users logged in: 0
Memory usage: 23% IPv4 address for ensle0: 192.168.110.120

Swap usage: 0%

239 updates can be applied immediately.
180 of these updates are standard security updates.
To see these additional updates run: apt list -—--upgradable

Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your

Internet connection or proxy settings

Last login: Fri Jun 23 13:58:10 2023 from 152_1&8 10

holuser@ubuntu-0008:~5] cat /dev/zero > /dev/nulllf] ' v

We will now redirect dev/zero to dev/null to generate CPU load so that we can see the impact on the VM in vRealize Operations.
1. Type cat /dev/zero > /dev/null and press the Enter key to start the CPU load.

Leave this putty window open, we'll come back to this later in the lesson.

mware® HANDS-ON LABS MANUAL | 197



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Return to vRealize Operations and Search for VM

Virtual Machine

5 ubuntu-0302

I & ubuntu-0008 I o
-

Back in Aria Operations we now need to search for the ubuntu-0008 VM

1. In the Search Bar type ubuntu-

2.Click on ubuntu-0008.

Metrics and Object Relationships

% ubuntu-0008 ACTIONS ~

TROUBLESHOOT a a9~ D
Summary Alerts Capacity Compliance

Show Object Relationship o
N

® e & O = Y @ 0

% Favorites

I VSPHERE SOLUTION'S DEFAULT POLICY (MAY v .?

Logs Events more...

sl®@CcOma
[&] Metrics

» [&] Properties

Double click on a metric or property from the left to view here

1. Click Metrics to open the Metrics tab.

2.1f the Object relationship window is not already visible, Click the chevrons to show the object relationships for the VM
ubuntu-0008.

vmware
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Metrics Graphs

% ubuntu-0008 e TROUBLESHOOT | = g & @ & © JT VSPHERE SOLUTION'S DEFAULT POLICY (MAY _ v ‘p

Summary Alerts Metrics Capacity Compliance Logs Events more...
BlI& % &@) % Quick fiter (Name)__ &
o @ hol-ubuntu

[=] VM-RegionAOT-v

4 ﬁ ubuntu-0008 P 9/ Cﬂ RegionAOHSCSIO

o esx-05a.corp.vm
)

.....

OD Development

@0 0 O pme] @azerv(0e o xe ®CcoDasd

e £ ubuntu-0008
Configuration
Contention CPU|Usage (%)
Context -
Resource Allocation 3

# Snapshot .
Tools - 1
Hezaten 0800 AM 1200 PM 04:00 PM 0B:00 PM Jun 26 04:00 AM 0800 AM
CPU|Usage (%)
W iy Metrics

2, CPU
L)

Set up the CPU graphs by completing the following:

1. Click ubuntu-0008 so we can explore the Metrics on this object.

2.Type cpu|usage in the quick filter and then press the Enter key.

3.Double-click Usage (%) under Metrics / CPU to create a chart on the lower right hand side of the window.

4.In our example, the color of the VM Health badge will turn red once the alert we configured has been activated due to the
high CPU Usage. However, the color can be green, yellow, orange, or red, depending on the status of the object and the

severity of the alert.
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Refresh Metric Graphs

% ubuntu-0008 SETIERHE TROUBLESHOOT a a9~ 9 [T vserere soLution's pergiLT PoLicY (May _ ~ ?
Alerts Metrics Capacity Compliance Logs Events more...

- @ —
°

D @ hokubuntu

[} VM-RegionAOT-v

----- 0]
-Dﬁ rx.l:ﬂ_mt‘.J-O'DDS T D RegionA01-SCSI0
oD esx-05a.corpvm —
1 sbeets
OD Development
S = R i cpulusage gl T SRRV @ 0 X B ® COABAS

&y Favorites
3 ubuntu-0008
Configuration

Contention CPU|Usage (%)

Context = 99.85 e

Resource Allocation

Snapshot 50

Tools . 172 5

Utilization 0800 AM 12:00 Pt 04:00 PM 0800 PM Jun 26 C400R TECO AM
CPU|Usage (%)
s Metrics
s, CPU
Usage (%)

Usage (MHz)

1. If the VM Health Badge is not yet red, then we may need to click Refresh.
° The graph will eventually show the increase in CPU usage on the Metric chart. Once CPU usage is above 90%, an
alert will be generated. (NOTE: It may take a few minutes for the VM Health Badge to turn red).
2.Notice the increased CPU usage on the graph.

3.Click Summary to move to the Summary page.
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Summary Page

& ubuntu-0008 oL TROUBLESHOOT | = g & @ = © 5 VSPHERE SOLUTION'S DEFAULT POLICY (MAY _ ~ ‘?
ISummary" Alerts IMetrics Capacity Compliance Logs Events more._..

Active Alerts
buntu-0008 e
Powered O Y
@ oweregon & Ubuntu Linux (64-bit) A @ Ccritical Self Al
IP Address: 192.168.110.120 [1] Immediate st G A G
Number of wvirtual CPUs: 1
Memory 168 Warning sef @D ~' €D
Disk Space: 8GB
. L Inf Self All
VMware tools Tools Version 11.3.0, Running @ Info oD oo
(O Time Remaining (@ Capacity Remaining
0 Days 0 % (0 MHz)
wiost constrained by CPU Demand Most constraned by CPU Demand

Utilization Performance
CPU Usage 21GHz CPU Queue 127
Free Memory 150.02 MB CPU Context Switch Rate 135
Guest Page In Rate per second o Disk Queue 0.00067
Page Out Rate per second 104 CPU Ready 0.057 %
Virtual Disk Total 1OPS 133 CPU Co-stop 0%
Virtual Disk Total Throughput 10.47 KBps Memory Contention 0%

Virtual Disk Total Latency 2.13 ms

—

As shown here, we can see quite a bit of information about this particular object that we've selected.

1. Click Summary.

2.Notice under Active Alerts, we can see that we have active Critical Alerts.

3.Click Alerts here to open the Alerts Tab.
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View Critical Alerts

f# ubuntu-0008 RERONES TROUBLESHOOT | & @ & @ & © [ VSPHERE SOLUTION'S DEFAULT POLICY (MAY _ ~

Summary Alerts Metrics Capacity Compliance Logs Events more._.

Aleris Symptoms

\9/| | WVIEWFROM~  Group By Time Status:Active P 4
® 1Hour @ REFRESH

Criticality alert \_o/ Created on 4 Status alert Type Alert subtype importance @

[} High CPU Alert 5:04 AM Application Performance Very High (100%)
1 | 1-10f 1items
> (@ 4Hours @

» (D Today @

In the Alerts Tab, we see all of the alerts related to this vm ubuntu-0008.

1. Click the chevron beside 1 Hour to open the most recent alerts for the VM ubuntu-0008.

2.Click High CPU Alert in the Alert column for more details about the alert.

Note: You may see additional alerts for this VM as there are other alerts active within our environment. If it does not show as Critical,
you may need to hit Refresh in the top right corner.
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Alert Details

% ubuntu-0008 SCTICRHE S5 TROUBLESHOOT agapma P 5 vSPHERE SOLUTION'S DEFAULT POLICY (MAY _ ~ ‘p

Summary Alertfo‘letrics Capacity Compliance Logs Events more...

Alerts
ACTIONS ~ VIEW FROM ~ Group By Time o Status:Active X Y
- A
~ @ 1Hour @ i )
ﬁ ubuntu-0008 ( application ) { Performance ) bt
et @ High CPU Alert
@@ High CPU Alert Started on: 6:04:47 AM
of 1 tem
Alert Details Related Alerts Potential Evidence
> (O 4Hours @
Recommendations ¢ 1of1 3>
» (O Today ©
For Production Virtual Machines, please assess the trend and add CPU Resources if trend is high.
All development machines are shut down and the developer is notified

Alert Basis Active Only @D
1. Seif - Virtual Machine

Symptoms
y The (DCriticaI symptom High CPU has been ocbserved on ubuntu-0008 (Seif)

Usage (%) 99.845 > Threshoid (%) 90

~ Notes

From this Alerts screen we can see details about the alert.

1. We can see our Recommendation text we entered earlier, and again we see the POWER OFF VM action button where we

could manually kick off the action we configured earlier which was to shut down the VM.

2.Click Symptoms.
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Alert Symptom Details

& ubuntu-0008 BEONE aga Da D JT VSPHERE SOLUTION'S DEFAULT POLICY (MAY _ ~ ‘?

Summary Alerts Metrics Capacity Compliance Logs Events more._..

Aleris Symptoms

Status:Active e 4
s
i g°¢ {3 ubuntu-0008 %
(D HighCPU
@ High cPU
() Workload is critically high Created On: 6:02:03 AM
(D Virtual machine memory d... Information:

[1] Workioad is moderately hi Usage (%) 99.845 > Threshold (%) 90

Virtual machine CPU dema

) Details:
Workload is starting to get_
CPU Demand is greater th

(@ VMware Tools is running

(D Virtual machine does not h..

(@ Virtual machine isin a clus. 01:00 AM 02:00 AM 03:00 AM 04:00 AM 05:00 AM 06:00 AM 0700 AM

— ubuntu-0008 - CPU|Usage (%)

1. Click on the High CPU Symptom.

From here we can see the CPU chart and we see the timing and details of this alert. We will now stop the CPU load so that we can
complete some additional configuration to enable the automation of our configured recommendation for this High CPU alert.
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Stop CPU Load

@ holuser@ubuntu-0008; ~

Using username "holuser”™,
i Authenticating with public key "controlcenter™ from agent
elcome to Ubuntu 20.04.3 LTS (GNU/Linux 5.4.0-94-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System informacion as of Mon 26 Jun 2023 12:51:33 PM UIC

System load: 0.0 Processes: 203

Usage of /: 39.5% of 7.81GB Users logged in: 0
Memory usage: 24% IPv4 address for enslel: 1592.168.110.120
Swap usage: 0%

239 updates can be applised immediately.
180 of these updates are standard security updates.
To see these additional updates run: apt list --upgradable

Last login: Fri Jun 23 14:28:51 2023 from 1%2.168.110.10
holuserfubuntu-0008:~% cat /dev/zero > /dev/null

We've seen how we can manually create Alerts and Recommended Actions based on Symptom Definitions. Now let's end this part of
the lesson and look at how we can automate these Recommended Actions by using the vRealize Operations Policies.

Return to your open PUTTY window. Closing this PUTTY session will end the CPU load command, and the alert will clear.

1. Click the X in the upper-right corner to close the PUTTY session.

2.Click OK in the PUTTY Exit Confirmation Pop-up Window (Not Shown).
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Fully Automated Actions

vmw VMware Aria Operations

«  Object Browser ¢

O Visualize o N » Environment (All Objects)
N @& [ Dpatastore

e ’ g‘ \[_F.‘. WVirtual Machine
#  Optimize 5 ubuntu-0006
@ ' Functicn
oo - n {i‘] vSphere Distributed Port Group

]

@ © sutomation World

@ Configure

I Policies
Alerts a» [9 vCenter Server

Y Cloud Account

@& [ cluster Compute Resource

°o®

Super Metrics

Applications and Services L Virtual Machine Folder

i Universe
Cost Drivers -

@ vSphere World
Custom Profiles '
E‘ vSphere Distributed Switch
Configuration Files
) Automation Cluster World

Maintenance Schedules
(1) Deployment

o
Automation Central & VMware Aria Automation

:i] Datacenter
s Administration
Blueprint

@, Cloud Zone

< Developer Center

mware® HANDS-ON LABS MANUAL | 206



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Here, we will create a custom policy for test VMs to enable the system to act based on the VM's policy assignment. In this case, we will
automatically power off test VMs that spike CPU usage to prevent them from causing resource constraints in the virtual environment. By
using the HOL Policy, all settings in that policy will be applied if they are not explicitly set in our new policy.

1. Scroll down on the left hand menu

2.Click the chevron to expand Configuration if needed to show the configuration options.

3.Click Policies.

Policy Definition

Policies o
A

Q Policy Definition [|:;] Policy Assignment _JNewl

Create and edit policies to gain finer Assign Policy to your environment to

controd of your environment, including activate controls, view and manage your
Capacity settings, Alert controls, Metric object assignment scope

collection, Workload optimization and

Complance enforcement

1. Click Policy Definition.

mware® HANDS-ON LABS MANUAL | 207



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Add Policy

Policy Definition

'j::,} / Policies J/ Policy Definition

[5 Base Settings

5 Config Wizard Based Policy
[T Default Policy
7 Foundation Folicy

IE‘ HOL Policy I Q/
[T NSX-T Security Configuration Guide
7 Policy for Virtual Machines - Risk Profile 1
[T Policy for Virtual Machines - Risk Profile 2
[T Policy for Virtual Machines - Risk Profile 3
[9 vSAN Security Configuration Policy

vSphere Security Configuration Guide

1 vSphere Solution's Default Policy (May 12, 202310

1. Click HOL Policy to highlight, this will enable this selected policy to be our beginning baseline.

2.Click ADD to create a new policy.

vmware
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Name the Policy

Create New Policy

Mame: I HOL Test F‘ellcg I o

Description:

Inherit Fo HOL Palicy
I CREATE POLICY I CAMNCEL

1. Enter HOL Test Policy in the Name field
2.Select CREATE POLICY.
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Policy Alerts and Symptoms

HOL Test Policy [Create]
Name: HOL Test Policy &#

Description: Mone - &

Inherit From: HOL Policy

Metrics and Properties Alerts and Symptoms Capacity

Leeally deSned antinbutes Kone Letally dened aerts Hore Lasally defmad pahsy slements L=

¥ G0TNed SyfMmplamt Hote

Compliance Workload Automation Groups and Objects

wetally defined posty elements wotally cefmed poily elemenis

After creating the policy, we can now edit this Policy.

1. Select Alerts and Symptoms to edit this new policy.
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Edit Alert Definition Settings

HOL Test Policy [Create] ?
Alerts and Symptoms
Alert Definitions ~ Symptom Definitions .
-
Select Object Type: XY
;’} | actions ~ | Page Size: 20
v yCenter Alert Definition State Automate Symptoms / Conditions Criticality
Cluster Compute Resource @ Fully-automated DRS-enabled cluster has high CPU work © Activated Not Applicable 5 A
hi
Virtual Machine ° @ High CPU Alert © Activated < __ Activated ~ 1 A
@ Activated
© Deactivated

) .

The policy allows us to set the action to be run at the time of an alert.

1. Type high cpu in the filter box and hit Enter.
2.In the Alert Definitions Window, select our High CPU Alert

-2of 2items

3.Click on Activated (with the green checkmark to the left of it) in the drop-down list under the State and Automate columns.

Note that the action we assign in the alert is linked in the policy.

4.Click SAVE.

vmware
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Confirm Alert was defined in the New Policy

HOL Test Policy [Create]

Mame: HOL Test Policy &

Description: - Mone - &

Inherit From: HOL Paolicy
Metrics and Properties Alerts and Symptoms
Locally defined attnbutes Mone I Locally defined alerts 1 o

Locally defined symptoms Mone \‘-/

Compliance Workload Automation

1. Now we can confirm that our new Policy "HOL Test Policy" was created, and under Alerts and Symptom we can see that we

do have 1 Locally defined alert.
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Add VM to Test Group

vimw VMware Aria Operations

«  Custom Groups GROUP TYPES

Mame
Data Sources

©

it Home Q/ ADD \l .L\o/]
>

o VMware Private Cloud

In Environment o — VYMC World

Mon vSAN Datastores
Object Browser
(& vSaN World
Inventory
& vSphere Private World

Business Applications . .
P ' : @ vsphere World

Custom Groups ah Google Cloud VMware Engine

Applications @ : IR vRealize Operations Manager Self Monitoring

Custom Datacenters : A NSXT World
Cloud Zones : LM Operating System World
vSAM Datastores

VCF Operations S
¢ @ TestvM's

d Visualize >

= VMware Cloud on Dell EMC
@, Troubleshoot » : o Universe
F  Optimize »
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We will now create a new group for test VMs and apply our HOL Test Policy to it. In this lab, we only have one test VM, but we will be
able to configure the group to add additional machines dynamically and apply our policy.

1. Scroll up on the left hand menu bar.

2.Expand Environment.

3.Click Custom Groups.

4 Click ADD to create a new group.

Define the New Group

New group-@/ 2 X
Name ITest‘v'Ms I
Description
Grofo* Function I :’ollcyl HOL Test Policy I PH'W group membership up to date
& Custom Group membership is updated every 20 minutes \./
Define membership criteria e 2
Select the Object Type that matches all of the following crrte'sl: Virtual Machine . I

ubuntu-000: ¢ reser () aoo

Object name contains

(#) apDaROTHER O

Objectsto i e e ude ¥
Objects to always exclude ¥
Assign custom properties ¥

== |
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1. Enter Test VMs in the Name field.
2.Select Function for Group Type.
3.Select HOL Test Policy.
4.Click the check box to select Keep group membership up to date.
5.Select Virtual Machine under the vCenter Adapter for object type.
6.Under Object Name, select contains and then enter ubuntu-0008 for the selection criteria.
7.Click PREVIEW to preview the machines that fit this search criteria and make sure only the VM ubuntu-0008 shows up in the
list.
o Click CLOSE on the Preview Screen (not shown above).

8.Click OK.

Check Policy

Vi )
t;' ubuntu-0008 I o
./

% ubuntu-0302

Verify our critical VM has the newly assigned policy.

1. Click in the Search Bar and enter ubuntu-

2.Click the VM ubuntu-0008.

mware® HANDS-ON LABS MANUAL | 215



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Confirm HOL Test Policy

% ubuntu-0008 ACTIONS TROUBLESHOOT ~a D~ D mo JT oL TEST POLICY ~ ‘P
Summary Alerts Metrics Capacity Compliance Logs Events more...
[ ubuntu-0008 Active Alerts
ubuntu-0008
@ Powered On é Ubuntu Linux (64-bit) @ critical seit @EID ~ @EID

1. Verify that HOL TEST POLICY is now assigned to this VM.

Open PUTTY Session

1. Click on PUTTY icon in System tray to view the PuTTY Configuration options.
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Open PUTTY Session

#2 PuTTY Configuration ? X

Category:
(=) Sessic | [ Basic options for your PuTTY session ‘

Specify the destination you want to connect to

Host Name (or IP address) Port

| 2|
| Connection type:
4 @SSH O Serial  (OOther: | Teknet v

Load. save or delete a stored session
i Translation Saved Sessions

- Colours

[#-SSH
i Serial nax-mgr.corp . vmbeans .com - root
- Telnet vcsa-0la.comp. vmbeans .com =

SUPDUP Close window on ext:
(I Mways () Never (@ Only on clean exit

=10~

1. Scroll down on the right of Saved Sessions
2.Click on holuser@ubuntu-0008.
3.Click Open to start the PuUTTY session.
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Run CPU Load

@ holuser@ubuntu-0008: -~
Welcome to Ubunctu 20.04.3 LTS (GNU/Linux 5.4.0-9%4-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Fri 23 Jun 2023 02:28:50 PM UIC

System load: 0.0 Processes: 204

Usage of /: 37.5% of 7.81GB Users logged in: )

Memory usage: 23% IPv4 address for enslef: 192.168.110.120
Swap usage: 0%

239 updaces can be eﬂpplied immediacely.
180 of these updates are standard security updates.
To see= these additional updates run: apt list --upgradable

Failed to connect to https://changeslogs.ubuntu.com/meta-release-lts. Check your
Internet connection or proxy settings

Last login: Fri Jun 23 J4 H

L= r 1= :
holuser@ubuntu—-0008: cat fdev/zero > fdev/nullfl:

Redirect dev/zero to dev/null to generate CPU load again; this will trigger the alert and show how it behaves with the new policy.
1. Type cat /dev/zero > /dev/null and press the Enter key to start the CPU load.

Again, leave this PUTTY window open.
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«  All Alerts ?
Group By Time Status:Active P 4
3 Data Sources >
~ @ 1Hour @ | o REFRESH
I 4
v Environment ’ criticality Alert Triggered On Createdon + Status Alert Type Alert Subtype importance (D)
I. High CPU Alert B ubuntu-0008 I o 6:44 AM Application Performance Very High (100%)
O Visualize >

1 1-10f titems

g | © oo

Administrative Alev}e-/ > @ LastWeek @

Workbench

> Older @

Let the CPU load command run for a couple minutes, and then return to vRealize Operations and check the alerts from the Alerts
screen.

Note, you may need to hit refresh in the upper right hand corner. The High CPU Alert will not show until the next collection cycle runs.

1. Click the chevron to expand Troubleshoot if needed to show the Troubleshoot options.
2.Click Alerts. (NOTE: It may take a few minutes for the Alert to show up).
3.Click the chevron beside 1 Hour to show the most recent alerts.

4. Notice we do see our High CPU Alert has been triggered because of High CPU Usage.

We looked at the alert previously, so now we'll check the recent tasks and check the status of the action.
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Recent Task List

vimw VMware Aria Operations
«  Administration
{r Home
5 Data Sources 3 rg;g?_l Access Control @ Authentication Sources
= Create, remove and manage permissions for Define connections to external authentication
users, roles and groups. sowrces like LDAP and viDM
[n Environment ?
B Visualize > E\ Log Forwarding [D] Cluster Management
= Configure self-monitoring logging and Manage the VMware Aria Operations clusters
specify targets for outbound logs. and nodes
2y, Troubleshoot >
# Optimize ? ... Orphaned Content @ Physical Data Centers
o
= Find, assign, take ownership or discard Manage physical data centers and assodated
. content created by deleted users cloud accounts
& Plan >
@ Configure > Audit o @ Recent Tasks
Generate an audit report \_/ Review recent activity across the system
[il Automation Central
- P -
ao Administration \o; K’T\ Cost Reference Database Q Support Logs
== The reference database supplies default Browse, search and find across all the
« Developer Center values for cost calculations product's logs

1. Click Administration.

2.Click Recent Tasks.
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Inspect Power Off VM Task

Recent Tasks

{n} / Administration / Recent Tasks

EDIT PROPERTIES | sea I Status: Al
Task Status Started Time 4 Completed Time = Automated Object Name
Power Off VM IQ/ Completed 644 AM 645 AM Yes ubuntu-0008

1. Click the Power Off VM task. Additional details regarding the completed operations are displayed now at the bottom of the

screen.

Let's take a look at the VM in the vSphere Client to ensure that the action has turned off our ubuntu-0008 VM.

Open vSphere Client - Open a new Browser Tab

(™% EecentTasks-\FMwar;AriaC: xo
R4
&« C @ O B 2 httpsy

I 7 vCenter Ikejﬂutomation ﬂ Aria Operations g Aria Oper

1. Click the + to open a new Firefox Tab.

2.Click on the vCenter link in the bookmarks bar.
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Login to vCenter

VMware® vSphere

g-|5'5 Windows session authentication

1. Click the checkbox to select Use Windows session authentication.

2.Click LOGIN.
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Check the VM Status

{ o
& ubuntu-0008 > i
[E]] @ @ Sumrmary Monitor Configure

« [ wesa-Ola.corp.vmbeans.com

Ty

v RegionAO1 Guest OS w
> [[] Management

~ [l Workload1

[7 esx-03a.corp.vmbe..

|.] esx-Od4a.corp.vmbe..

[} esx-O5a.corp.vmbe..

m Powered on
1 ubuntu-0302 o

& windows-0010 }_/

LAUNCH REMOTE CONSOLE ‘ @

1. In vCenter we can see that the ubuntu-0008 VM has indeed been turned off by our automated action in vRealize Operations.

Automating actions in vRealize Operations is a key part of creating a Self Driving Datacenter!
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Restart the ubuntu-0008 VM

¢ & ubuntu-0008
[EI] @ @ Summary Monitor '@onfigure

~ [ vecsa-0Ola.corp.vmbeans.com
v RegionAQ1 Guest OS
> [l Management
v [l Workload1

[}l esx-03a.corp.vmbe..

e
waw

[}l esx-0Oda.corp.vmbe..

[} esx-O5a.corp.vmbe..

o Powered Off

4 ubuntu-0302

W
&0 windows-0010

[ LAUNCH REMOTE CONSOLE ‘

Let's restart the ubuntu-0008 VM as it will be needed in later lessons.

1. Click the VM ubuntu-0008.

2.Click the green start icon at the top of the VM summary page (or right-click and select Power On).
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Stop CPU Load

@ holuser@ubuntu-0008: ~

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

Syvstem information as of Mon 26 Jun 2023 01:34:40 PM UIC

System load: 0.0 Frocesses: 204

Usage of /: 35.5% of 7.81GB Users logged in: 0

Memory usage: 24% IPv4 address for enslel: 192.168.110.120
Swap usage: 0%

239 updates can be applied immediately.
180 of these updates are sfandard security updates.
To see these additional updates run: apt list —--upgradable

Failed to connect to https://changelogs.ubuntu.com/meta-release-lts. Check your
Internet connection oOr proxy settings

Last login: Mon Jun 26 12:51:34 2023 from 192.168.110.10
holuser@ubuntu-0008:~5 cat /dev/zero > /dev/null

Return to your open PUTTY window. Closing this PUTTY session will end the CPU load command.

1. Click the X in the upper-right corner to close the PUTTY session.
2.Click OK in the PUTTY Exit Confirmation Pop-up Window (Not Shown).

Configuring Notifications

In this lesson we will create an Email Notification triggered on the High CPU Alert created in the last section.

mware® HANDS-ON LABS MANUAL | 225



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

re Aria O ations

&  Alerts
@ Home Q Alert Definitions O Symptom Definitions @ Recommen
Create and edit Alert definitions using a %, Create and edit descriptions of Create and &
. combination of symptoms and situations which are NOT normal within you provide t
™, Data S« 5
£ Data Sources > recommendations that identify problem your environment. Use these symptoms problems tha
areas in your environment and generate in your Alert definitions. indicates
4 hich y i
I Environment N alerts on which you act to remediate the
issues.
[ Visualize >
E Notifications '@‘ Outbound Settings [l_— Payload Te
R Define and modify notification settings Define and manage outbound E Custom outb
a T
» Troubleshoot ? to send out messages and custom notification methods using a variety of editor for pro
payloads when an alert is triggered protocols such as SNMP, web hook custom paylo
# Optimize 5 o network sharing and more to allow
° - notifications to be dispatched when an

alert is triggered
£ Plan

& Configure

Folicies

Super Metrics

L
©

From the Home screen

1. Expand Configure.
2.Click on Alerts.

3.Click on Notifications.
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vmw VMware Aria C
&  Alerts
1 Home Q Alert Definitions O Symptom Definitions @ Recommen
Create and edit Alert definitions using a %, Create and edit descriptions of Create and &
. combination of symptoms and situations which are NOT normal within you provide t
e Dat ¥ 5
£ Data Sources > recommendations that identify problem your environment. Use these symptoms problems tha
areas in your environment and generate in your Alert definitions indicates
alerts on which you act to remediate the
[y Environment > Y ° -
issues.
[l Visualize >
E Notifications @‘ Outbound Settings [l_— Payload Te
L Define and modify notification settings Define and manage outbound E Custom outb
S Troubleshoot ? to send out messages and custom notification methods using a variety of editor for pro
payloads when an alert is triggered protocols such as SNMP, web hook custom paylo
. - network sharing and more to allow
#  Optimize > o " '
\_/ notifications to be dispatched when an
alert is triggered
& Plan
& Configure o
Folicies
Super Metrics

Adding a Notification

Notifications

L |/ Motifications

o -

1. Click ADD.
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1 - Notification
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Notifications

{nr / Alerts / Motifications

1 - Notification 2 - Define Criteria

Name Q/ I 'HOL Email Netification I

Description

Notification Status [ @]

CANCEL
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1. In the Name field type HOL Email Notification.
2.Click NEXT.

Define Criteria

Notifications

T;} I Alerts / Notifications

1 - Notification 2 - Define Criteria 3 - Set Outbound Method

Object Scope: Select set of Objects you would like to receive notifications about.

e 10 B ezl ) .
T v vCenter

The alert triggers on ANY of the selected object types I Virtual Machine I

—_— Virtual Machine Foidmk/
{_ wvirtual Machine x ) h

w NSX-T

Load Balancer Virtual Server
v WMware Aria Operations Application Managemen

RabbitMQ Virtual Host

Alert Scope: Select set of Alerts you would like to receive notifications abot

1. In the Criteria drop down select Object Type.
2.In the Search field start typing virtual machine.

3.Select Virtual Machine.

Notice Virtual Machine populates under the Criteria section.
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Category

Alert Scope: Select set of Alerts you would like to receive notifications about.

Category : X -
Alert Type

Alert Impact

| Alert Definition | o
4

Criticality

Control State

1. Under Alert Scope: expand Category and select Alert Definition.
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High CPU Alert

Alert Definitions

The notification will be sent when ANY of the selected alert definitions triggers an alert
@ I high cpy| I b 4

Drag an alert definition to add as criteria

Name T Object Type Alert Type Criticality Modified By

Fully-automated DRS-enabled cluster has hig—  Cluster Virtualizatio. fa admin

Drop alert definition here .
i High CPU Alert Virtual . Application Al holadmin@e

CANCEL

Here we will use the High CPU Alert created in the previous module.

1. In the search bar, type high cpu and hit Enter.
2.Drag and drop the High CPU Alert alert definition into the Drop alert definition here box.

3.Click OK.
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Status New Only

Notify On:  Select the Alert status change you want to receive notifications on

(New =) ! v I
Status (New x ) @ CLEAR

Cancelled

©

()
> Advanced Filters V
' —

PREVIOUS NEXT f CANCEL

1. Scroll down to the bottom on the right hand side.

2.Expand Status.
3.Click New to ensure only new alert notifications are sent.

4.Click NEXT.

Set Outbound Method

Notifications

{or / Alerts / Notifications

1 - Notification 2 - Define Criteria 3 - Set Outboun

Pick the outbound method you wmé? to use to send yourgstification. o

Outbound method I Standard Email Plugin i

al

~ I—|— CREATE NEW INSTANCE I

We need to create an Outbound Instance for the Notifications to use. In this lab we will create a Standard Email Plugin method.

1. Expand the Outbound method dropdown.
2.Click Standard Email Plugin.
3.Click CREATE NEW INSTANCE.
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Notifications

Notifications

(a1 / Alerts / Notifications

1 - Notification 2 - Define Criteria 3 - Set Outboun

Pick the outbound method you would like to use to send your notification

Outbound method  Standard Email Plugin ®

Instance Name I HOL Email I 0
s

Use Secure Connection -g
0

Requires Authentication

SMTP Host mail corp vmbeans.com o
=l ) =

Secure Connection Type

Sender Email Address I administrator@corp.vmbeans.com I “e“
—

Credential type No Credential

Receiver Email Address holadmin@corp vmbeans.com \Q/

CANCEL |

| PREVIOUS | | NEXT ‘ CANCEL
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Populate the Standard Email Plugin fields.

1. Instance Name - HOL Email

2.Check Use Secure Connection

3.SMTP Host - mail.corp.vmbeans.com

4. SMTP Port - 25

5.Sender Email Address - administrator@corp.vmbeans.com

6.Sender Name - Administrator

7. Receiver Email Address - holadmin@corp.vmbeans.com

8.Click TEST and ensure you get a Test connection successful response (Not Shown).

9.1f the TEST is successful, click SAVE. If the TEST fails, verify the above information has been entered correctly and re-test.
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Notifications (Continued)

Notifications

{nt / Alerts / Notifications
1 - Notification 2 - Define Criteria 3 - Set Outboun
Pick the outbound method you would like to use to send your notification.
Outbound method Standard Email Plugin HOL Email -+ CREATE NEW INSTANCE
I PREVIOUS I | NEXT I CANCEL

1. Click NEXT.
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Payload Template

Notifications

o / Alerts / Notifications

1 - Notification 2 - Define Criteria 3 - Set Outbound Method 4 - Select Payload

Pick a payload template to include in the notification. The template includes additional content about the alert or object which will reflect in the notification
Payload Template Default Email Template

DEfauIt Email Template

Description for Default Email Template

Payload Details

New Alert Updated Alert Canceled Alert

Subject

[VMware Aria Operations] new alert Type${ALERT_TYPE], Sub-Type${ALERT_SUBTYPE}, State ${ALERT_CRITICALITY}, Object Type${RESOURCE_KIND},
Name:${RESQURCE_NAME}

Body

New alert was generated at ${CREATE_TIME}:
Info:${RESOURCE_NAME]} ${RESOURCE_KIND} is acting abnormally since ${CREATE_TIME} and was last updated at ${UPDATE_TIME}

Alert Definition Name: ${ALERT_DEFINITION}

Alert Definition Description: ${ALERT_DEFINITION_DESCRIPTION}
Object Name : ${RESOURCE_NAME}

Object Type : ${RESOURCE_KIND}

Alert Impact: ${ALERT_IMPACT}

Alert State : ${ALERT_CRITICALITY}
Alert Tune - /Al ERT TYPE)

PREVIOUS CANCEL

Lastly we select the Email Template that will be sent. For this lab we will use the Default Email Template.

1. Expand the Default Email Template. Notice the format and fields that are used to build the Notification message.
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Recipients

Notifications ?

(r / Alerts / Notifications

1 - Notification 2 - Define Criteria 3 - Set Outbound Method 4 - Select Payload Template

N T T g e

—rer e
Alert Sub-Type : ${ALERT_SUBTYPE}

Object Health State: ${OBJECT_HEALTH_STATE}

Object Risk State: ${OBJECT_RISK_STATE}

Object Efficiency State: ${OBJECT_EFFICIENCY_STATE} o
Control State: ${CONTROL_STATE} \../
Symptoms

${SYMPTOMS)

Recommendations: ${ALERT_RECOMMENDATIONS}

Notification Rule Name: ${NOTIFICATION_RULE_NAME}

Notification Rule Description: ${NOTIFICATION_RULE_DESCRIPTION}

Alert ID : ${ALERT_ID}

VCOps Server - ${HOST_NAME}

Alert details

Recipient(s) Inoadwr@co'moca\ I e

Cc Recipients

Bcc Recipients
Notify again

Max Notifications

[CCRCHCRCN ]

Delay to notify

PREVIOUS

1. Scroll down to the bottom on the right side of the window.

2.In the Recipient(s) field type holadmin@corp.local.
3.Click CREATE.

PuUTTY to ubuntu-0008 VM
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1. Click on the PUTTY icon in System tray.

Start PUTTY Session

1. Scroll down on the right hand side of Saved Sessions

2.Click on holuser@ubuntu-0008.
3.Click Open to start thePuTTYsession.

vmware

5% PUTTY Configuration 7 X
Category: ’
- Session | | Basic options for your PuTTY session |
I.Z = Loggl;ur'tg Specify the destination you wart to connedt to
Ké:bu and Host Name (or IP address) Port
- Bel | | |22 l
----- Features Connection type:
- Wandaw @SSH (O Seia (O Other | Telnet v
i i~ FAppearance : -
----- Behaviour Load, save or delete a stored session
"~ Translation Saved Sessions
i Colours — .
= Connection esx-03a cop vmbeans com ~l ad
- Data esx-04a corp vmbeans.com o e
- SSH ‘ g vinb
.- Serial nax-mgr.comp . vmbeans com - admin B Ddem
Telnet nsx-mgr.comp vmbeans.com -root |V
i~ Rlogin
i.. SUPDUP Close window on exit:
(O Mways () Never {(®) Only on clean exit
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Run CPU Load

£P holuser@ubuntu-0008: ~ - O X
Welcome to Ubuntu 20.04.3 LTS5 (GNU/Linux 5.4.0-%4-generic 86 ©4) ~

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Fri 23 Jun 2023 02:15:08 PM UIC

System load: 0.8 Processes: 202
Usage of /: 37.5% of 7.81GB Users logged in: 0
Memory usage: 23% IPv4 address for ens160: 1%2.168.110.120

Swap usage: 0%

239 updates can be applied immediately.
180 of these updates are standard security updates.
To see these additional updates run: apt list —--upgradable

Failed to connect to https://changelogs.ubuntu.com/meta-release-lts. Check your

Internet connection or proxy settings

Last login: Fri Jun 23 13:58:10 2023 from 152_1&8 o‘lo
holuser@ubuntu-0008:~5] /

We will now redirect dev/zero to dev/null to generate CPU load so that we can see the impact on the VM in Aria Operations.
1. Type cat /dev/zero > /dev/null and press the Enter key to start the CPU load.

Leave this putty window open, we'll come back to this later in the lesson.
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Return to vRealize Operations and Search for VM

Virtual Machine

% ubuntu-0302

Iﬁubuntu-mca I o
o

Back in Aria Operations we now need to search for the ubuntu-0008 VM

1. In the Search Bar type ubuntu-
2.Click on ubuntu-0008.

Metrics and Object Relationships

% ubuntu-0008 ACTIONS ~

| TROUBLESHOOT | @ 8 & © » ©
Summary Alerts .\\ojoty Compliance Logs Events  more

?
Show Object Relationship

[T VSPHERE SOLUTION'S DEFAULT POLICY (MAY _ v

® ¢ & [

— — mﬁfi"v‘a ™ %

W

» [&] Favorites
[&] Metrics

» [&] Properties

Double click on a metric or property from the left to view here

1. Click Metrics to open the Metrics tab.

2.1f the Object relationship window is not already visible, Click the chevrons to show the object relationships for the VM
ubuntu-0008.

vmware
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Using Symptoms and Alerts to Trigger Recommendations and Actions

f» ubuntu-0008 e T TROUBLESHOOT | & @ & @ » © [T VSPHERE SOLUTION'S DEFAULT POLICY (MAY _ v P

Summary Alerts Metrics Capacity Compliance

Bl & X 2@

Logs Events more._.

[ 2] @ hol-ubuntu

a& VM-RegionA0t-v
P E‘| ubuntu-0008 1 o Q RegionAQ1-ISCSIO
J 8 @ J Region CSIO
oD esx-05a.corpvm > \-_/
e

OD Development

oo o] @ezsrw@le o x=ocons

* @ Favorites

{5 ubuntu-0008
# Configuration

-

Contention CPU|Usage (%)

Context - 321

#

3
Resource Allocation
Snapshot 2
Tools ci72

1
Utilization 0800 AM 1200 PM 04:00 PM 08:00 PM Jun 26

»

0400 AN 0800 aM
¢ CPU|Usage (%)

&% Metrics
& CPU

= @

Set up the CPU graphs by completing the following:

1. Click ubuntu-0008 so we can explore the Metrics on this object.

2.Type cpu|usage in the quick filter and then press the Enter key.

3.Double-click Usage (%)under Metrics / CPU to create a chart on the lower right hand side of the window.

4.In our example, the color of the VM Health badge will turn red once the alert we configured has been activated due to the

high CPU Usage. However, the color can be green, yellow, orange, or red, depending on the status of the object and the
severity of the alert.

vmware
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Refresh Metric Graphs

% ubuntu-0008 ACTIOEIEE TROUBLESHOOT a ga D~a 9 I vserere soLumion's pergiLt poLicy (May _ ~ ?
Aleris Metrics Capacity Compliance Logs Events more._..

. o
2] @ hokubuntu
(. ] (% VM-RegionAQT-v

.T)
-QE;( ubuntu-0008 (@ 5 regionaotiscsio
oD esx- 5a.corp.vm —
oD Development
® < | {:_L\ [ ~ cpulusage ‘ || 3= o @ 0 ¥ =21 C0O M5

v 'y Favorites
! ubuntu-0008
Configuration

Contention CPUIUsage (%)

Context = 99.85 e

Resource Allocation

Snapshot 50

Tools 173 5

Utilization 0800 AM 12:00 PM 04:00 PM 0800 PM Jun 26 o400 TETO AM
CPU|Usage (%)
&y Metrics
s %y CPU
Usage (%)

Usage (MHz)

1. If the VM Health Badge is not yet red, then we may need to click Refresh.
° The graph will eventually show the increase in CPU usage on the Metric chart. Once CPU usage is above 90%, an
alert will be generated. (NOTE: It may take a few minutes for the VM Health Badge to turn red).

2.Notice the increased CPU usage on the graph.
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Checking for the Alert Email

Please ensure the alert has triggered from the step above

@ ubuntu-0008 - ViMware Aria (o
N’

Open a new Firefox tab

1. Click the + add new tab

HOL Admin Mail
@ ubuntu-0008 - VMware Aria Op X @ NewTab X - ~ — o Y
C @ Q. Search with Google or enter address \’/ & =

1. Click on th.e HOL Admin bookmarks folder

2.Click Mail.

vmware

[ vCenter Aria Ay i ﬂ Aria Operati = Aria Operations for Logs = Avria Lifecycle Aria Automation Config Aria Auto - Build] [ HOL Admin »

@ vesa-012 Appliance Management

@ vcsa-012 Managed Object Browser (MOB)
& stgb-012 Admin

M Gitlab

2} Identity Manager

© webhook

Open All in Tabs

—
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HOL Admin Login

poste.io - Get@ = Administration

1. Type holadmin@corp.local for the user name
2.Type VMwarel! for the password
3.Click LOGIN.

Click Don't save on the Save login for vmbeans.com (Not Shown).
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Verify Email Notification Sent

—— f ]
holadmin@corp.local  § L 2 = L h & _ o omg e -
Select Threads Options Refresh Reply Replyall Forward Delete Mark More

~
— ST I~ [VMware Aria Operations] new alert Type:Application, Sub-

& Drafis Administrator Today 09:18 Type:Performance, State:critical, Object Type:VirtualMachine,
4 sem * [VMware Aria Operations] new alert Type.. & Name:ubuntu-0008
O Junk

[ Trash

From Administrator on 2023-07-07 09:18

& Details = Plain text

New alert was generated at Fri Jul 07 16:18:45 UTC 2023:
Info:ubuntu-0008 VirtualMachine is acting abnormally since Fri Jul 07 16:18:45 UTC 2023 and
was last updated at Fri Jul 07 16:18:45 UTC 2023

Alert Definition Name: High CPU Alert
Alert Definition Description:

Object Name : ubuntu-0008

Object Type : VirtualMachine

Alert Impact: health

Alert State : critical

Alert Type - Application

Alert Sub-Type : Performance

Object Health State: 4.0

Object Risk State: 1.0

Object Efficiency State: 1.0

Control State: Open

Symptoms:

SYMPTOM SET - self

Symptoms -

[Symptom Object

IName [Name Object ID

Message
Info
ca492859-bd5c-4b0d- 98.961 >

IHigh
'O CPU |ubuntu-0008) - seas16csceld CPUIUsa0elg0

Metric

Recommendations:
- For Production Virtual Machines, please assess the trend and add CPU Resources if trend is
« < Messages 1101 0f 1 1 > 3 high,

»
E)

Notice the format of the email in contrast of the layout in the Payload Template step above.
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Stop CPU Load

@' holuser@ubuntu-0008: ~

Using usernams "holuser”.
& Authenticating with public key "controlcenter™ from agent
elcome to Ubuntu 20.04.3 LIS (GNU/Linux 5.4.0-%4-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.comfadvantage

System information as of Mon 2€ Jun 2023 12:51:33 PM UTC

System load: 0.0 Processes: 203

Usage of /: 39.5% of 7.81GB Users logged in: 0

Memory usage: 24% IPv4 address for enslé0: 15%2.168.110.120
Swap usage: 0%

23% updates can be applied immediately.
180 of these updates are standard security updates.
To see these additional updates run: apt list -—--upgradable

Last login: Fri Jun 23 14:28:51 2023 from 1%2.1¢8.110.10
holuser@ubuntu-0008:~5 cat /fdev/zero > /dev/null

Return to your open PUTTY window. Closing this PUuTTY session will end the CPU load command, and the alert will clear.

1. Click the X in the upper-right corner to close the PUTTY session.

2.Click OK in the PUTTY Exit Confirmation Pop-up Window (Not Shown).

Lesson End

This concludes the Notifications Lesson.

Thank You.
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Conclusion

Self-driving operations by Aria Operations automates and simplifies IT operations management and provides unified visibility from
applications to infrastructure across physical, virtual and cloud environments. We hope in this module you learned how create custom
Alerts and Notifications to fine tune Aria Operations to what is important to your infrastructure.

You&#39;ve finished Module 6

Congratulations on completing the lab module.

If you are looking for additional general information on Aria Operations 8.4, try one of these:

* VMware Product Public Page -Aria Operations: https://www.vmware.com/products/aria-operations.html

+ Aria Operations 8.12 - Release Notes: https://docs.vmware.com/en/VMware-Aria-Operations/8.12/rn/vmware-aria-
operations-812-release-notes/index.html

+ Aria Operations - Documentation: https://docs.vmware.com/en/VMware-Aria-Operations/index.htmll

- VMware Cloud Management Blog - What's New in Aria Operations 8.12 and Cloud: https://blogs.vmware.com/management/

2023/04/whats-new-in-vmware-aria-operations-8-12.html
From here you can:

1. Click to advance to the next page and continue with the next lab module
2.0pen the TABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 7 - Creating Views for Better Visibility (15 minutes) Basic

Introduction

Reports and Dashboards are the key to understanding and visualizing the environment that is being monitored. The key component of a
Report or a Dashboard is a View. A View helps you interpret data (such as metrics, properties, policies and symptoms) from a number
of perspectives. Those perspectives can be transformed to highlight how the data has historically changed (trend) or how the data may
look in the future (forecast) built on the historical trend.In this module we will walk through the creation of custom views in Aria
Operations. Successfully creating custom views will ensure we can use Aria Operations to track what is important/critical to the

monitoring of our VMware Cloud Infrastructure.

The following lessons are within this Module:

* Create Customized View

* Simple View showing VM list with Metrics and Properties
+ Create a View with Variable data

* Create a View with Trends

* Create a View with Distribution data

+ Create Reports from Views and Dashboards

Log in to Aria Operations

To begin this exercise, we will log in to Aria Operations. If you are not currently logged into any instance of Aria Operations, continue to
the next page, but if you are already logged into Aria Operations, click here to skip ahead.

Open the Firefox Browser from Windows Quick Launch Task Bar

If your browser isn't already open, launch Firefox

1. Click the Firefox icon on the Windows Quick Launch Task Bar
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Launch Aria Operations

(7 vCenter [ Aria Autnmationl @ Aria Operations I@ COpera

The browser Bookmarks Bar has links to the different applications that are running in the lab.

1. Click the Aria Operations Bookmark
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Log in to Aria Operations

VMware Aria
Operations”

Aria Operations is integrated with VMware Identity Manager which we will use for user authentication in this lab.

vIDMAuthSource (VMware Identity Manager) should be pre-selected as the identity source. However, if it is not you will choose it.

1. Click the drop-down arrow if vIDMAuthSource is not selected.

2.Click REDIRECT to be taken to the authentication page.
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VMware |dentity Manager Login

)

w

‘Workspace OME™

USErMarnme
holadmin
1':---&

Forgot password?
Change to a different demain

imivare

At the Workspace ONE login screen, use these credentials:

1. username: holadmin
2.password: VMwarel!

3.Click Sign in

vmware
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Aria Operations Home Screen

Home

Launchpss N

Muti-Ooud Overview TN

Welcome to VMware Aria Operations

Pilars of Operations

Observability E,
dor. Trotmarcet w1t

Applications

Business Applications D

nfrastructure

vSphere “\——5‘

VMware Cloud

VMware Cloud o
Foundation L
Public Cloud
Amazon Web E
Services
ntegrations

Automation Central

Capacity

ations

VSAN

AWS

Microsoft Azure

A

Outbound Plugins

VMware Cloud on (i;’

- E} ’Cost ) & :o‘wjv‘:ﬁ\ante =3 “:‘Tustjalr\a?hw N @
NSX «.@ Horzon ‘t%.l Kubernates
Azure VMware “ Google Cloud 'J‘Frl Oracle Cloud O VMware Cloud on
solution VMware Engne [+ VMware Solution Dell EMC
o O
£ || ooty @ [| oo o>

You should be at the Aria Operations Home screen and ready to start the module.

Create Simple View showing VM list with Metrics and Properties

In this lesson, we will create a view. A view can be used in dashboards and reports. A view is also viewable as its own content in the

Details section of the Aria Operations interface.

The view for this lesson is a starting point and intended to be a simple example to create. It will contain some basic metrics and
properties for virtual machines.

vmware
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Go to Environment

vw ‘VMware Aria Operations

« Home
. Launchpad JNeE) Multi-Cloud Overview N
#& Home
£y Data Sources 3 Observability @ Capacity
Monitor, Troubleshoot and full- Assess, moni
N stack observability across your capacity acrg
v Environment s cloud environments on-premises

Object Browser

Inventory Sustainability G,)

Drive towards environmentally

(-2

racrmncinla

munarstinne cine

1. Click on the > next to Environment to show the drop-down options.

2.Click Object Browser

Hosts and Clusters

Obiect Browser ®

"\__j:ronments

D»Sphere

v I vSphere Hosts and Clusters I

4

» @ vSphere World
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1. Click on the > next to vSphere to show the drop-down options.

2.Click on vSphere Hosts and Clusters

Expand vSphere World

Object Browser ¢ e @ vcsa-Ola.corpvmbeans.com — AcTions - o
“ Environments Summary Alerts Metrics Capacity Compliance Logs Events
v ySphere

G vesa-Ola.corp.vmbeans.com
«“ . vSphere Hosts and Clusters

@ vSphere World Cluster: 2

ESXi Host 5
I, 7 vcsa-Ola.corp.vmbeans.com Io Virtual Machine: 11
“t S nhara RMabhoas Line~ Datastore: 7

1. Expand vSphere World.

2.Select vecsa-0la.corp.vmbeans.com.

3.Click on more...

Create a View

2 vcsa-Ola.corp.vmbeans.com ACTIONS v

Summary Alerts Metrics Capacity Compliance Logs Events Details Envircnment

Views Heatmaps Workioad |°,

Reports less...

Type Description

|9 Distribution vSphere Clu
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1. Click on Details.

2.Click ADD to create a new view.

View Types

View Types
{3} / Views Home \9/

Smcommpnsan

o

List Summary Trend Distribution Text Image

There are six different types of Views you can create. List, Summary, Trend, Distribution, Text and Image. In this exercise we will be
creating a List View.

1. Click List.

wr‘ware® HANDS-ON LABS MANUAL | 256



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

View Name
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Create View

1 - Name & Configuration 2 - Drat

MName Demo - Simple List of VMs with Metrics and Properties I o

Description

jettings

Items per page 50

Top result count

Show Objects Existing
Show Object Creation Date (]

Make the view available for Dashboards through the View widget
B Report template creation and modification

B Details tab in the environment

Hide the view for the selected
Object Types

| NEXT I CANCEL
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The view creation wizard starts. Create a view with the following:

Name and Description

1. Enter the name Demo - Simple List of VMs with Metrics and Properties.
2.Click on the > next to Settings to show the additional settings possible. Leave default values for now.

3.Click Next.

Subjects

Create View

1 - Name & Configuration

Add Subject o X v

w yCenter

Selected Subj Virtual Machine ‘ @

Virtual Machine Folder

vCenter Se|

» [ Favorites

» [&] Metrics

#] Fleaomscki=e

1. In the Add Subject line, enter virtual machine (Begin typing and the list will populate with matched options).

2.Click on Virtual Machine.
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Select Virtual Machine

Selected Subject o_,

Common Metrics vCenter Server x Virtual Machine

1. Under Selected Subject, click Virtaul Machine.

Selected Properties

Selected Subject

Common Metrics vCenter Server X Virtual Machine X

(CJ) Add interval breakdown () Add instance breakdown
5 Data Transformation

[&] Favorites —b Summary|Parent Cluster Current o

] Metrics o -—> Summary|Parent Host Current ]
.
_ 4 el Summary|Datastore(s) Current o

> [& Configuration

) @ cPU

> [&] Memory

> [& Network

> Runtime
v &y Summary @
=~ Configuration

(5 )
D4

[&] Guest Operating

MOID

Parent Cluster
Parent Datacenter
Parent Folder

Parent Host

& Parent vCenter

» [&] Runtime

1. Expand Properties.

2.Expand Summary (Note: you may need to scroll down to see Summary).
3.Double-click on Parent Cluster (drag and drop the data to the center will work also).
4.Double-click on Parent Host.

5.Double-click on Datastore(s).

vmware
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Data - Metrics

73

Data

Transformation
Favorites Summary|Parent Cluster Current i}
(1) F———— v— ‘T
Badge -
Summary|Datastore(s) Current |
» [ Capacity Analyti rated
o Configuration v e Configuration INumber of CPUs (vCPUs) Current ju]
P—
s Hardware e
Disk Space
| # Number of CPUs (vCPUs) |°

Y Cost
cPU

[&] CPU Utilization for Resources

[ Datastore

> [&) Disk Space
» [%) Disk Space Usage on Datastore
>[5 Guest

2l Guest File Svstem

We've been working with Virtual Machine Properties, now we need to select Virtual Machine metrics.

1. Expand Metrics.
2.Expand Configuration.

3.Expand Hardware.

4 .Double-click on Number of CPUs (vCPUs) (drag and drop the data to the center will work also).
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Memory Metrics

Compressed |
Consumed (KB)
Consumed (%)

o
©

Consumed average Daily (KB)
Contention (%)
Effective limit (KB)
Guest Demand (KB)
Guest Usage (KB)
Host Demand (KB)
Mon Zero Active (KB)
Overhead (KB)
Qverhead Max (KB)
Reservation Used (KB}
Swap In Rate (KBps)
swap QOut Rate (KBps)
Swapped (KB)

Total Capacity (KB)

Scroll down and Expand Memory

1. Scroll down until you see the Memory category item.

2.Expand the Memory category by clicking the chevron.
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Total Capacity

# Effective limit (B)
& Guest Demand (KB)
® Guest Usage (KB)
# Host Demand (KB)
& Non Zero Active (KB)
# Overhead (KB)
® Overhead Max (KB)
® Reservation Used (KB)
¢ Swap In Rate (KBps)
& Swap Out Rate (KBps)
® Swapped (KB
()
& Usage (%)
Utilization (KB)
& Workload (%)
» &) Memory Usage on Host

2 Network

Performance

[&) Physical Disk

PREVIOUS w CANCEL

©

Data
Summary|Parent Cluster
Summary|Parent Host
Summary|Datastore(s)

Configuration|Hardware|Number of CPUs (vCPUs)

Memory|Total Capacity _

1. Scroll down to until you see the Total Capacity (KB) item.

2.Double-click on Total Capacity (KB) to add it to the view.

3.Click Next.

vmware
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Time Settings
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Create View

1- Name & Configuration 2 -Data

Time Range Mode: © Basic () Advanced

o

Currently selected date range: From Jun 5, 2023 2.32.39 PM to 2.32:39 PM
0 Relative Date Range

Last 7 . Days

) Specific Date Range

Start on: to

_) Absolute Date Range

Prior

PREVIOUS [ MNEXT ] CREATE CANCEL
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Time Settings is where you specify the desired Date Range for your custom View. You can choose Relative, Specific or Absolute Date
Ranges. For this exercise we will leave the default Relative Date Range of Last 7 Days.

1. Click NEXT.
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Filter

Create View

1- Name & Configuration 2 - Data

vCenter Server filter h

Select the Object Type that matches all of the following criteria: vCenter Se

Metrics . Current
G_) ADD ANOTHER CRITERIA SET

Virtual Machine filter e —

Select the Object Type that matches all of the following criteria:  Virtual Machine

Metrics v t Current

(¥) ADD ANOTHER CRITERIA SET

PREVIOUS [ NEXT ] CREATE CAMCEL

Notice there is a filter for the Subjects we added, vCenter Server and Virtual Machine. It is possible to filter your View results based on
Metrics or Properties within each Subject. A popular example of this would be to filter out any Powered Off Virtual Machines. We will
not add any filters for this exercise.

1. Click Next.
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Summary

Create View

1- Name & Configuration

ADDSUMMAR...I o

Summany

1. Click Add Summary.
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Aggregation

Configuration

Summary title Summary

Aggregation Sum 01 v

lShow advanced settings I o

1. Change aggregation to Sum by using the drop-down menu.

2.Click show advanced settings.
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Clear All

Configuration

Summary title  Summary

Aggregation  Sum

Select data t~include/exclude

Data |, J

[ Summary|Parent Cluster

| Summary|Parent Host

[ Summary|Datastore(s)

| Configuration|Hardware|Number of CPUs (vCPUs)

[ Memory|Total Capacity

Hide advanced settings

1. Deselect all by clearing the check box next to Data.

Clicking the box will toggle 'Select all' and 'De-select All'.

Make sure your screen matches the image. Nothing should be selected at this point.
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Selected Sum

Summary

PREVIOUS CREATE

0 Configuration

Summary title Summary

Aggregation  Sum

Select data to include/exclude

(] oata

—] Summary|Parent Cluster

[ ] Summary|Parent Host

| Summary|Datastore(s)

Configuration|HardwarelMumber of CPUSs (v_

MemoryiTotal Capacity

Hide advanced settings

CANCEL

1. Select Configuration|Hardware|Number of CPU(s) (vCPUSs).

2.Select Memory|Total Capacity.
3.Click CREATE.

vmware
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Viewing the data

aoo | -
i Name T Type Description Subject Last Modified Mmodified B
L Uatastore UTNZanon >ummary Jm) LISt LIS OF ail TNe LAtastores witn Av.. Larastore B/ 1B/ 243 WIS AM agmin
B Datastore: Capacity i List Lists the summary of different s Datastore 6/16/23 10:35 AM admin
- Datastores with Wasted Disk Sp.. _i]‘ List Following datastores have wast.. Datastore 6/16/23 10:35 AM admin
B DC cost List & List Darwin Datacenter 6/16/23 10:35 AM admin
: Demo - Simple List of VMs with .. [ List vCenter Serve.. 103 PM holadmin
J 251 - 300 of 606 items < 1 2 3 4 5

Demo - Simple List of VMs with Metrics and Properties

Gl Ovl Ev

Name Summary|Parent Cluster  Summary|Parent Host Summary|Datastore(s) ConfigurationlHardware| . Memory|Total Capacity
aria-auto Management esx-0la.corp.vmbea esx-01a_LOCAL 12 vCPUs 48 GB
aria-auto-config Management esx-02acorpvmbea_ esx-02a_LOCAL 4 yCPUs 8 GB
aria-ops Management esx-02a.corpvmbea_ esx-02a_LOCAL 4 vCPUs 16 GB
aria-ops-cp Management esx-02acorpvmbea._  esx-02a_LOCAL 2 vCPUs 8GB
aria-ops-logs Management esx-02acorpvmbea_ esx-02a_LOCAL 4 vCPUs 8GB
identity-manager Management esx-02acorpvmbea_ local2_esx-02a 6 vCPUs 10 GB
linux-dev-0010 Workloadl esxn-03a.corpvmbea_. RegionAQI-ISCSIONC.. 1vCPUs 1GB
linux-dev-00M Workload! esx-0da.corpvmbea_ RegionA01-ISCSI0N-C.. 1vCPUs 1GB
SupervisorControlPl.. Workload! esx-05acorpvmbea_ esx-05a_LOCAL 2 vCPUs 8GB

After clicking Save you will be in the view area again. The view we just created will be selected.

You should see the three properties and two metrics we selected. At this point, your view is created and saved.
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View the Sums

Demo - Simple List of VMs with Metrics and Properties

Gl O@v| =~
Hame SummarylParent Cluster = Summary|Parent Host Summary|Datastore(s) ConfigurationlHardware|. Memory|Total Capacity
ubuntu20 Workload] esx-04a.corpvmbea.. RegionADI-ISCSION-C.. 1vCPUs 1GB
ubuntu22 Workload1 esx-0d4a.corpvmbea.. RegionADI-ISCSIO-C.. 1vCPUs 1GB
vCLS-6c061569-00 Management esx-0lacorpymbea.. RegionADI-ISCSION-C.. 1vCPUs 126 MB
vCLS-c9a991fe-65c.. Management esx-02a.corp.vmbea.. RegionADI-ISCSION-C.. 1vCPUs 126 MB

vcsa-0la.corp.vmbe

windows-0008 Workload] esx-04a.corpvmbea.. RegionADI-ISCSION-C. 2 vCPUs 4GB
windows2019 Workloadl esx-03a corpvmbea.. RegionAOQI-ISCSIOI-C.. 2 wlPUs 4GB
I Summary = 3 - 42 vCPUs 110.25 GB I

Scroll Down (not shown) to the bottom of the results to see the summary for the total vCPUs and Total Memory.
The sum is for all the Virtual Machines contained in the view.

Because we used Virtual Machines as our subject matter, the view can be utilized for a single VM or anything that contains Virtual
Machines like Hosts, Groups, Clusters, Datacenters, Applications, etc.

Feel free to navigate to a Host or any object that contains virtual machines to see the flexibility of a View.

Lesson End

This completes the Simple View creation. In the next lesson, we will show how to create a view with variable data.

Create a View with Variable Data

In this lesson, we are going to create a custom view. The view will concentrate on Virtual Machine data but can be applied to any
resource collected in Aria Operations.

Views can be used within reports and dashboards. They also allow Users to see data within Aria Operations.
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Open Object Browser

vmw ‘VMware Aria Operations

€«  Object Browser

¥ Environments

Home
» wSphere
Data Sources > » Service Discovery
* WMware Aria Automation
In Environment E
» Others
‘ I Object Browser I » Groups and Applications
Inventory > All Objects

1. Expand Environment.

2.Click on Object Browser.
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Hosts and Clusters

Object Browser o

I ' Environments I Q/

I ~ vSphere |
| - :: vSphere Hosts and Cluﬁtersl @

» @ vSphere World

* _. wSphere Networking

¥ 11 vSphere Storage

1. Expand vSphere Environment if needed.

2.Click on vSphere Hosts and clusters.
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Select a vCenter Server

Object Browser ¢ o & vc.. ACTIONS ~ aQa @ [ vsenere sooi-g oEr

v Ercirgnments Summary Alerts Metrics Capacity Compliance Logs Events
Uhere
@ vcsa-Ola.corp.vmbeans.com Active Alerts
vSphere Hosts and Clusters

v @ vSphere World v Cluster 2 (@ Critical
ESXi Host 5

I » [ vesa-Ola.corp.vmbeans.com | Virtual Machine: 10 [t] Immediate

vSphere Networking Datastore 7 Warning
Version: 8.0.0-20920323
» 1> vSphere Storage
@® Info

1. Expand vSphere World.

2.Select vCenter Server Private Cloud.

3.Click on more...

Create a View

@ vcsa-Ola.corp.vmb.. ACTIONS ~ TROUBLESHOOT | ~Q~ @

Summary Alerts Metrics Capacity Compliance Logs Events

Views Heatmaps Workioad o
N
- 10

Lo e T Tunrss

Mutes i Firvkieun

mware® HANDS-ON LABS MANUAL | 276



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

1. Click on Details.

2.Click the ADD to create a new view.

View Type

View Types

o
{n / Views Home o

- — ——— — - s Ve e s

List Summary Trend Distribution Text Image

1. Click on List for the View Type.
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View Name

mware® HANDS-ON LABS MANUAL | 278



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Create View

1- Mame & Configuration

Name Demo - Variable Data
Description
 Settings

Items per page 50

Top result count

Show Objects Existing

Show Object Creation Date ]

Make the view available for ﬂ Dashboards through the View widget
Report template creation and modification

[ Details tab in the environment

Hide the view for the selected
Object Types

I MEXT | CANCEL
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Create a view with the following data:

Section 1. Name & Configuration.

1. Enter Demo - Variable Data.

2.Click NEXT.

Note the fields under Settings that are available.

Subjects - Virtual Machine

Create View
1- Name & Configuration o 7 - Data
—
Add Subject | virtual machin a
w vCenter
Selected Subj Virtual Machine e
Virtual Machine Fbu-/

1. In the Add Subject field, begin typing virtual machine (Start typing virtual and the list will show available resources that
match).

2.Click on Virtual Machine.
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Select Virtual Machine

Create View

1 - Name & Configuration 2 - Data (__} 3 -

Add Subject X Group by

Selected Subject \9/

Common Metrics vCenter Server X I Virtual Machine x I

| Add interval breakdown |_| Add instance

1. Select Virtual Machine.
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Data Metrics

[Ej Data Transformation

(3] Caunritac CPU|Demand (%) Current [

¥ 'y Metrics @ CPU|Demand (%) Current ]
» | Cadge

L
> [&] Capacity Analytics Generat

» [&] Configuration
» [&] Cost

Co-s o)
Contention (%) o
Oemand (MHz) ‘

Effective limit (MHz)
Highest vCPU Ready of _

©

Highest +CPU Usage of

Configuration

General

Metric name CPUIDemand (%)

Metric label
Units %
Sort order Monée

Transformation

Current

No Timestamp

Show advanced settings

1. Expand Metrics.

2.Expand CPU.
3.Double-Click Demand (%).

4.Double-Click Demand (%) again (It will be in the list on the right two times).

vmware
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Metric Transformation

Data Transformation

CPU|Demand (%) Current [ configuration

CPU Max % @ Maximum

Eb

General
Metric name CPUIDemand (%)

Metric label @

Units %

Sort order Mone

Transformation

I Maximum I

MNo Timestamp

(-

Show advanced settings

1. After Demand (%) is in the list a second time, select the second instance with a single click.
° The screenshot was taken after the changes were made to the Metric label. The Data column will reflect what you
type into the Metric label.
2.For Metric label: Enter "CPU Max %" (This will be our column header name in the final view).

3.For Transformation, Select Maximum in the drop down list.
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CPU Ready
P Data
» [&] Favorites CPUIDemand @ configuration
& Metrics CPU Max % -
> [&] Badge
‘_ g CPUIReady (%) m | Gerersl

> [&] Capacity Analytics Gene Metric name CPU|Ready (%)

> [&] Configuration Metric label

> [&] Cost Units %

oy CPU Sort order None
¢ Co-stop (%)
¢ Contention (%) Transformation
¢ Demand (MHz) @\ Metric Correlation I -
$ Demand (%) FIC ¥ time
) when the correlated metric has its

# Effective limit (MHz) extremum.
& Highest vCPU Ready Correlated select
$ Highest vCPU Usage metric
& Other Wait (%) Extremum Maximum
# Overlap (ms)
& Provisioned vCPU(s) Show advanced settings
¢ Ready (%) @/

1. Double click Ready (%).

2.Change Transformation to Metric Correlation in the drop down list.
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Correlation

Data
CPU|Demand
CPU Max %

CPU|Ready (%)

1. Click select... beside Correlated Metric.

vmware

Configuration

General
Metric name
Metric label
Units

Sort order

CPUIReady (%)

%

Mone

Transformation

Metric Correlation

Show megi~ value at the time

when !

extrenﬁ\_./

Correlated
metric
Extremum

related metric has its

I select...

Maximum

Show advanced settings
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Correlated Metric

Correlated metric %
Select a metric to correlate with
Metrics -

» [& Badge -

» [&] Capacity Analytics Generated

» [& Configuration

y [&] Cost o

Co-stop (%]

& Contention (%)

Demand (MHz)
I Demand (%) @

Effective limit (MHz)

Highest wCPU Ready of all instances (%)

t vCPU Usage of all instances (%

In the pop-up window:

1. Expand CPU
2.Select Demand (%)
3.Click OK

With this correlation, we are going to see the value of CPU Ready (%) when the CPU Demand (%) is at a maximum.
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Time Settings

&

&

» [&) Favorites
¢ e Metrics
» [&] Badge
» [ Capacity Analytics Gene
[ Configuration
[&] Cost

iy CPU

Co-stop (%)
Contention (%)
Demand (MHz)
Demand (%)
Effective limit (MHz)

Highest vCPU Ready ..
Highest vCPU Usage

Other Wait (%)
Overlap (ms)
Provisioned vCPU(s)
Ready (%)

Run (ms)

Swap wait (%)

Total Capacity (MHz)
Usage (%)
Usap=(MHz)

Iu@'age Daity

1. Click NEXT to go to Time Settings.

PREVIOUS | NEXT

vmware

Data
CPU|Demand
CPU Max %

CPU|Ready (%)

CANCEL

Configuration

General
Metric name CPUIReady (%)

Metric label
Units %
Sort order None

Transformation

Metric Correlation

Show metric value at the time
when the correlated metric has its
extremum.

Correlated CPU|Demand (—
metric
Extremum Maximum

Show advanced settings
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Number of Days
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Create View

1- Name & Configuration 2 -Data

Time Range Mode: o Basic |_) Advanced

Currently selected date range: From Jun 4, 2023 9:14:14 AM to 9:14:14 AM

P Relative Date Range

) ' Specific Date Range

Start on: = to =

_) Absolute Date Range

Pricr

| PREVIOUS |

CREATE ‘ CAMNCEL
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1. Set the Relative Date Range to the Last 30 Days.
2.Click NEXT.

Filter

vCenter Server filter 2

(=) REMOVE CRITERIA

Select the Object Type that matches all of the following criteria: vCenter Server

Metrics Current

>

G‘ REMOWVE CRITERIA

Select the Object Type that matches all of the following criteria: vCenter Server

Metrics Current

E: ADD ANOTHER CRITERIA SET

»

Virtual Machine filter

Select ﬂo"ﬂ Type that matchc'ot‘he following criteria:  Virtual Machine

I Progemes w I I Current

(¥) ADD ANOTHER CRITERIA SET

| PREVIOUS | | NEXT ‘ CREATE CANCEL
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Make sure you are in the Virtual Machine filter box.

1. Change Metrics to Properties.

2.Click into the Pick a property field.

Power State

Virtual Machine filter &

Select the Object Type that matches all of the following criteria:  Virtual Machine

Properties v o power state] I
LY i |

v ws SUMMAry

< w Runtime
(+) ADD ANOTHER CRITERIA
i nnection te

A\ /i Power State

1. In the Search Bar type power state.

2.Double click on Power State.
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Create View

1- Name & Configuration 2-Data 3 - Time Settings 4 -

vCenter Server filter =

(=) REMOVE CRITERIA

Select the Object Type that matches all of the following criteria: vCenter Server

Metrics Current

&

h REMOVE CRITERIA

-

Select the Object Type that matches all of the following criteria: vCenter Server

Metrics Current

r;:: ADD ANOTHER CRITERIA SET

Virtual Machine filter &

Select the Object Type that matches all of the fo‘oo'nena Virtual Ma o @

Properties rylRuntime|Power Statd Current I I is

Powered Off

(¥) ADD ANOTHER CRITERIA SET

I PREVIOUS I I NEXT I

CREATE | CANCEL
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1. Select Current.

2.Select: is

3.Click into the property value field. You should see the available options of Powered On and Powered Off.
4. Select: Powered On from Property Value Menu.

5.Click CREATE.
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View Results

@ vcsa-Ola.corp.vmb.. ACTIONS H TROUBLESHOOT |\ ~AQa 8

Summary Alerts Metrics Capacity Compliance Logs Events Detail

Views Heatmaps Workload

(e [ =

MHame T Type Description
. Latastone Utinzanon summary i LIST LIST OT an tne Uatastores witn A
: Datastore: Capacity g List Lists the summary of different s
o Datastores with Wasted Disk Space j‘| List Following datastores hawve wast
B DC cost List & List Darwin
: Demo - Variable Data & List

Demo - Variable Data

| &1y ©- e;.\ \

Mame CPU|Demand (%) CPU Max % CPUIReady (%) (at CPUI_.
aria-auto 2503 % 7069 % 072 %
aria-auto-config 595% 651 % 219%

aria-ops 9.59 % 8304 % 19.16 %

aria-ops-cp 645 % 941 % 2008 %
ara-ops-logs 1276 % 7187 % 1395 %
identity-manager 487 % 3168 % 554 %

ubuntu-0008 207 % 1058 % 017 %
windows-0010 T82% NB1% 052%
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We now have a view that shows us the last CPU Demand collected for each Powered ON Virtual Machine. We also show the Maximum
CPU Demand as a percentage for the last 30 days. The last value in our view shows us what the Ready % was when the demand was at
maximum during the same 30 day period.

This is a very powerful feature of the product. While we are showing the ready % when the CPU is highly demanded, you may wish to
see what disk latency looks like when network transmissions are high. You can correlate any two metrics that are being collected in
VRealize Operations.

Lesson End

This completes this lesson. In the next lesson, we will create a view with trended data.

Create a View with Trends

In this lesson, we continue the concept of creating custom views. This time, we will create a view with data that is trended over a period
of time.

Go to Environment

viw VMware Aria Operations
“
al  Home
% Data Sources >
In Environment Q.-/
Object Browser \_ _/

1. Expand Environment.

2.Click on Object Browser
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Hosts and Clusters

Object Browser o] 7 vcsa-0la.corp.vmbeans.com
* Environments Summary Alerts Metrics Capacity
* ySphere

IS.I vcsa-0Ola.corp.vmbeans.com

‘1l vSphere Hosts and Clustersl @

vSphere World Cluster: 2

i\ d ESXi Host 5
I o vesa-0la.corp.vmbeans.com o

Virtual Machine: 19

» 1 vSphere Networking Datastore 7
Version: 8.0.0-20920323

1. Click on vSphere Hosts and Clusters.
2.Expand vSphere World.

3.Click on vcsa-01a.corp.vmbeans.com.

Expand the Categories

7 vcsa-0la.corp.vmbeans.com ACTIONS v o

Summary Alerts Metrics Capacity Compliance Logs Events

1. Click on more...
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Create a View

(2 vcsa-0Ola.corp.vmbeans.com ACTIONS

Summary Alerts Metrics Capacity Compliance Logs Events

Views Heatmaps Waorkicad

=1

0
N_/4

-
M Admission Control Enabled? g Distribul
E L3

1. Click on Details.

2.Click ADD to create a new view.
View Types

View Types
{4 { Views Home \9/

— — e - e = g —

o]

i
e
—

List Summary Trend Distribution

1. Click on Trend as the type of view we are creating.
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View Name
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Create View

1- Name & Configuration

Name I Demo - Trend View I

Description

(-

E‘I:tingﬁ o
4

Items per page 8]
Top result count

Show Objects Existing

Show Object Creation Date (]

Make the view available for B Dashboards through the View widget
Report template creation and modification
B Details tab in the environment

Hide the view for the selected
Object Types

NEXT CAMCEL
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1. Enter the name Demo - Trend View.
2.Expand Settings to note what can be customized. For this lesson we will leave the defaults.

3.Click NEXT.

Data

Create View

1- Name & Configuration

Add Subject |virtual machin o o v

~ vienter

Selected Su bj Virtual Machine

Virtual Machine FDEF/

1. Click on Add Subject.
2.Type virtual machine in the search field and a filtered list will appear.

3.Click on Virtual Machine.
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Select Virtual Machine

Create View

1 - Name & Configuration 2 - Data @

Add Subject

Selected Subject @

Common Metrics vCenter Server )':,I Virtual Machine X I

1. Select Virtual Machine.
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Select metric
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Create View

1- Mame & Configuration 2 - Data

Add Subject

Selected Subject

Common Metrics vCenter Server X Virtual Machine x

[ Data

» [ Badge StoragelRead Latency im|
» [&] Capacity Analytics Generated
» [ Configuration
» [ Cost
» [ crU
» [&] CPU Utilization for Resources
v [&] Datastore
v [ Disk Space
v [&] Disk Space Usage on Datast._
v [& Guest
v [& Guest File System
r | Guest OS5 Services
» [ Memory
» &% Memory Usage on Host
v [& Metwork

(%] Performance

Physical Disk
Wi Power

Write Latency (ms)

(-

y [ Summary
v [&] System
v [&] Virtual Disk

v [&] VMware Aria Operations Gen
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1. Expand Storage.

2.Double click on Read Latency (ms).
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Trend the Data

.-’L-_.';' Data

» [#] Badge StoragelRead Latency @ configuration

» [& Capacity Analytics Generated

» [& Configuration General

» [& Cost Metric name  StoragelRead L
» [&l CPU Metric label

» [& CPU Utilization for Resources Units Auto

» [& Datastore
» [&] Disk Space o Data Series
» [&] Disk Space Usage on Datast v\"-* £ Historical data

» & Guest E rend of the historical data

» &%) Guest File System E Forecast data for the next

» [ Guest OS Services
» [ Memory @/\ Show advanced settings

v [& Memory Usage on Host

r s Network

» [&] Performance

» [& Physical Disk

» [ Power

W w4 Storage

Read Latency (ms)
Write Latency (ms)

» [ Summary

v &% System

» & Virtual Disk

» [& VMware Aria Operations Gen

PREVIOUS | NEXT ’ CREATE CANCEL

1. Uncheck Trend of the historical data.
2.Uncheck Forecast data for the next.

3.Click NEXT.
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Time Range
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Create View

1- Name & Configuration

Time Range Mode: @ Basic () Advanced

Currently selected date raﬂaeoﬁ Jun 10, 2023 10:05:19 AM to 10:05:19 AM

@ Relative Date Range \__/
Last 30| £ Days

() Specific Date Range

Start on: = to

(_) Absolute Date Range

Prior

(2)

‘ PREVIOUS ‘ ‘ NEXT I CANCEL
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1. Change the Relative Date Range to Last 30 Days.
2.Click NEXT.
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Filter
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Create View

1- Name & Configuration

2 - Data

Virtual Machine filter

Metrics Current

Select the Object Type that matches all of the following criteria:

() ADD ANOTHER CRITERIA SET

REATE CANCEL

vmware
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In the Filter section you have the ability to filter in or out objects based on a certain criteria i.e. only include powered on virtual
machines. For this lesson we will not use the Filter function.

1. Click CREATE.

Summary

Demo - Trend View

cm@o ®» 2o @

40

Jun 20 Jun 22 Jun 24 Jun 26 Jun 28 Jun 30 Jul 2 Jul 4 8
StoragelRead StoragelRead _
windows-0010 —— aria-auto-config
SupervisorControlPlaneVM (3) —— aria-ops
ubuntu-0008 —_— aria-auto
ubuntu20 S— aria-ops-cp
identity-manager — vCLS-60d30ce4-2d77-4340-83c4-Badcel

You now have a view that shows selected virtual machines read latency trended over the last 30 days. While we unchecked the
forecast data option, leaving it checked would have trended the forecast of the selected metrics for up to a year.

Lesson End

You have completed this lesson. The next lesson will show how to create a view with distribution data.
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Create a View that shows VM Growth

If you've completed the previous lessons in this module, we have created various views. In this lesson, we continue creating custom
views with data transformation. With data transformation, we can represent the maximum value as well as expressions to show
datacenter VM growth.

1. Notice in the Preview source: section that RegionAO1 is pre-populated.

Go to Views

vimw  VMware Aria Operations

«
{a Home

Data Sources >

[k Environment o >
B Visualize

Dashboards

| views @

Reports

1. Expand Visualize.

2.Click on Views.
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Create a New View

X
Views

fai Home

<) Manage

I 4+ Create

©

Q

1. Click + Create.

Create a List View

View Types
{ir / Views Home 4
v : ’
[ .
—— T
List Summary Trend

1. Select List.
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Add View Name

Create View

1 - Name & Configuration ¢ )=

Name |VM Growth Detail |°
.

Description

5 Settings

NEXT CANCEL
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1. Input the name: VM Growth Detail.
2.Select NEXT.

Add View Subject

Create View
1- Mame & Configuration 2-Dx
| Add Subject _datal | \./g i
W VBRTer
Selected Subj Custom Datacent~-
1@
Datastore 1A
Datastore Cluster
ata

Datastore Folder

Physical Data Center per Accou

s Cantainer

1. Click in the subject input field and type "data".

2.Select the auto populated Datacenter.
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Add Metrics to your View

. Favorites

. Metrics

» [&] Badge
» [ Capacity Analytics Gener
v [&] Compute Realized
» [ Cost
» [& CPU
» | Datastore
v [&%] Disk
» [& Disk Space
» [&] Disk Space Realized
» [ Memory
v [ Network
» [&] Number of VM Operations
[ Reclaimable
» [&] Reclamation
e'_:.: Rightsizing
(%] Storage
. Summary

[& VMware Aria Operations

» [ Properties

1. Expand Metrics.
2.Expand Summary.
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Add Data to your View

Create View

1- Mame & Configuration 2 - Data 3 - Time Setting
Add Subject x Group by

Selected Subject

Datacenter X

[_| Add interval breakdown Add instance breakdown

L-WS. Data Transformation
» [&] Number of VM Operations | SummaryINumber of Runnin... Current o e
%] Reclaimable Summary|Number of Runnin.. Current \..__/ m|
» [ Reclamation Q/ Summary|Number of Runnin.. Current m

» [ Rightsizing

» [&] Storage

f why SUMMary
Average Cluster Availability (%)
Average Running VM Count per
Maximum Supported VMs
Number of Developer Managed _
Number of Kubernetes clusters
Number of Namespaces
Number of Pods
Number of Powered Off VMs
Mumber of Running Hosts .

@ I Mumber of Running VYMs I

Number of Superviser Clusters

| NEXT ﬂ CREATE CANCEL

‘ FREVIOUS

1. Scroll down to see the item Number of Running VMs.

2.Double-click Number of Running VMs 3 times.

3.Afterwards, you should see 3 items in the window on the right.
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Modify Current Number of VMs

1. Select the 1st Number of Running VMs Metric.

2.In the Metric label field, Type VM Current as the label.

Add Max Transformation

Data Transformation

VM Curvent Corvent [ configuration
I VM Running Max Maximum I .@. m|

Summary|Number of Runnin.. Current m General

Data Transformation

WM Current Current \-‘/ | Configuration

Summary|Mumber of Runnin... Current i

Summary|Number of Runnin... Current m| General
Metric name _ Summary|Number of Run
Metric label WM Current I

Units o
Sort ordel®  None

Metric name Summary|Number of Run

Metric label | VM

Running Max I

Units

Sort order None

Transformation

)
0 limestamp 4

vmware
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1. Select the 2nd Number of Running VMs Metric.

2.In the Transformation field, select Maximum in the drop down list.

3.Type VM Running Max for the Metric Label.

Add Growth Transformation

Data Transformation
Vi \aTEnt umem il ' configuration
WM Running Max Maximum ]
I VM Growth Current m| General
Metric name SummaryiNumber of Run
o Metric label | VM Growtn I

Units ] e £
Sort order Nowelir/

Transformation

Current

Mo Timestamp

1. Select the 3rd Data object.

2.Name this data Object VM Growth in the Metric label field.

vmware
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Add Growth Transformation Expression

Data Transformation

VM Cusrent Current M configuration
WM Rurnning Max Maximum ]

WM Growth Expression m| General

Metric name Summary|Number of Run
Metric label WM Growth

Units MNo unit
o _b" Sort order

\‘-./ MNone
Transformation
Q/ I Expression
Expression Formula {(All calculations are
based on the base unit)
I {{{last-first)/first)*100) —

=

Show advanced settings

For this datapoint we are adding our own expression for growth. To show growth of VM's per datacenter we will use this expression:
(((last-first)/first)*100). This will give use the percentage of growth in VM for the time period of this view.

1. Change the Transformation field type from current to Expression.

2.Add the expression (((last-first)/first)*100)

3.Optional: If you have many datacenters you can select to sort the list by growth - ascending or descending.

vmware
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Preview Source Test

P're“snurce: vcsa-0la.corp.vmbeans.com s~

VM Currsnt VM RURAIRG Mao v

RegionAD 17 17 =T

mware® HANDS-ON LABS MANUAL | 322



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Preview Data

Preview source: vcsa-0Ola.corp.vmbeans.com C ~
Hame VM Current VM Running Masx W
RegionAO1 17 17 5

When we look at the preview data, it is always best to ensure the view is working correctly, and it is the right data we want to represent.
Notice that the VM current and Max are the same, and we have no VM growth. Now we will make a change in the environment to
make our new expression work!

Open vCenter in a new tab

@ | & Views - VMware Aria Operations X | -+ o

@" C @ O E| = https://aria-ops.co
I [] vCenter = Aria Automation ﬂ Aria Operations = Aria Operations for Logs

1. Select a new Tab to open a new Chrome tab.

2.Click on the vSphere Client button in the bookmarks bar.
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Log into vCenter

VMware® vSphere

\ﬁdse Windows session authentication

o

1. Select Use Windows session authentication.

2.Select Login.
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Power Off VM

v5phere Client

<

& ubuntu-0008 | [
(L.]] 5 @ Summary Maonitor Configure

w vesa-0la.corp.vmbeans.com
~ [ RegionAO1 Guest OS
s ([l Management
« [l workioadl

(=]
1]

esx-03a corp.ymbeans.com
% psx-0dacorp.vmbeans.com

esx-05a corp.vmbeans.com
2 linux-dev-0010

@ linux-dev-001

¥ ubuntu-memB38-237112364366

¥ windows-0010

l LauNCH REMOTE consoLe | (@

LAUNCH WEB CONSOLE

1. In the search bar type ubuntu.
2.Select the ubuntu-0008 VM.
3.Select Shut Down Guest OS.
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Confirm Power Off

Confirm Guest Shut Down | ubuntu-0008 X

& Shut down the guest operating systems for the selected virtual

machine?

1. Select YES to power off the VM.

Switch back to vRealize Operations

™% I B Views - VMware Aria Operations X | vSphere - ubuntu-0008 - Summary X =5

1. Select the Views - VMware Aria Operations Tab to return to Aria Operations.
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Refresh the View

Preview source. vcsa-Ola.corp.vmbeans.com

1. Select the refresh button to preview the source again.

Note - this may take 1-2 minutes for the next collection cycle to refresh content.

Preview Final Data

Group by Preview source; vcsa-Ola.corp.vmbeans.com '~
Mame WM Current VM Running Max v
[ Regionaot 16 7 | 4
[C) Add interval breakdown [_] Add instance breakdown \9/
Data
ati_ VM Current Current ] Configuration
VM Running Max Maximum ]
VM Growth Expression m Sererd
Metric name  Summary|Num
Metric label VMGrowth
Units Nounit -
By Sort order None
v
1e Transformation
op. Expression
ne.. Expression Formula (All calcula-
tions are based on the base unit)
Sp...
(((last-first)/first)*100) =
e Show advanced settings
ng ..
ng -
1-1of1items
vis
\ CREATE I o’:EL
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1. Now we can see that the amount of VM's running has decreased from the max value and the VM Growth has also decreased.

2.1f you are comfortable with the data, click CREATE.

Make a Growth List Report

vimw VMware Aria Operations

«
Reports
{1 Home
{¥} Manage
©1  Data Sources % [ Generated Reports
+ Create e
In Environment > \‘-‘/
B Visualize w
Dashboards

Views o
-/
Reports

1. Click Reports.

2.Then select + Create to create a new report.
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Name the Report

VM Growth Report - New Templats

« 1. Mame and Description '

I 1 Wiews and Dashboards o i

1. Name the Report VM Growth Report.

2.Select 2. Views and Dashboard.

vmware
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Add the VM Growth Detail view to the report

VM Growth Report - New Template ’X
> 1. Name and Description ~  Views and D in the report data) ¥
~ 2. Views and Dashboards v VMGrowthDetail []] Colorization (J a %
VM Current VM Running Max VM Growth
Data type: Views
Datacenter 1 Value 1 Value 1 Value 1
() ¥
Datacenter 2 Value 2 Value 2 Value 2

,'.AJ Capacity | Cluster VM Growth

atacenter 3 Value 3 Value 3 Value 3

| Capacity | Datastore VM growth
Datacenter 4 Value 4 Value 4 Value 4

/] Capacity | vSphere World VM Growth Datacenter 5 Value 5 Value 5 Value §

SPIROGYSRQ PUR SMAHA, P3RS - PamS Bumag A

.-,(‘ Cluster VM Growth Trend View

©

1-15 of 15 items

\+| Datacenter VM Growth Trend Viey
,'.AJ Trend of VM Growth

a] vCenter VM Growth Tr

|=] VM Growth Detail

] vSphere World VM Growth Trend View

1-9 of 9 items

s 3. Formats ~ Click to expand and select report
components

> 4. Layout Options 7

CANCEL SAVE }

1. Click in the Filter area, and type VM Growth and press Enter.
2.Select the VM Growth Detail View and drag it to the right.
3.Select SAVE.
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Locate the Newly Created Report

« Report Templates
Reports o
Manage
~ Name T Description Subject Generat.  Schedules Last Modif.. Li
[ Generated Reports
4 oreat :  Optimization Report - VMware Tool: VMware Tools Stat_  Virtual Machine 0 0 6/16/2310: -
reate
C D VM Growth Report Datacenter 0 0 1146 AM
o VMC Configuration Maximums Alert, Cluster Comp o 0 6/16/2310: -

You will now see the list of Reports that have been created in vRealize Operations.

1. In the Quick Filter, type vm and then hit Enter to filter the list.

2.0n the VM Growth Report, click the 3 dots beside the checkbox to open the actions menu

Run the Report

Report Templates

) )
5 Scnedule\'{

Edit
Delete

Clone

Export

1. Select Run to run the Growth Report.

vmware
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Select Object to run the report

Select an Object X

vSphere Hosts and Clusters

I > @ vSphere World | o
v/

‘@I

1. Select vSphere World.
2.Click OK.
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View the Report

Reports

£ Manage

I_D Generated Reports || @

+ Create

1. Select Generated Reports.

PDF or CSV

Completion Date/Time 4 Report Name Subject owner Executed for Status Downloac

¢ 15 seconds ago VM Growth Report Datacenter holadmin@corp.vmb.. vSphere World Completed ° J E

1. We have the option to download the report in either PDF or CSV format, for this exercise select the red PDF icon (note you

may have to wait a moment for the report to finish).
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Review the Report

1. VM Growth Detail

Jul 03, 2023 11:52 AM - Jul 10, 2023 11:52 AM (GMT-07:00)

Name VM Current VM Running Max VM Growth
RegionA01 15 17 36.36

The report should automatically open a new browser tab and default to it. Now we have a report that includes detail about the growth
of VM's in each DataCenter. We can send this to leadership to identify the growth trends each month, each week, or every day!

Switch Back to vCenter

Generated Reports - VMware & X 7-10-23 VM Growth Report vSphere X | vSphere - ubuntu-0008 - Summary X +

C @ oD ﬁle:///C:/Users/Administrator/Downloadsﬂ-10-@ Growth Report vSphere

H Aria Autormation Aria Operations ﬂ Aria Operations for Logs Aria Lifecycle = Aria Automation Config ﬂ Aria

1. Return to the vCenter by clicking back to the open vCenter Tab. If you closed this tab, you will need to open a new tab and

log back into vCenter.
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Start the ubuntu-0008 VM

=3 ﬁ Generated Reports - VMware 20 X 7-10-23 VM Growth Report vSphere X vSphere - ubuntu-0008 -

- C @ O E) &2 https://vcsa-01a.corp.vmbeans.com/ui/app/vm;nav=h/urnivmomi:Virtu

7 vCenter H Aria Automation ﬂ Aria Operations ﬂ Aria Operations for Logs ﬂ Aria Lifecycle H Aria Automation Config ﬂ

< & -
& ubuntu-Doco,D 2 @ @& | :acrons
N

[D] E '@ Summary Monitor Configure Permissions Datastores Networks Snaps

vesa-0la.corp.vmbeans.com

~ [l RegionAO! Guest OS & Virtual Machine Details
> [ Management
~ [l Workload1 Power Status Gh Powered Off
% esx-03acorp.vmbeans._. [ | F Guest 0S 0 R
[] esx-0O4a.corp.vmbeans...
[[] esx-05a.corp.vmbeans. E’a Viuware Tools :I_:EU‘J::‘W"@SEJ‘
Powered Off ged)

@ linux-dev-0010
DNS Name (1 buntu-0008
@ linux-dev-00M m u u

o s L e
(% ubuntu-mcm@838-23712_ | Encryption Not encrypted

LauNCH reMoTE consoLe | @
ff windows-0010 0

Let's restart the ubuntu-0008 VM that we shutdown earlier because this VM will be needed in future lessons.

1. Click on the VM ubuntu-0008.
2.Click the green Start icon to restart this VM (or right-click and select Power On).

3.You may now click the x on the vCenter tab to close it.

Lesson End

This concludes the Create a View that shows VM Growth Lesson.
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Create a View with Distribution Data

If you've completed the previous lessons in this module, we have created various views. In this lesson, we continue creating custom
views with the Distribution view. The distribution view gives us the ability to create pie charts based on data from selected object type.

Go to Environment

vmw VMware Aria Operations

«  Object Browser (]

“ Environments
nl HOome

" ySphere

¢ » Data Sources 0 » 12 wSphere Hosts and Clusters
U » .. vSphere Networking
In Environment

Object Browser o » Service Discovery

» .. wSphere Storage

y =~ Ari A #
Inventory VMware Aria Automation

» Others

1. Expand Environment.

2.Click on Object Browser.
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Hosts and Clusters

Object Browser

v Environments

* ¥Sphere \_Q/

- I vSphere Hosts and Clusters

» .- vSphere Networking
» .. vSphere Storage
» Service Discovery
* VMware Aria Automation
» Others

* Groups and Applications

» All Objects

1. Click on vSphere Hosts and Clusters.

Select a vCenter Server

Object Browser o (? vcsa-Ola.corp.vmbeans.com — AcTions~
F’nmems Summary Alerts Metrics Capacity Compliance Logs Events
uhere

©

@ vcsa-Ola.corp.vmbeans.com

D.. vSphere Hosts and Clusters
v @ vSphere World @/ Cluster 2
ESXi Host 5
I P vecsa-01a.corp.vmbeans.com I Virtual Machine: 19

[P ~
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1. Expand vSphere World by clicking the chevron to the left of the text.
2.Select vCenter Server vcsa-0la.corp.vmbeans.com.

3.Click on more...

Create a View

2 vcsa-0la.corp.vmbeans.com ACTIONS v
Summary Alerts Metrics Capacity Compliance Logs Events
°

‘l-!rwe Heatmaps Workioad

[aoo J - ]

1. Click on Details.

2.Click ADD to create a new view.

View Type
View Types o
{n / Views Home \._./
- i et i e e
- . X Frowmm— Smm— G !
- a
List Summary Trend Distribution
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Click Distribution as the view type.
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Enter the View name
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Create View

1- Name & Configuration

Name Demo - Distribution *»fueu.l _\Q/

Description

~ Configuration

Visualization Pie chart
Coloring i Colorize

Select color
Distribution Type Dynamic distribution

lan stribution

M
Discrete distribution

+ Settings

Summary

NEXT
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For this lesson we will use a Discrete distribution which allows us to specify the number of buckets in which VMware Aria Operations
distributes the data. If you increase the number of buckets, you can see more detailed data

1. Enter the view name Demo - Distribution View.
2.Click Discrete distribution.
3.Click NEXT.

Add Virtual Machines as the subject

Create View

1- Name & Configuration

s suvject mmeond @) -

w yCenter

Selected sub] I Virtual Machine I |
Virtual Machine Fol

1. In the Add Subject line, start typing virtual machine.

2.Click Virtual Machine when it auto populates below.

Select Virtual Machine as the Subject

Selected Subject o

Common Metrics vCenter Server X Virtual Machine
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1. Select Virtual Machine.
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Select Properties

Create View

1- Name & Configuration

Add Subject

Selected Subject

Virtual Machine

o Favorites
Metrics

% Properties

» [ Application Remote Collector
ARC FQDN
ARC Mapped vCenters
Bootstrapped UCP/CP

y» [&] Cloud Automation

» [& Configuration

» [&] CPU

» &% Guest OS Services

v [&] Memory

» [&] Metwork
e'l.: Runtime
s SAM Info

W SUMMmary

» [& Configuration

L

Datastore(s)

v [&] Guest Operating System
MOID

This time we will be selecting from the Properties list.
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1. Expand Properties.

2.Expand Summary.

Select a Property

F|Es] MIETIIOTY

» [ Metwork

» [& Runtime

%] SRM Info

¢ We SUMMAry

v Configuration

e Datastore(s)

ﬁ_ Guest Operating System
Guest Family
Guest OS from Tools

Guest OS |P Address

Hostname

Tools Running Sta

Tools Version Status
MOID

Pa*ent Cluster
Parent Datacenter

Parent Folder
Parent Host o
Parent ch—nter'\u/-

PREVIOUS NEXT ' CREATE CANCEL

Data

Summary|Guest Operating System|Tools Version

Additional Column

1. Scroll down so we can see the Guest Operation System Item under the Summary group.

2.Expand Guest Operating System.

3.Double-click on Tools Version to add it to the Data list on the right side of this window.

4.Click NEXT.

vmware
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Time Settings
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Create View

1- Name & Configuration

Time Range Mode: @ Basic () Advanc
Curre ected date range: From Jun*
0 RM.DatE Range

Last Days

Specific Date Range

start on

_) Absolute Date Range

Prior

PREVIOUS MNEXT I CREATE
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1. Change Relative Date Range to Last 30 Days.
2.Click NEXT.
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Filter
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Create View

1 - Name & Configuration

Virtual Machine filter

Select the Object Type that matches all of

Metrics

(¥) ADD ANOTHER CRITERIA SET

PREVIOUS CREATE |
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For this lesson we will not filter on any criteria

1. Click CREATE.

View Report Output

Demo - Distribution View
el My
Summary|Guest Operating System|Tools Version

1(4.55%) [ 10455%) ® 125
| 2(9.09%) ® 1130
@ 1333
@ 1360
@ 1205
3(13.64%) 121.0
@ 1215
® 1220
® 12320
@ 12352

1(4.55%)

3(13.64%) - 1(4,55%)

2(9.09%)

3(13.64%)

5(22.73%)

We can now see the results of our new View for the 'vcsa-0la.corp.vmbeans.com' vSphere environment that we selected in the
beginning of this lesson. But what if we have multiple environments that we want to look at and inspect individually? To do that we can

go to the main views page and then select the environment we want to use as the source to create this view. In the next steps, we'll
walk through this.
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Go to Views

vimw VMware Aria Operations

%« o
Views
fat Home
i Home
% Data Sources » ) Manage
¢ Create

[n Environment o »
B \Visualize

» (0 Recents

Dashboards * B Al

Views e
A4

Reports

€y Troubleshoot e >

1. Expand Visualize.

2.Click Views.
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Open Manage View

vmw VMware Aria Operations

L4
Views
Home
{it Home
% Data Sources 3 | & Manage | o
+ Create
[m Environment 3
Q.
B Visualize " |
» {0 Recents
Dashboards s B Al
Views

1. Click on Manage to open the list of Views.

Find our Newly Created View

Views
1@
) Name T @ Type Description Subject
I Demo - Distribution View I @) Distribution Virtual Ma¢
Demo - Trend View pi Trend Virtual Mac
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1. In the quick search filter, type demo and hit Enter.

2.Click on the text Demo - Distribution View to open the View.

Select Preview Source

Preview ¢ "2 o
\-./ I Select preview sc:-urce...l \.._./

Templates

Sample data

Our view may default to a source we don't want to see.

1. Expand Preview source in the top right-hand corner of the window.

2.Click on Select Preview source...
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Select the vcsa-01a.corp.vmbeans.com Object

Select an Object

I vSphere Hosts and Clusters

I : B vSphere World i\

i:ﬁ vcsa-0la.corp.vmbeans.com

o
2}

3/

\,__./ﬂ

1. In the drop-down, ensure vSphere Hosts and Clusters is selected. If itisn't expand the field and select vSphere Hosts and
Clusters.

2.Expand vSphere World.

3.Click vcsa-01a.corp.vmbeans.com to select that object as the preview source for our new view.

4.Click OK.
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View Results

3(13.64%)

2 (9.09%)

Demo - Distribution View  AcTions +

Summary|Guest Operating System|Tools Version

1(4.55%) - / 1(4.55%)

1(4.55%)

2(9.09%)

~ 1{4.55%)

3 (13.64%)

3 (13.64%)

5(22.73%)

We will now have a distribution of the VMware Tools versions in the environment!

Lesson End

Preview source: vesa-Olacorp.

® 125
® 1130
® 1333
® 11360
® 1205

1210
® 1215
® 1220
® 12320
@ 12352

We have completed this lesson on Creating a View with Distribution Data! In the next lesson, we take you through the process to put

views and dashboards into reports.

Create Reports from Views and Dashboards

In this lesson, we show how to create custom reports using both views and dashboards.

vmware
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Go to Environment

vimw VMware Aria Operations

«  Object Browser

+ Envirgnments
::.I }'O'ﬁt’

* wSphere

©

Data Sources > » I vSphere Hosts and Clusters

Ih Environment \Q/

Object Browser @ » Service Discovery

Inventory » VMware Aria Automation

.- vSphere Networking

» .. vSphere Storage

» Others
Business Applications
» Groups and Applications

Applications

- o v

1. Expand Environment.

2.Click on Object Browser.
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Hosts and Clusters

Object Browser @

' Environments

- )
D‘. vSphere Hosts and Clusters

» @ vSphere World
* . vSphere Networking

» 1l vSphere Storage

¥ [arvire Nicrmussne

1. Expand vSphere Hosts and Clusters.

Select a vCenter Server

Object Browser 2 © @ vcsa-Ola.corp.vmbeans.com — AcTions - o
v Environments Summary  Alerts  Metrics  Capacity Compliance  Logs Eve\'lg
“ vSphere

[] vesa-Ola.corp.vmbeans.com

. 'oe Hosts and Clusters
here World Cluster. 2

ESXi Host 5
E vcsa-Ola.corp.vmbeans.com | J Virtual Machine: 16
Datastore 7

» 1. vSphere Networking

Vmcrinn O M A WDVITY

1. Expand vSphere World by clicking the chevron to the left of the text.

2.Select vCenter Server vcsa-0la.corp.vmbeans.com.

3.Click on more...
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Create a Report

2 vcsa-0la.corp.vmbeans.com ACTIONS

Summary Alerts Metrics Capacity Compliance Logs Events Details Environment Reports less...

Report Templates Generated Reports °

1. Click on Reports.

2.Click ADD to create a new report.
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Report Name

Demo - Report from Views and D¢

w 1, Name and Description oy

MAMm&

I Demo - Report from Views and Dashb l-!‘ll'J

I > 2. Views and Dashboards I \-_-/E .

1. Name the report Demo - Report from Views and Dashboards.

2.Click 2. Views and Dashboards.
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Selected Views

Demo - Report from Views and Dashboards - New Tem

» 1. Name and Descnipton o views and Dashboards in the report
« 2. Views and Dashboards o Oversized Virtual Machines 4
Hame Confgured
Data type Views | j
S vi-automation 12
&+ / {  Mame: *»  ALL FILTERS ~
saltstack

CMA-Oversized Virtual Machine Details
identity-manager A

@ CMA-Oversized VMs
: SupervisorControlP| . 2

CMA-Undersized Virtual Machine Details

! SupervisorControlP| . 2

@ CMA-Undersized VMs '

m

\
i
]
(=]

Owversized Virtual Machines I e
: \-._./ Undersized virtual Machines

| Raghtsizing | Oversized Virtual Machine Details i Configueed
| R :
. o dev-project-worker .
| Rightsizing | Undersized Virtual Machine Details . -
vr-loginsight =
Rightsizing | VM Owversized and Undersized Status

Total 6
| Undersized Virtual Machines '\o,f

Chick to expand and select reg
components.

* I Formats W

1. In the search box, type sized and hit Enter.
2.Double-click Oversized Virtual Machines.

3.Double-click Undersized Virtual Machines.
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Select Dashboard

Demo - Report from Views and D

» 1. Name and Description v

» 2. Views and Dashboards \0}' -

Data type: I Dashboards !

XY

Assess Cost \-._./

(%) Cost & Reclama&hm ary

1. Change the Data Type from Views to Dashboards.
2.In the Quick Filter, type cost and hit Enter.
3.Double-click Assess Cost to add it to the Report.
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Report Format

1. Select 3. Formats.

Demo - Report from Views and Dz

> 1. Name and Description v

» 2 Views and Dashboards W

e 1® -
B FoF

Good for sharing with people who need to print it

porting data to be used by other data
appicanons

2.Since we are including a dashboard as part of this report, uncheck CSV. A dashboard will not convert to CSV (comma

separated values).

vmware
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Layout Options

Demo - Report from Views and Das

* 1. Name and Description v
» 2 \iews and Dashboards

* 3. Formats '

I ~ 4 Layout Options I@ w

1. Select 4. Layout Options.
We have the ability to include the following:

+ Cover Page
 Table of contents

* Footer
For a Cover Page:

+ Can contain an image up to 5 MB.

* The default report size is 8.5 inches by 11 inches. The image is resized to fit the report front page.
Table of Contents

* Provides a list of the template parts, organized in the order of their appearance in the report
Footer

* Includes the date when the report is created, a note that the report is created by VMware vRealize Operations Manager, and

page number.

Don't make any changes here, we will use the default settings.
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Portrait or Landscape

* 1. Name and Description v | Views and Dashboards in the report (preview for v
» 2 Views and Dashboards v
» 3. Formats v (|4
~ 4 Layout Options e o :
: Sg=
| ] Cover Page

Y Portrait

[(] Table of contents .
| | =8y Landscape I
[C] Footer -

Each view and dashboard can be oriented to portrait or landscape mode. For dashboards in a report, landscape will likely be a better

choice to simulate the aspect ratio of a monitor. Some dashboards require scrolling. When a dashboard is too large to be displayed on
the screen, it will not fit into a report very well either. Make sure Assess Cost is set to Landscape.

1. Click the layout icon

2.Select Landscape.

vmware
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Save

CANCEL

1. Click SAVE in the bottom right corner of the window.
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New Report has been Created

nerated Reports

Iy
i1l
3]

Report Templates

ADD

] Mame + Des

| & _ Configuration Report - Virtual Machines Thi

Generated reports (0) | Schedules (0)

Configuration Report - vSphere Clusters Thi

Generated reports (0) | Schedules (0)

—| : _ Configuration Repart - vSphere Hosts Thi

Generated reports (0) | Schedules (0)

[ ‘atastore Cost Report
\Jﬁ&'atseq reports (0) | Schedules (O)

m
o

Demo - Report from Views and Dashboards
Generated reports (0) | Schedules (0)

We can now see our new report in the Reports List.

1. Click the 3 dots to the left of the report name to open the actions menu.
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Run the Report

H Configuration Report - vSphere Hosts
Canaratad rancetc () | Schedules (0)
B o
l Schedule Io\"sﬁ/—"m es(0)
: Edit i Views and Dashboards
Delete 1) | Schedules (0) | Running
. Clone
: Report
Export D) | Schedules (Q)
B Inventory Report - Datacenters
Generated reports (0) | Schedules (O)

1. Click Run the run the report.

Generated Reports

2 vcsa-0Ola.corp.vmbeans.com ACTIONS

Summary Alerts Metrics Capacity Compliance Logs Events Details

Report Templates Generated Reports @/

[ ] Completion Date/Time 4 Report Name

.- Demo - Report from Views and Dashboards

1. Click on Generated Reports to see the newly created report.
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Select PDF

1. Click on the PDF icon.

vmware

All Filters

Status

Completed '».o,n' B
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View the Data

Demo - Report from Views and Dashboards -2 vesa-01a.corp.vmbeans.com

1. OQversized Virtual Machines

List of the virtual machines which are marked as oversized. Reclaim from these virtual machines to reduce wastage and improve performance.
May 19, 2023 02:26 PM - Jul 18, 2023 02:26 PM (GMT-07:00)

Name Configured vCPU  Reclaimable Configured Reclaimable Parent vCenter
vCPU(s) Memory Memory
aria-auto 12 6 48 GB 3GB vcsa-
01a.corp.vmbean
identity-manager 6 2 10 GB 2GB vcsa-
01a.corp.vmbean
aria-ops-logs 4 2 8GB 0GB vcsa-
01a.corp.vmbean
aria-auto-config 4 2 8 GB 4GB vcsa-
01a.corp.vmbean
SupervisorContro 2 0 8 GB 3GB vcsa-
IPlaneVM (1) 071a.corp.vmbean
windows-0010 2 0 4GB 1GB vesa-
01a.corp.vmbean
aria-ops 4 0 16 GB 3GB vcsa-
01a.corp.vmbean
aria-ops-cp 2 0 8GB 2GB vcsa-
01a.corp.vmbean
SupervisorContro 2 0 8 GB 4GB vcsa-
IPlaneVM (2) 01a.corp.vmbean
Total 38 12 118 GB 22 GB B

The report should open automatically in a new browser tab.

Lesson End

You have completed the last lesson in this module. You should now have an understanding in creating new views. You also now have
the tools to create reports from any view or dashboard.
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Conclusion

Understanding how to create custom Views in Aria Operations can be a powerful skill to fine tune Aria Operations to track what is
important/critical to the monitoring of our VMware Cloud Infrastructure. We hope this lesson has highlighted the power and ease of
building custom views in Aria Operations.

You&#39;ve finished Module 7

Congratulations on completing the lab module.

If you are looking for additional general information on Aria Operations 8.4, try one of these:

* VMware Product Public Page -Aria Operations: https://www.vmware.com/products/aria-operations.html

+ Aria Operations 8.12 - Release Notes: https://docs.vmware.com/en/VMware-Aria-Operations/8.12/rn/vmware-aria-
operations-812-release-notes/index.html

+ Aria Operations - Documentation: https://docs.vmware.com/en/VMware-Aria-Operations/index.htmll

- VMware Cloud Management Blog - What's New in Aria Operations 8.12 and Cloud: https://blogs.vmware.com/management/

2023/04/whats-new-in-vmware-aria-operations-8-12.html
From here you can:

1. Click to advance to the next page and continue with the next lab module
2.0pen the TABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 8 - Using Metrics and Metric Charts for Troubleshooting (15 minutes) Basic

Introduction
Upon completing this lab, you will be able to:

+ Understand how to build a multi-chart view into a VM
+ Understand the chart toolbar icons and their uses

+ Use the chart toolbar options to finetune your trouble
Log in to Aria Operations

To begin this exercise, we will log in to Aria Operations. If you are not currently logged into any instance of Aria Operations, continue to
the next page, but if you are already logged into Aria Operations, click here to skip ahead.

Open the Firefox Browser from Windows Quick Launch Task Bar

If your browser isn't already open, launch Firefox

1. Click the Firefox icon on the Windows Quick Launch Task Bar

Launch Aria Operations

Iﬂ vCenter ‘ Arnia Autnmatinnl @ Aria Operations II@/. Opera

The browser Bookmarks Bar has links to the different applications that are running in the lab.

1. Click the Aria Operations Bookmark
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Log in to Aria Operations

VMware Aria
Operations”

Aria Operations is integrated with VMware Identity Manager which we will use for user authentication in this lab.

vIDMAuthSource (VMware Identity Manager) should be pre-selected as the identity source. However, if it is not you will choose it.

1. Click the drop-down arrow if vIDMAuthSource is not selected.

2.Click REDIRECT to be taken to the authentication page.
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VMware |dentity Manager Login

)

w

‘Workspace OME™

USErMarnme
holadmin
1':---&

Forgot password?
Change to a different demain

imivare

At the Workspace ONE login screen, use these credentials:

1. username: holadmin
2.password: VMwarel!

3.Click Sign in

vmware
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Aria Operations Home Screen

Home

Leuncrpsd N Mut-Cloud Overview

A vome
Welcome to VMware Aria Operations
mvroTert > Fillars of Operations
iz Observability E, Capacity E} Cost é‘) Compliance =3 Sustainability @
e 1 w1 PR cti=ima . s Cptmm s o v O artaty
e . a
L *  applications

Business Applications D Applications.

infrastructure

vSphere VSAN NSX L Honzon - Kubernates

() S o 2]

vMware Cloud

VMware Cloud o VMware Qoudon 1) Azure VMware Google Cloud ] Oracle Cloud vMware doudon 75

Foundation i aws (55-‘ solution 6 VMware Engne g] VMware Solution o Dell EMC =
Public Cloud

Amazon Web E Microsoft Azure Google Cloud

Services A Provider ’)

Integrations

Automation Central

Outbound Plugins 9 Content Repository E Developer Center <>

You should be at the Aria Operations Home screen and ready to start the module.

How to use Metrics

In this lesson we will dive into how metrics can help with troubleshooting.
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Environment

vmw VMware Aria Operations

« Home

. Launchy
A Home —

% Data Sources o ’

[n Environment Pillars
I QObject Browser Io
| ' Obst
N/

1. Click on > next to Environment.

2.Click Object Browser.

vSphere Hosts and Clusters

Object Browser & o) & vcsa-Ola.corp.v.. ACTIONS v | TROUBLESHOOT | m g & & [

Environments Summary .o Metrics Capacity Compliance Logs Events more.
vSphere
£ vcsa-Ola.corp.vmbeans.com Active Alert
- vSphere Hosts and Clusters
@ vsSphere World Cluster 2 (@ Critical
ESXi Host 5
\,_/I (7 vcsa-0la.corp.vmbeans.com I Virtual Machine: 17 [7] immediate

Datastore: 7
Version 8.0.0-20920323

» I vSphere Networking Warning

The Object Browser should have expanded the vSphere environment down to the vCenter vcsa-0la.corp.vmbeans.com. If it did not,
click each > to expand down to vcsa-0la.corp.vmbeans.com.
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1. Click on vcsa-01la.corp.vmbeans.com.

2.Click on Metrics.

How the Metrics category works

The Metrics category is dependent on what is selected in Object Browser

Object Browser &

v Environments
v vSphere
vSphere Hosts and Clusters
v @ vSphere World
) (P vcsa-Ola.corp.vmbeans.com
vSphere Networking
» II vSphere Storage
Service Discovery
» VMware Aria Automation
» Others
Groups and Applications

> All Objects

1. Click > next to Metrics.

L

? vcsa-01...

Summary

ACTIONS ~

Alerts Metrics

Bl&TRILS ™

&

@ Sphere World

| Favorites

¢} Metrics

Badge

*] Capacity Analytics Generated

cPU
Datastore

*] Disk
"] Disk Space

4 Instance Generated

Memory

*] Network

| Number of VM Operations

] Summary

") VMware Aria Operations Generated

» [&] Properties

TROUBLESHOOT | » @ = @

Capacity Compliance Logs

{5 VSPHERE SOLUTION'S DEFAULT |

Details Environment |

Events

Double click on a metric or property from the left to

The Metrics list is populated based on what is selected in Object Browser. The Metrics shown here are what is relevant for a vCenter

object.

vmware
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Select a Cluster

Object Browser 2 o

v Environments
vSphere
vSphere Hosts and Clusters

e vSphere World

\_/H D; vcsa-0la.corp.vmbeans.com
o Dl RegionAO1

> ) Development
» [ HOL Infrastructure
» ] Namespaces
» O Templates
O vas

» O Workloads

(1] Management
Q=
» I vSphere Networking
.2 vSphere Storage
*» Service Discovery
* VMware Aria Automation
» Others
» Groups and Applications

» All Objects

1 Workload1

Summary

M [

ACTIONS ~

Alerts Metrics

BI& TS

° RegionAd!

a o
¢ &v O

% Favorites

[ Discovered virtual machln@ﬂ-

y Metrics

*| Badge

—

| Capacity Analytics Generated

%l Cluster Configuration

i

| Cluster Services
] CPU

] Datastore
[*] Disk
Disk Space

*| Memory

| Namespaces

. Network

| Number of VM Operations
Performance

T

Profiles

i

| Storage

T

*] Summary

| Sustainability

i1

» [&] Properties

1. Click > next to vcsa-0la.corp.vmbeans.com.

2.Click > next to RegionAO1.
3.Click on the Workload1 cluster.

4 .Click > next to Metrics.

TROUBLESHOOT | » g = ©

Capacity

VMware Aria Operations Generated

{5 vserere soLuTion's DERFAULT

ance Logs Events Details Environment

o

L - »,
L @ Workload 4 4

esx-04a.corpy r*n:°
esx-05a.corp.vmiy
esx-03a.corp.vmi
et =]

C D D =

Namespaces

mZr Qe 0 x ®I® C O

Double click on a metric or property from the left &«

5.Notice how the Object Relationship box has changed to show the Workload1 parent and child objects.

Note that the list of Metrics for a cluster is longer than the list of Metrics for a vCenter.

vmware
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Select a VM

Notice that some of the Metrics have yellow in the little box in between the > and the Metric name. This indicates that something is
currently alerting under that Metric category. This provides real-time troubleshooting information as you are selecting what to see.

Object Browser ¢ o

v Environments
v vSphere
vSphere Hosts and Clusters
v @ vSphere World
 [@ vecsa-Ola corp.vmbeans.com
~ B RegionAQ!
» [ Development
» ) HOL Infrastructure

» CJ Namespaces

& ub.. ACTICHEE TROUBLESHOOT Y LR LR LN LY ﬁ VSPHERE SOLUTION

Summary Alerts Metrics Capacity Compliance Logs Events Details Environment

BI& TS ™

° D g;x-ﬁ&a COrp.vm

‘ € E’i uburtu-0008 € \[3 RegionAQHSCSIO
OD Workioads

» ) Templates
> D veLs - -
0: ¢ @V D @Waz=zsr Qe 0 2 1@ C
» O Workloads £ Favorttes
£ Discovered virtual machine Yy Metrics
» [*] Badge
> [0 Management - ;
» [&] Capacity Analytics Generated Double click on a metric or property from the left
Workloadi » [& Configuration
» @ Namespaces » B cPu

B esx-03a corp.vmbeans._.

L)
o D esx-04a.corp.vmbeans...
>/

(3 esx-04a_LOCAL

.

» {3 linux-dev-0011

» f% SupervisorControlPl

@ » (% ubuntu-0008

» % vCLS-7deae903-844

» [] esx-05a.corp.vmbeans

(3 RegionA0I-ISCSION-C..

[ CPU Utilization for Resources
[&] Datastore

v

» [*] Disk Space

Disk Space Usage on Datastore
*] Guest
*] Guest File System

%] Guest OS Services

Memery Usage on Host

[
[
[
L
» [£] Memory
L
» [&] Network
[#] Performance
» [&] Physical Disk
[

Power

1. Click > next to Workload1.

2.Click > next to esx-04a.corp.vmbeans.com.

3.Select the VM ubuntu-0008.

4.Click > next to Metrics.

vmware
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Note that the Metrics list for a VM is much longer than what is available for a vCenter or a Cluster.

Collapse the Object Relationship window to provide more space

1. Click the double chevron on the right side of the screen.

My VM is slow and | need more resources

This is a common complaint vSphere administrators will hear. Metrics can be used to give a customer a simple wholistic view of how
their VM is and has been performing.
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@ My a Rlaz=zsr o] 0 x 1@ C O @

» 5] Favorites

s
=

£ ubuntu-0008
'y Metrics

» [£] Badge CPU|Usage (%)

o; Capacity Analytics Generated . 379

« Configuration N
D- cPU

¢ Co-stop (%) .250 -

Contention (%) 12:00 PM 06:00 PM Jul1s 06:00 AM 12:00 PM

# Demand (MHz2)
¢ Demand (%)
& Effective imit (MHz)
Highest vCPU Ready of all instances .
# Highest vCPU Usage of all instances
& Other Wait (%)
® Overlap (ms)
& Provisioned vCPU(s) (vCPUs)
Ready (%)
& Run (ms)
& Swap wait (%)
# Total Capacity (MHz)

& Usage (%)

# Usage (MHz)

©

# Usage average Daily (MHz)

1. Click > next to CPU.

2.Double click on Usage%.
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Add Memory Usage%

Ty

® ¢ [

» [ Favorites

wlmZprw[0]e o

5 ubuntu-0008

0

2 COHm e

v ey Metrics

[*] Badge CPU|Usage (%)

o Capacity Analytics Generated 7
\.,_,/"' Configuration

Y 3
D-j CPU
» [&] CPU Utilization for Resources . 259 .
» [&] Datastore 1200 PM 06:00 P s 06:00 AM 12:00 PM
» [*] Disk Space
» [&] Disk Space Usage on Datastore {5 ubuntu-0008
» [E] Guest MemorylUsage (%)
Guest File System
| Guest OS Services
; Memory g1
Balloon (%)
¢ Compressed (KB) = 8002 2o
1200 PM 06:00 PM Jul 18 0800 AM 1200 PM

¢ Consumed (KB)

# Consumed (%)

# Consumed average Daily (KB)
& Contention (%)

& Effective limit (KB)

® Guest Demand (KB)

# Guest Usage (KB)

# Host Demand (KB)

® Non Zero Active (KB)
# Overhead (KB)

¢ Overhead Max (KBE)

# Reservation Used (KB)
# Swap In Rate (KBps)

& Swap Out Rate (KBps)

# Swapped (KB)

& Total Capacity (KB)
@ Usage (%)

1. Collapse the CPU Metric list to conserve space.

2.Click > next to Memory.

3.Double click Usage%. (you may need to scroll down)
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Add Disk performance Metrics

@ @ O Wazasr@e 0o x=2@cond

s Favorites
ey 5 ubuntu-0008
v uhy Metrics
» [*] Badge CPU|Usage (%)
S Capacity Analytics Generated .37
» [&] Configuration 3
] cPU
» [& CPU Utilization for Resources . 259 "
» [&] Datastore 1200 PM 0600 PM Julre 0600 AM 12:00 FM
[*] Disk Space
(%] Disk Space Usage on Datastore {51 ubuntu-0008
» [] Guest Memory|Usage (%)
] Guest File System
. A 1808 -
o Guest OS Services
*] Memory \ 8
[&] Memory Usage on Host
- = 80.802
o Network 80
e 1200 PM 0600 PM Jul e 0E00 AM 12200 PM
» [ Performance

» [&] Physical Disk
» &% Power
» [& Storage
] Summary
o;’ System
Virtual Disk
== (=] Aggregate of all Instances
# Highest IOPS of all instances
# Highest Read Latency of all instances (
# Highest Write Latency of all instances
# Read Throughput (KBps)
_’r [*] scsi0:0
& Write Throughput (KBps)

» [&] VMware Aria Operations Generated

» &% Properties

1. Collapse the Memory Metric list to conserve space.

2.Click > next to Virtual Disk.
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Notice that there are two sub categories here. Aggregate of all Instances is relevant if you have multiple Virtual Disks on the VM. on
ubuntu-0008 there is only on Virtual Disk labeled scsiO:0. This allows granular data for your disk performance

Add Disk performance Metrics continued

© ¢ & O Razasr O] ox e @coed
[ Favorites
o & ubuntu-0008
ww Metrics
» [F] Badge CPUIUsage (%)
» [&] Capacity Analytics Generated .37
[&] Configuration 3
[*] cPU
» 5] CPU Utilization for Resources .259 2
[&] Datastore 12:00 PM 0600 P Jul s 06-00 AM 12:00 PM
[*] Disk Space
» [&] Disk Space Usage on Datastore {51 ubuntu-0008
» [F] Guest Memory|Usage (%)
[*] Guest File System
o 1.808
I Guest OS Services
[*] Memory =
=] Memory Usage on Host
= B0.BO2
s Network 2o
e 1200 PM 0800 PM Jul 18 0600 A 12200 PM
» & Performance
» [l Physical Disk £ ubuntu-0008
|& Power
2o Virtual Disk: Aggregate of all Instances|Read Latency {ms)
» o Storage
» [2] Summary =247
[*] System 2
~ o*y Virtual Disk
o I'._ Aggregate of all Instances 1 M j‘ h u A L o
¢ Outstanding IO requests (0I0s) 12:00 PM 0600 PM g 600 AM 12200 PM
# Read IOPS
= ubuntu-0008
el ¢ Read Latency (ms) I -
\-'/ # Total IOPS Virtual Disk: Aggregate of all Instances|Write Latency (ms)
& Total Latency (ms) -
¢ Total Throughput (KBps)
10
$ Write IOPS
@j # Write Latency (ms) ||
[+
# Highest IOPS of all instances - R
12:00 PM 0600 PM Julis 06:00 AM 12:00 PM
¢ Highest Read Latency of all instances
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For this lesson we will use the Aggregate Metrics as we are building out a high level view of the VM performance and would be more
versatile to make a View out of.

1. Click > next to Aggregate of all Instances.
2.Double click on Read Latency (ms).

3.Double click on Write Latency (ms).
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Add Network performance

® o @y Pazzsrv0]e 0o x 2@ coad

| Favorites

Y

v uhy Metrics 5 ubuntu-0008
» [*] Badge
» 5] Capacity Analytics Generated

Virtual Disk:Aggregate of all Instances|Read Latency (ms)

» [&] Configuration - 247

» [F1 cPU 2
» [ CPU Utilization for Resources ‘
» [# Datastore A A ) | ﬂ “ A L o

3 . Disk Space 12:00 PM 0600 PM Julis 06:00 AM 1200 PM

» [&] Disk Space Usage on Datastore
5 ubuntu-0008

» [*] Guest
» [¥] Guest File System Virtual Disk:Aggregate of all Instances/Write Latency (ms)
| Guest OS5 Services .38
] Memor
s Ly 10
) Memory Usage on Host
; Network
- - O
% Aggregate of all Instances 12:00 BM 06:00 PM Julis ©5:00 AM 12:00 PM
® Broadcast Packets Transmitted
\_ / # Data Receive Rate (KBps) 5 ubuntu-0008
0 ¢ Data Transmit Rate (KBps) Metwork|Data Receive Rate (KBps)
\__/ & Multicast Packets Transmitted
= 0.067
& Peak Network Packet per second wit..
# Total Broadcast Packets Transmitted L
# Total Muiticast Packets Transmitted
¢ Total Transmitted Packets Dropped to e
# Transmitted Packets Dropped oa e e e B .
$ Usage Rate (KBps) & ubuntu-0008
» [&] Performance
, [& Physical Disk Network|Data Transmit Rate (KBps)
& Power » O.0B7
» &l Storage 0.067
[&% Summary
\.._,/:': System = 0.057
D- | Virtual Disk 12:00 PM 06:00 PM EIRT 08:00 AM 12:00 PM
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1. Collapse the Virtual Disk Metric list to conserve space.
2.Click > next to Network.

3.Double click Data Receive Rate (KBps).

4.Double click Data Transmit Rate (KBps).

We have just built a window into what ubuntu-0008 is consuming for CPU, Memory, Disk and Network resources. Now lets learn how
to navigate what was built

Refresh and Date Control

At the top of the charts that we added there is a tool bar. The two icons shown above are the Refresh Charts icon (left) and the Date
Controls icon (right). The Refresh Charts icon will force a refresh of all the charts added. The Date Controls icon is what we will use
now.
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What timeframe do we want to see

" m‘ﬁp“‘“@f& M %

Range: Last 24 hours "Q/E

From: @ Last hour

To: Last & hours
Last 12 hours
Last 24 howurs

Last 7 days

10 ()
B ut Last 60 days

Last 90 days
CPUL Last 6 weeks

Current month

3Fa
Today

Last day

Last week
» 250

(=]

1. Click on the Date Controls icon.
2.Click > at the end of the Range field.
3.Select Last 30 days.

4 .Click GO.
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All charts date range changed
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zZxprvQ]e 0 x e @CcOoed
5 ubuntu-0008
CPUUsage (%)

= §7.21

e Jun 26 Jul 3 Jul 10 ;T I

£ ubuntu-0008
Memory|Usage (%)

= 52.57

-
I wn g Jiun 28 Ji

—

L] Jul 19 Kil 17
5 ubuntu-0008
Virtual Disk-Aggregate of all Instances|Read Latency {ms)
- 2293
20
ir_______._._--—”"'\ . L .
Jun i3 Jun 28 Jul 3 Jul 1O Jul 17 I

£ ubuntu-0008
Virtual Disk: Aggregate of all Instances|Write Latency (ms)

= 4433

— 1

Jun 26 Jul 3 Jul 10
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Notice that the date range for all of the charts have been changed to a 30 day window.

Zoom one or zoom all

At the top of the charts that we added, there is a tool bar. In that tool bar are two magnifying glasses. The one on the left is blank

(Zoom the view) and the other has a square in the middle of it (Zoom All Charts). The blank magnifying glass will zoom only in the chart
box you are working in while the magnifying glass with the box in it will zoom all charts when you zoom in on any chart.

Zoom one

[®) @ |8 & 4w @ 0% ®|® C O
£ ubuntu-0008

CPUNsage (%)

©

= 97.21

1. In the CPU|Usage (%) chart, left click and drag a box around a spike in the chart like the red box shown above

Your chart may look different due to the lab environment being created when you start this lab

vmware
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CPU timeline

ZZp Q)@ O X eI ECOH@AS
£ ubuntu-0008
CPU|Usage (%)
= @721 Hesst Zooe
W00
50
=0 . —
[0 s iz ol 13 Jul 14 ) Jul 18 |

5 ubuntu-0008

Memory|Usage (%)

= 8257

50
= 10,19
I...‘“.1'-‘il Jun 26 Jul 3 wul 10 ul 17 ﬁ

5 ubuntu-0008

Virtual Disk- Aggregate of all Instances|Read Latency (ms)

= 2293

Notice that only the CPU|Usage (%) chart's timeline has changed. Use the blank magnifying glass to zoom in one chart at a time.

vmware
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Zoom all

1. Click the Reset Zoom icon to un-zoom the CPU Usage (%) chart.

Zoom All Charts

1. Click on the Zoom All Charts icon.
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Zoom in on CPU again

Pazcr @0z =2 @cond

& ubuntu-0008

CPUIUsaoe (%) o

= 972

1. In the CPU|Usage (%) chart, left click and drag a box around the same spike from the step above.
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All charts timeline change

z=srwio@ox®@cons

& ubuntu-0008

CPU|Usage (%)
= §7.21 Besst =
00
50
=0 " o
I =] 1 ul 12 Jul 13 Jd 1 ul 15 & I
£ ubuntu-0008
Memory|Usage (%)
= 82,57 =
—7s
50
= 4366 75
o i Jul 12 Jul 13 Jul 14 Jul 15 |

£ ubuntu-0008
Virtual Disk-Aggregate of all Instances|Read Latency (ms)

=2293

=0

fo Jul 1l Jul 12 Jul 13 Jul 4 Jul 15 Jul 16

7
—

) ubuntu-0008

Virtual Disk:Aggregate of all Instances|Write Latency (ms)
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You will not only notice that all charts have had their timelines zoomed into the same timeframe, but that there is a commonality across
the charts at the same time period. Using the Zoom All Charts feature is a quick way to identify issues during a specific event time.

Chart Navigator

Chart Navigator will enable a slide bar under each chart and provides another way to adjust the timeline of your charts. Chart Navigator
is also affected by the Zoom icons. If you have Zoom All Charts selected then all charts will change when you adjust the Chart Navigator
slidebars.
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&= & v O [@] comeams
100
=0 - £
Jul § Al 10 Jul N TR s Jul 13 il 1 T
|
& ubuntu-0008
Memary|Usage (%)
» 82.57
- 7
50
» 4386 s
Jul § 2l 10 Jul 11 Jul 12 Jul 13 Jul 14 Jul 15
w* —
£ ubuntu-0008
Virtual Disk-Aggregate of all Instances|Read Latency (ms)
. 2293
20
L] .
Jul 9 hil 10 Juln hil 12 Jul 13 Jul 14 il 15
ﬁ |
v"'..
& ubuntu-0008
Wirtual Disk-Aggregate of all Instances|VWnte Latency (ms)
= 4433
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1. Click on the Chart Navigator icon and test adjusting the chart timelines with both Zoom the view or the Zoom All Charts icons

selected.

Generate Dashboard and Save as a PDF

The last two icons we will discuss in this exercise are the Generate Dashboard and Save as a PDF. The chart list that this lesson walked
you through is a good place to start troubleshooting a VM and how to get an idea of it's general health. It may be nice to just make a
dashboard of it instead of manually building it out every time. Save to PDF will generate a PDF of the current chart data presented.
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Generate Dashboard

=g Q@ o x(8) e l\9/71

5 ubuntu-0008

CPU|Usage (%)

= §7.2 S

Jul § TR o] Jul 1 a2 Jul 13 Jul 14 Ju 15

£ ubuntu-0008
Memary |Usage (%)

= 8257

™
J S0

= 4368 25

Jul 9 Sl B

L=
i
&
=
¥
[ =
L]
[ =
»
I

e

£ ubuntu-0008
Virtual Disk:Aggregate of all Instances|Read Latency (ms)

= 2293

20

Jul 9 2l 10 Jul Jul 12 Jul 13 Jul 14 Al 15

& ubuntu-0008

i

Virtual Disk-Aggregate of all Instances|Wiite Latency (ms)

= 4433 1
i
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1. Click the Generate Dashboard icon.

Name the dashboard

Generate Dashboard X

Enter a name of new dashboard

VM base resourses| I
|

CANCEL

1. Enter VM base resources for the name

That was easy

Info

Dashboard successfully created

1. Click OK.
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View the dashboard

vmw VMware Aria Operations

« & VM base resources ACTIONS ~

Dashboards

Home Metric Chart
{al Home
(1) ubuntu-0008

Data Sources > @ Manage
CPUIUsage (%)
+ Create
[ Environment °‘ T ase 35
X Q
S 3
Visualize . A
i ? 11 Favorites =279 25
Dashboards « () Recents oeom A oeea oo
|
- WM base resources (77 ubuntu-0008
Views o
> B oan Memory|Usage (%)
Reports
75
B1S
2, Troubleshoot e >
&
#% Optimize > L s
0800 AM 10:00 AM 12200 PM
= Plan > 1) ubuntu-0008
Virtual Disk:Aggregate of all Instances|Read L atency (ms)
& Configure >
=133

1
Automation Central h A A
A i

co Administration

Developer Center

1. Click on > next to Visualize.

2.Click on Dashboards.

Notice that the newly created dashboard automatically shows up under Recents.

Stacking Charts

In this lesson we will highlight the ability to stack multiple charts into one chart with a color key defining individual charts.
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Comparing CPUs

In this lesson we will build out charts from different host CPU usage and stack the charts for comparison.

vmw VMware Aria Ope

«  Objec

;  Enviro
inf Home

% Data Sources o >
Ik Environment W I
Object Browser I e

Inventory

" WSE

1. Click > to expand Environment.

2.Click Object Browser.

vSphere Hosts and Clusters

Object Browser & o 2 vcsa-01. il K TROUBLESHOOT | = @ & ® [7 vsenere soLut

v Environments Summary \J Capacity Compliance Logs Events more.
v ySphere
("] vesa-Ota.corp.vmbeans.com Active Alerts
« . vSphere Hosts and Clusters
v @ vSphere World Cluster 2 (@ Critical
ESXi Host 5
\ /) » [ vesa-Ola corp.vmbeans.com Virtual Machine: 18 [t] Immediate
» -: vSphere Networking Datastore 7 Waming
Version 8.0.0-20920323
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The Object Browser should have expanded the vSphere environment down to the vCenter vcsa-0la.corp.vmbeans.com. If it did not,
click each > to expand down to vcsa-0la.corp.vmbeans.com.

1. Click on vcsa-0Ola.corp.vmbeans.com.

2.Click on Metrics.

Make sure Object Relationship window is minimized

If the Object Relationship isn't minimized, minimize it so there's more real-estate for our Charts.

1. Click on the double chevron.
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Get workload cluster ESX host details

Object Browser & o 0 esx-03a.cor
¢ Environments Summary Alerts
" vSphere Show Object Relations!
< 1. vSphere Hosts and Clusters .
® ¢ & [
v @ vSphere World -
°' e P » |5 Favorites
R D; vesa-0la.corp.vmbeans.com » [&] Metrics

» & Properties
(- e T

» ) Development
» O HOL Infrastructure
» ] Mamespaces
» O Templates
» O vCLS
» O Workloads
[ Discovered virtual machine
» [ Management

@ Iﬂ Woarkloadl

» @ Namespaces

@ I » [ Esu-OBa.cnrp.vmbeans__.I

» B esx-04a. corp.vmbeans....

» [ esx-05a.corp.vmbeans

1. Click > to expand vcsa-0la.corp.vmbeans.com.
2.Click > to expand RegionAO1.
3.Click > to expand Workload1.

4 .Click on esx-03a.corp.vmbeans.com.

mware® HANDS-ON LABS MANUAL | 404



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

mware® HANDS-ON LABS MANUAL | 405



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Add host CPU Usage%

0 esx-0O3a.corp.vmb.. ACTIONS v
Summary Alerts Metrics Capacity Co

Show Object Relationship

o g

Favorites
L Metrics
» [2] Badge
v [*] Capacity Analytics Generated
o- [ Configuration
' | [&] Cost
*, CPU
Capacity Available to VMs (MHz)

Capacity Usage (%)
Co-stop (ms)
Contention (%)

[ Demand
Demand (MHZ)
Demand (%)
Demand without overhead (MHZ)
Highest CPU Core Usage of all mstan
Number of physical CPUs (Cores)
Other Wait (ms)
Overhead (MHz)
Percentage of WMs facing CPU Co-5t
Percentage of VMs facing CPU Read..
Provisioned Capacity (MHz)
Ready (ms)
Reserved Capacity (MHz)
Swap Wait (ms)

Total Capacity (MHz)
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1. Click > to expand Metrics.

2.Click > to expand the CPU Metric list.

Add host CPU Usage (%) continued

[l esx-O3a.corp.vmb.. ol TROUBLESHOOT | = @ » & [T vsPHERE SOLUTION'S DEFAULT POLICY (MAY _ w ?

Summary Alerts Metrics Capacity Compliance Logs Events more.

Show Object Relationship -
®@ ¢ @ O 2 Wazsrwno]e o x e @comi
W ORIGITH LFY LU USays v an misan
p— o=

Number of physical CPUs (Cores) [] esx-03a.corp.vmbeans.com

Other Wait (ms} o CPUIUsage (%)

Overhead (MHz) \-/

» 4624

Percentage of VMs facing CPU Co-St 40

Percentage of YMs facing CPU Read.. -

Provisioned Capacity (MHz)

Ready (ms) caEm 2

12:00 PM 04:00 PM C8:00 PM 2l 20 04:00 AM 0800 AM 12:00 PM

» Reserved Capacity (MHz)
b Swap Wait (ms)
» Total Capacity (MHz)

©

b Usage (%)

sage (
Usage average MTD (MHz)

vCPUs Allocated on all Consumers L

1. Scroll down until you see Usage (%).

2.Double click Usage (%).
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Grab another host&#39;s CPU Usage (%)

Object Browser ¢ ° 0 esx-Oda.corpvmb..  AcTIOoNs~
¥ Environments Summary Alerts Metrics Capacity C
v vSphere Show Object Relationship

~ . vSphere Hosts and Clusters

e‘-*- ¢ | & @
& vSphere World i_ Favorites

v [ vcsa-Ola.corp.vmbeans.com y Metrics
» [*] Badge
v [l RegionAO1 ]— 9
+» [*] Capacity Analytics Generated
== o%'.: Configuration

» [ HOL Infrastructure & Cost
, CPU

anN ces
; ST R Capacity Available to VMs (MHzZ)
» O Templates Capacity Usage (%)

» [ veLS Co-stop (ms)

Contention (%)

» £ Workloads s [&] Demand

[0 Discoverad virtual machine Demand (MHz)

Demand (%)

> Management
g 9 Demand without overhead (MHZ)

w [ Workioadi Highest CPU Core Usage of all instan_.
Number of physical CPUs (Cores)

» @) Namespaces
Other Wait (ms)

» [l esx-03a.corp.vmbeans._. Overhead (MHz)

@ ,I [] esx-04acorpvmbeans. Percentage of VMs facing CPU Co-5t

Percentage of VMs facing CPU Read...

) esx-05a.corp.vmbeans
. > Provisioned Capacity (MHZ)

» . wSphere Metworking Ready (ms)

1. Click on esx-04a.corp.vmbeans.com.
2.Click > to expand Metrics.

3.Click > to expand CPU.
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Grab another host&#39;s CPU Usage (%) continued

[l esx-O4a.corp.vmb... ACTIONS
Summary Alerts Metrics Capacity
Show Object Relationship

@ ¢ © O

Number of physical CPUs (Cores)

Other Wait (ms)
Overhead (MHz) o
» Percentage of VMs facing CPU Co-5t]
Percentage of VMs facing CPU Read.
# Provisioned Capacity (MHz)
Ready (ms)
» Reserved Capacity (MHz)
b Swap Wait (ms)
» Total Capacity (MHz)
Total Wait (ms)

» Usage (%)

» Usage (MHz)

L2

& Usage average MTD (MHz)
vCPUs Allocated on all Consumers

vCPUs Allocated on all Powered On _|
» VM CPU usage (MHz)

Compliance

» Workload (%)

1. Scroll down until you see Usage (%).

2.Double click Usage (%).

vmware

TROUBLESHOOT A QA 8

Logs Events

Wai=zrw@]e o

[] esx-03a.corp.vmbeans.com
CPUIUsage (%)

w4624

. 284

12:00 PM 04200 PM 08:00 PM

[] esx-O4a.corp.vmbeans.com
CPU|Usage (%)

= 5534

" 3479

12:00 PM £

(=]
&

Q

O PM 08:00 PM

more...

J5 vsPHERE SOLUTION'S DEFAULT POLICY (MAY _ ~ ?
¥
®|® C OB D
40
30
20
Jul 20 04:00 AM 0800 AM 12:00 PM
40
20
Jul 20 04:00 AM 0800 AM 12:00 PM
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Add a third host&#39;s CPU Usage (%)

Object Browser ¢ °

“ EnVironments
* ySphere
w I vSphere Hosts and Clusters
v @ vSphere World
v @ vesa-0la.corp.vmbeans.com
~ i RegionAO1
» O Development
» 1 HOL Infrastructure
» €] Namespaces
» O Templates
» O wCLS
» £ Workloads
[ Discovered virtual machine
> [ Management
v [ workioadi

> @ Namespaces

» [ esx-03a.corp.vmbeans._.

» [ esx-0O4a.corp.vmbeans. ..

I > [ esx-05a.corp.vmbeans....

» - vSphere Networking

» .. vaphere Storage

vmware

0 esx-0O5a.corp.vmb.. ACTIONS
Summary Alerts Metrics Capacity i
Show Object Relationship

® ¢ & -

» [&] Favorites

w by Metrics

> @
> B

> i

Badge
Capacity Analytics Generated

Configuration

| Cost
, CPU

& Capacity Available to VMs (MHz)
# Capacity Usage (%)

Co-stop (ms)

Contention (%)

& Demand

Demand (MHz)
Demand (%)
Demand without overnead (MHz)
# Highest CPU Core Usage of all nstan_..
& Number of physical CPUs (Cores)
Other Wait (ms)
& Overhead (MHZ)
& Percentage of VMs facing CPU Co-5t.
# Percentage of VMs facing CPU Read...
® Provisioned Capacity (MHz)
Ready (ms)

¢ Reserved Capacity (MHz)

[ SRS ' ¥ (PO S—-
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1. Click on esx-05a.corp.vmbeans.com.
2.Click > to expand Metrics.

3.Click > to expand CPU.

Add a third host&#39;s CPU Usage (%) continued

£ esx-O5a.corp.vmb... Ll TROUBLESHOOT | = @ » & [T VSPHERE SOLUTION'S DEFAULT POLICY (MAY _ v ?
Summary Alerts Metrics Capacity Compliance Logs Events more.
Show Object Relationship ¥
@ ¢ & m 2 Wazsrvw@]e 0o x=I®@coesd
Contention (%) [] esx-03a.corp.vmbeans.com
» [ Demand
CPUIUsage (%)
Demand (MHz) o et
Demand (%) v - 4624 o
Demand without averhead (MHz)
$ Highest CPU Core Usage of all instan| 0
# Number of physical CPUs (Cores) .28 20
Other Wait (ms) 12:00 PM 04:00 PM 08:00 PM Jul 20 04:00 AM 08:00 AM 12:00 PM
» Overhead (MHz)
| esx-Oda.corp.vmbeans.com
Percentage of VMs facing CPU Co-5tj o P
b Percentage of VMs facing CPU Read CPUIUsage (%)
Provisioned Capacity (MHz) - 5638
Ready (ms)
40
» Reserved Capacity (MHz)
» Swap Wait (ms)
- 3479 0
Total Capacity (MHz) N
12:00 PM 04:00 PM 08:00 PM Jul 20 04:00 AM 08:00 AM 12:00 PM
| ) Total Wait (ms)
v Usage (%) [] esx-O5a.corp.vmbeans.com
Usage (MHz) CPUIUsage (%)
Usage average MTD (MHz)
vCPUs Allocated on all Consumers = 6los
vCPUs Allocated on all Powered On 50
P VM CPU usage (MHz)
» Workload (%) . 27.47 28
» Worst VM CPU Co-Stop (%) 12:00 PM 04:00 PM 0B:CO PM Jul 20 04:00 AM 08:00 AM 12:00 PM

1. Scroll down until you see Usage (%).

2.Double click Usage (%).

We have now built out a Chart view of three different hosts and compair CPU Usage (%) but it's a little difficult to truly compare at a
macro layer. Let's stack these charts to make that a little easier.
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Split Charts icon

This icon at the top of the charts list is called the Split Charts icon and is enabled by default. When enabled, each metric gets it's own
chart. Unchecking it will combine all charts into one chart and can provide a much easier view to compare metrics.
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Un-split the Host CPU charts

mZpr Q)@ O % B @ COad

&0

50

40

3o

20
12:00 PM 04:00 PM 08:00 PN Jul 20 0400 AM 0800 AM 12:00 PM
— gsx-03a.corp.vmbeans.com - CPUlUsage (%) — esx-0da.corpvmbeans.com - CPU|Usage (%)

esx-05a.corp.vmbeans.com - CPU|Usage (%) x

1. Click on the Split Charts icon to disable it.

We have now stacked the charts and we can read them relative to each-other giving us a comparison of CPU Usage (%) for each of the
ESX hosts from minute to minute. Notice each host automatically gets it's own color explained in the key below the graph.

This concludes this lesson

Conclusion

Metrics use is a powerful way to build a custom window into the performance of a resource. We hope this lesson has shown how to
build a multi chart view, and the options provided with that view, that can be used to troubleshoot the infrastructure.
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You&#39;ve finished Module 8

Congratulations on completing the lab module.

If you are looking for additional general information on Aria Operations 8.4, try one of these:

+ VMware Product Public Page -Aria Operations: https://www.vmware.com/products/aria-operations.html

+ Aria Operations 8.12 - Release Notes: https://docs.vmware.com/en/VMware-Aria-Operations/8.12/rn/vmware-aria-
operations-812-release-notes/index.html

+ Aria Operations - Documentation: https://docs.vmware.com/en/VMware-Aria-Operations/index.htmll

+ VMware Cloud Management Blog - What's New in Aria Operations 8.12 and Cloud: https://blogs.vmware.com/management/

2023/04/whats-new-in-vmware-aria-operations-8-12.html
From here you can:

1. Click to advance to the next page and continue with the next lab module
2.0pen the TABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 9 - Advanced Troubleshooting Techniques (15 minutes) Intermediate

Introduction

The Troubleshooting Workbench is where you perform advanced troubleshooting tasks on an alert that triggered on an object. You can
investigate both known and unknown issues in VMware Aria Operations. It was specifically designed to focus in and out of an object to
quickly identify if there is an issue with a specific object or, by providing the ability to zoom out the scope, to see if there is a systemic
issue within the infrastructure.

Log in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.

Open the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch Firefox.

1. Click the Firefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.

Navigate to Aria Operations

- (% Login bt +

O B & nttpsy//vcsa-01a.corp:

Aria Operations

e O©
GvCenter ﬂ.ﬂ.ria AutuM‘

= Aria Operations for Logs

1. Click the Aria Operations bookmark in the bookmarks toolbar.

mware® HANDS-ON LABS MANUAL | 415



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Log in to Aria Operations

VMware Aria
@ Operations”

Aria Operations is integrated with VMware Workspace ONE Access (also known as VMware |dentity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If itis not, then you will need to select it.

1. Click the drop-down arrow and select vIDMAuthSource if it is not already selected.

2.Click REDIRECT to be taken to the authentication page.
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VMware |dentity Manager Login

1
"

Workspace ONE

o

Forgot password?

Change to a different domain

ymware

VMware ldentity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign in.

Introduction to Workbench

Workbench is a purpose built interface that allows for quick reference of not only a troubled resource but it's subordinate and parent
objects. This allows a perfect window to assess if there is a problem with an individual resource or if there is a systemic issue
happening.
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Open Workbench

wviw VMware Aria Operations
« Troubleshooting Workbench
Home
Data Sources >
[k Environment ¥
Visualize >
%, Troubleshoot Q./ E
Alerts
"9" Administrative Alerts ®
| Workbench I
Loa Analvsis

1. Click > next to Troubleshoot.

2.Click on Workbench.

Search for your subject

In this lesson we will start our troubleshooting at the VM layer, as if a complaint came in about VM performance, and expand our scope
from there.
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Troubleshooting Workbench

o)

/ ubuntu-0008|

Virtual Machine

qo; I {3 ubuntu-0008

1. In the search bar type ubuntu-0008.
2.Click on ubuntu-0008.

Troubleshooting Workbench construct
Let's take a look at how the Troubleshooting Workbench was purpose built to troubleshoot a problem in your infrastructure. The

dashboard allows for a user to quickly switch from troubleshooting a specific object to pan out and troubleshoot a systemic issue in one
page.

Scope

You look for potential evidences of a problem within a specific scope and time range. The Selected Scope control on the left of the
Troubleshooting Workbench page is where you vary the scope. You can vary the scope in the following ways:

* You can select only the object that you are investigating, or include several upstream and downstream relationships by

increasing the scope. As you increase the scope, more objects are displayed in the inventory tree.
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Troubleshooting Workbench
Context ubuntu-0008

Selected Scope

All Objects v

@ [ patastore
RegionA0HSCSION-COMPOI
@P» (5 virtual Machine
(ubuntu-0008 J

@&  Deployment

hol-ubuntu

a» & v5phere Distributed Port Gro
WM-RegionAQ-vDS-COMP

&» [ Host system
esx-05a.corpymbeans.com

@ [ virtual Machine Folder

Workloads

1. Click on the + icon to expand the scope one more layer of parent and child objects.

vmware
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One more layer

Troubleshooting Workbench

Context ubuntu-0008

Selected Scope

Lévels: 2
CTTT T o6

CUSTOM o_
—

All Objects

hol-ubuntu

vSphere Distributed Fort Gro
Vi-RegionAOl-vD5-COMP

|j Host System \
esx-05a.corpymbeans.com

L Virtual Machine Folder
Workdoads

& Blueprint \A
Ubuntu 20

5h Project
HOL Project

[l Datacenter
RegionAO

RegionAD-wDS-COMP

Cluster Compute Resource

1. Scroll down to the bottom of the Scope window.

vmware
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Notice that have expanded the scope to include Blueprint, Project, Datacenter, vSphere Distributed Switch and Cluster Compute
Resource. On the right hand side notice the green checkmarks and the yellow exclamation points. As you zoom your Scope out you
can quickly identify issues higher up in the stack that may be contributing to the issue at hand.

Collapse back down

Selected Scope

Lanais: 1

CUSTOM

1. Click - to collapse the Scope back down to one level above and one level below.

Custom

Selected Scope

@\ ses O®

I CUSTOM

A

1. Click CUSTOM.
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Custom Scope

You can select a custom scope to include objects of your choice. Clicking Custom will open an interactive window where you use the
pointer to visually rearrange your objects, view relationships and add peers to modify the relationships. To see details about the object,
place the pointer for a few seconds above the object. You can reset a custom scope to start all over again.

Troubleshooting Workbench ?

Context: ubuntu-0008

| hol -Lmemlu Q ‘V M-Rg\onAOH-: ESX'\‘g»CCWP vimb v‘wmgads

E’Tm Poooa
LINTU-
L B

5 regionaotiscsio

1. Click on the Custom Scope icons to see how you can manipulate the visual display of the custom view
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Hover for details

Troubleshooting Workbench

Context: ubuntu-0008

of R il &

[] esx-05a.corp.vmbeans.com

Type: Host System

Health Fske Efficency
Alerts Details
\@ hei-ubuntu [Q) VM-RegionAOIE Ij fS‘\g corpvimb D Workicads
e

(-]

©

E" ubuniu-0008

»

l =] RegionAO-ISCSI0

1. Hover over esx-05a.corp.vmbeans.com to bring up the information window and notice the Health indicator is yellow.

2.Double click on esx-05a.corp.vmbeans.com to focus on that object.

Switch Focus

Double clicking on an object in the Custom view will quickly show the relationship of that object. This can be used to navigate the
dependency structure to highlight root cause quickly.
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Troubleshooting Workbench
Context: ubuntu-0008
L RS
S _—
[ﬁ] Workioad! rﬂj RegionAOT-vDS-Ci
L
El Esx-Og.cofp.vmb
©
) regonsoriscsio | | esx-05a_LOCAL o dev-project-worke r'_'ﬁ 'uCLSadetv:--’--Z El'b ‘ubt.lr?tu-:lClOS i'a SupervisorContral
e

Click CANCEL to return to the Troubleshooting Workbench.
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Time Range

e

. [...1 Last 7 days.. L°4ide Conseguen
o _
Range: Last 7 days \ J
ng ¥ S

From: 18]

Te: B
© (e ]

AM

1. Click on the Time Range field.
2.Click > at the end of the Range field.
3.Select Last 7 days.

4.Click GO.

Potential Evidence
The potential evidences are based on Events, Property Changes, and Anomalous Metrics which are displayed on the right of the

Troubleshooting Workbench change in the Potential Evidence tab. Information in these sections is displayed as cards. This is a purpose
built collection of data points to highlight critical details of an object that will quickly identify problem areas.
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Potential Evidence Alerts Metrics Events Logs

Select the desired object scope and time range to see potential evidence.

Time Range =[] Last 7 days (T Hide Consequential Evidence

Events & Property Changes ‘ H ["_| Anomalous Metrics

[l esx-05a.corp.vmbeans.com

[l esx-05a.corp.vmbeans.com & VM-RegionAD1-vDS-COMP

Jul 22,2 2815 PM Jul 23 Jul 23, 2023 3:23:31 AM
57 MemorylShared 315552 (KB) DT above 0 E3 57 CostiOS Categories changed from <7 Summary|Ports Down (%) E=
(KB) VMWARE, OTHER to OTHER, VMWARE
25
M 1
2 - [ ‘ \
~ &) ubuntu-0008 225 I |
™
‘ ’ Jul 22, 20 18714 PM |
20 ‘
o 55 Summary|Parent Host changed from
esx-04a corp.vmbeans.com to 17.5
1M esx-05a.corp.vmbeans.com s Jul 20 il 22 Jul 24
alis Ju 20 Jul 22 Jul 24
[l esx-05acorpvmbeans.com
[ esx-05a.corp.ymbeans.com Jul 21, 2023 2.00:45 PM [3 RegionAO1-ISCSIO-COMPO1
) esx- &
< CostiEnergy Consumed (Joule) changed Jul 23, 2023 323:31 AM
Jul 22, 2023 3:2815 PM " from 3271608 to 338.06616 n Dick S < File s o3 —
- =
& Memory/Shared Common 10632133 (KB) £ < Dik SpaceiSwap il Space (G5) -
DT above 8 (KB)
o [] esx-05a.corp.vmbeans.com w0
200K | Jul 21, 2023 2.00:45 PM |
— 20
‘ 7 CostiServer Purchase Date changed from 2

| 2021-12-01 to 2022-01-01

Three main pillars of Events, Property changes and Anomalous Metrics are highlighted and driven by the Scope that is defined. Note
that many of the events shown are on the parent object, the host, esx-0O5a.corp.vmbeans.com. The Potential Evidence window will
automatically adjust as you zoom the Scope in and out to help identify critical data or issues.

+ Events - Displays events, based on a change in the metrics. Events for metrics that have breached the usual behavior, and
major events that have occurred within the selected scope and time are displayed. The cards are based on dynamic
thresholds for a metric, which is calculated based on historical and incoming data.

* Property Changes - Displays important configuration changes that occurred within the selected scope and time. Both single
and multiple property changes are displayed. For multiple property changes, you can view the latest and previous changes.

* Anomalous Metrics - Metrics which have shown drastic changes within the selected scope and time. Ranks the results based

on the degree of change. The most recent anomalous metric based on a time-sliced comparison in the current time range is
given the highest weightage.
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Alerts and Symptoms

The Alerts tab is also dependent on the Scope level that is defined so you can quickly include or exclude Alerts and Symptoms allowing
for a faster identification of root cause.

Potential Evnol Metrics Events Logs

Alerts Symptoms
=l | | Group By Time
~ Older @
Criticality Alert
= Uplink redundancy on DV'Ports degraded

1. Click on Alerts to show what alerts have been triggered within the scope defined.
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Symptoms

Troubleshooting Workbench
Context ubuntu-0O08

Selected Scope

Levels: 2 @

CUSTOM

All Objects v

@&®» 5 Datastore
RegionAOI-SCSION-COMPO1

@ 5§ virtual Machine

(ubuntu-0008 J

@& © Deployment

hol-ubuntu

[ vSphere Distributed Port Gro

VM-RegionAO!-vDS-COMP :
@&® [ Hostsystem

asx-05a corpvmbeaans.com
@ ([ virtual Machine Folder

Workloads

1. Click on Symptoms.

Potential Evidence

Alerts Metrics Events

Time remaining is critically low

Capacity remaining is critically low

Workload is critically high

Logs

Status

Cluster Compute Resource Capacity Remaining Percentage is critically low

Workload is critically high

Virtual machine memory demand exceeds configured memory limit

Cluster Compute Resource Workload is critically high

Cluster memory workload at Critical level

Cluster Compute Resource Time Remaining is critically low

Heost memory workload at Critical level

Alerts Symptoms
&
criticality & | Symptom
©
®©
®©
@
®©
0]
O]
©
©
©
@

Time remaining is critically low

Cluster Compute Resource Capacity Remaining Percentage is moderately low

2.Click on + to expand the Scope to Levels: 2 and notice that the list of critical Symptoms has grown.

Metrics

There was a deep dive into how to build a Metrics list in the previous module but as you can see the Troubleshooting Workbench puts
the hierarchy of the focused object at your fingertips.

vmware
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Potential Evidence ﬂo Events Logs

(1) Viewing from: { ubuntu-0008 v vy
o ¢ | @
&) Favarites
, Metrics
» &) Badge

» [*] Capacity Analytics Generated
» [ Configuration
» [&] Cost
» [&] CPU
» [&] CPU Utilization for Resources
» [ Datastore
» & Disk Space
(%] Disk Space Usage on Datastore
» & Guest
» [&] Guest File System
» & Guest OS Services
» [%] Memaory
l& Memory Usage on Host
» [ Network
% Performance
» [& Physical Disk
» [&] Power
v [& Storage
» [ Summary
y (& System
» [ Virtual Disk

» &l VMware Aria Operations Generated

» | Properties

1. Click on Metrics.

2.Click > next to the Metrics list, notice you have the metrics list for a VM.
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Quickly switch to the host that the VM is on

Troubleshooting Workbench
Context: ubuntu-000C3

Selected Scope Potential Evidence Alerts Metrics Events Logs
Levels: 2 (D Viewing from: ( esx-05a.corp.vmbeans.com | |46 v
ssenss O® g ‘
®@ ¢ | @ O~
CUSTOM

o » [& Favorites
'._ Metrics

All Objects -

» |*| Badge

|

"] Capacity Analytics Generated

» [&] Configuration

&P 5 Datastore

» [&] Cost
RegionAD-HSCSIO-COMPOT » [F] cPU
a» ﬁj Virtual Machine » [& CPU Utilization for Resources
. [*] Datastore
(ubuntu-0008 J =
|*] Disk
@ @ Deployment » [F] Disk Space
TR ) » == Hardware
» [& Log Insight Generated
= vSphere Distributed Port Gro s [F] Memory
o VM-RegionA01-vDS-COMP ' » [&] Network
» [&] Performance
f Host Syst —
- D oSt System » [& Power
esx-05a. corp vmbeans.com » & Runtime
» [*] Storage
@& [ virtual Machine Folder - 9
» [& Storage Adapter
Workloads » [¥] Summary
@ & Blueprint > [&] System
» [&] WMware Aria Operations Generated
Ubuntu 20 .
» [ Properties
&R & Project

1. Click on esx-0O5a.corp.vmbeans.com to quickly switch to the VMs host.

2.Click > next to Metrics to show the metrics list for a host.
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As you can see the Troubleshooting Workbench eliminates time trying to find resources that are applicable to the issue at hand.

Events and Timeline

Troubleshooting Workbench
Context: ubuntu-0008 o
Selected Scope Potential Evidence Alerts Metrics Logs
Levels: 2 —
Events fir
ssses E) @ IMeine
CUSTOM
[l'l_ FILTERS ~ EVENT FILTERS ¥
All Objects

@& [ patastore
RegionAQHSCSIO-COMPO!

@& 5 virtual Machine _

(ubuntu-0008 J

@ [ Deployment

hol-ubuntu

S

[ w5phere Distributed Port Gro
VM-RegionAO1-vDS-COMP ! 0300 AM 0315 AM 0330 AM 03:45 AM 04:00 A
a» |j Host System B — -
esx-05a corp.vmbeans.com

@ [ virtual Machine Folder Criticality Object Name

Workdoads

&P <& Blueprint

1. Click on Events to show all relevant events within the defined Scope.
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Event Filters

Potential Evidence Alerts Metrics Events Logs

Timeline

FILTERS ¥ I EVENT FILTERS ¥

Criticality -fj—

| Info

| Warning
Immediate
Critical

Status h
Active
_| Canceled

Alert Type h

Select All

o

Application Alerts »
0 Virtualization/Hypervisor Alerts ¥ M 04
Hardware (OSI) Alerts > b an
Storage Alerts »

Metwork Alerts ¥

l'_'f_' .
Administrative Alerts >

coooooo

Criticality

Findings b

Show Symptoms h

o

1. Click on FILTERS.

1. Notice how you can filter on Criticality, Status and Alert Type to focus your troubleshooting efforts. The last Checkbox

provides the ability to show or hide Symptoms.
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Event Filters

Potential Evidence Alerts Metrics Events Logs

Events Timeline

= | FlLTE;?s-/. EVENT FILTERS ~

Event Type

Select All

Dynamic Threshold Violation
Hard Threshold Violation
Data Availability

H

System Degradation
Environment
Change

Motification

Fault

Property Change

25

Q315 AM 0330w Wh - TR AT oa 1S A

Comparison Symptom

1. Click on EVENT FILTERS to show how you can narrow down the Events that are shown giving the ability to only show what's

relevant for this troubleshooting session.

Timeline

The Timeline graph is formatted, from bottom to top, Weekly, Daily and then Hourly.
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Potential Evidence Alerts Metrics Events Logs
M Timeline
[ﬁ ‘ FILTERS ¥ EVENT FILTERS ¥~
7:00 AM |8-_00 AM |9:00 AM
Jul 23,2023 Jul 24, 2023 Jul 25, 2023
| Jul 16, 2023 [Jut 23, 2023 Jul 30, 2023

1. Click on Timeline to show events based on the Timeline map below. If we had events to show they would show up on each of

the Weekly, Daily and Hourly timelines based on the event time.

Logs

The Logs tab is also driven by the Selected Scope level and will include appropriate logs for the related objects within that scope.
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Troubleshooting Workbench
Context: ubuntu-000C3

Selected Scope

Levels: 2

ssess c®

CUSTOM

All Objects

@ 5 opatastore
RegionADHSCSION-COMPO

&P [ virtual Machine

@ [ Deployment

hol-ubuntu

[ vSphere Distributed Port Gro
VM-RegionAQ-vDS-COMP

@ [ Host System
esx-05a corp.ymbeans.com

@& ([ virtual Machine Folder

Workdoads
@ <& Blueprint

Ubuntu 20
&P = Project

HCL Project

@& [l patacenter

1. Click on Logs.

vmware

(ubuntu-0008 J

Potential Evidence Alerts Metrics

/N This object is currently not supported.

0=

Filters: @
1,000
500
. in I
09-20:30 AM 0920045 AM 0921100 AM
Timestamp

*  2023-07-24 09:25:39 -07:00

» 2023-07-24 09:25:39 -07:00

»  2023-07-24 09:25:39 -07:00

» 2023-07-24 09:25:39 -07:00

»  2023-07-24 09:25:39 -07:00

» 2023-07-24 09:25:39 -07:00

» 2023-07-24 09:25:39 -07:00

» 2023-07-24 09:25:39 -07:00

b AR AT 54 ARSI AT AR

092105 AM 092130 AM
Log

2023-07-24T16:25:
2023-07-24T16:25:
2023-07-24T16:25:
2023-07-24T16:25:
2023-07-24T16:25:
2023-07-24T16:25
2023-07-24T16:25:
2023-07-24T16:25:

AANT AT AATIEAE
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Lesson End

You have completed the last lesson in this module. You should now have an understanding of how to use the Troubleshooting
Workbench and how the Scope and structure of the Workbench can help quickly identify root cause of an issue.

Conclusion

In this module, we reviewed the Troubleshooting Workbench and how it is purpose built to focus troubleshooting efforts and resources
to quickly identify root cause.

You&#39;ve finished the module

Congratulations on completing the lab module.

For more information on getting started with Aria Operations, see the VMware Aria Operations: Journey to Success guide at the
VMware Apps & Cloud Management Tech Zone.

From here you can:

1. Click to advance to the next page and continue with the next lab module
2.0pen the TABLE OF CONTENTS to jump to any module or lesson in this lalb manual

3.End your lab and come back and start it again in the future

mware® HANDS-ON LABS MANUAL | 437


https://apps-cloudmgmt.techzone.vmware.com/resource/vmware-aria-operations-journey-success
https://apps-cloudmgmt.techzone.vmware.com/

HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Module 10 - Save Time by Automating Remediation (15 minutes) Basic

Introduction

«  Home
Launchpad 3 Multi-Cloud Overview 38l
# Home .
£3 Data Sources > Welcome to VMware Aria Operations
I Environment > Pillars of Operations
O visualize > Observability @ Capacity @ Compliance =
a1l < Comply with both industry R
% Troubleshoot & > ?C;; o
/- Optimize >
& fon >
@ Configure >
1 Automation Central
Applications
% Administration
B Applicati Applicati 13
S “usmess wplications =] pplications i
itor your
o aopicatons
Infrastructure
25\ —
. vSphere @ VSAN @ NSX Y Horizon = Kubernetes
VMware Cloud
VMware Cloud Ias VMware Cloudon /7 Azure VMware Google Cloud @ Oracle Cloud o
Foundation 7;-) AWS @ Solution Q VMware Engine @ VMware Solution
VMware Cloud on /\)
Dell EMC B
Public Cloud

Amazon Web
Services

A

Microsoft Azwre gy Google Cloud l')

Provider

Aria Operations gives administrators the ability to schedule automated actions within their Operations Manager environment. From
Right-sizing a Virtual machine to other more complex actions, Automation Central gives Administrators flexibility to execute complex
actions and workflows. Let's take a look.
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« Home

aunchpad Ml Multi-Cloud Overview el

# Home
3 Data Sources > Welcome to VMware Aria Operations
I Environment > Pillars of Operations
0 visualize > Observal 33 Capacity = =
. ) & =q
% Troubleshoot e > -
# optimize >
Sustainability @
& Plan >
@ Configure >
{1 Automation Central

Applications
& Administration
B Applicati Applicati 13
I usess Appications = Applatons i3
o P
Infrastructure
= 2 -
vSphere @ VSAN <& NSX I Horizon Kubernetes ®
L Y e
L 4 N~J
VMware Cloud

VMware Cloud /A VMware Cloudon £y Azure VMware Google Cloud r'é_] Oracle Cloud o
Foundation ;) AWS @) Solution Q VMware Engine ~ ©" VMware Solution

VMware Cloud on /\>

Dell EMC =]

Public Cloud

Amazon Web
Services

;|

Microsoft Azure g0 Google Cloud l)

Provider

Log in to Aria Operations

We will log in to a live instance of Aria Operations running in our lab.

Open the Firefox Browser from Windows Quick Launch Task Bar

If the browser is not already open, launch Firefox.

1. Click the Firefox icon on the Windows Quick Launch Task Bar at the bottom of the screen

mware® HANDS-ON LABS MANUAL | 439



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Log in to Aria Operations

&« C @ o QO B 3= htips;//aria-ops.corp.vmbeans.com/ui/login.a

{5 vCenter [g Aria Automation | [l Aria Operations Aria Operations for Lo.. [ Aria Lifecycle [fil Aria Automation Config [ Aria Auto - Build [ HOL Admin @) NSX Manager

1. Click on the Aria Operations Favorites link from the Favorites Bookmark in the Chrome Browser.

Sign In

VMware Aria
Operations”

vmware
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Aria Operations is integrated with VMware Identity Manager which we will use for user authentication in this lab. VMware Identity
Manager is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may not be pre-selected as the identity source. However, if it is not, you will need to choose it.

1. Click the drop-down arrow
2.Select viIDMAuthSource from the dropdown menu

3.Click REDIRECT to take you to the authentication page
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VMware |dentity Manager Login

Workspace ONE"

¥ ': ;_. i E{ m %

(1)

corp.loca

Sign in

Forgot password?

Change to a different domain

vmware

For this Aria Operations instance, the lab uses VMware Identity Manager as the identity provider for the Active Directory authentication

source.

Type in the following user and password information.

1. username: holadmin
2.password: VMwarel!

3.Click Sign in
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Introduction to Automation Central

Automation Central is a feature in Aria Operations (available in the Advanced, Enterprise and Cloud editions) that allows you to create
one-time or recurring jobs to automate optimization actions such as reclaiming or rightsizing VMs. Once you set up recurring jobs, you
can track and obtain reports on them. You can customize jobs so that they only run based on certain parameters. For example, if you
choose to delete a snapshot as an action, you can specify how old the snapshot must be before it is deleted.

View reclamation and rightsizing reports through the Report Tab.
1. Click Report
2.Click Reclamation to view the reclamation report. The reclamation report displays graphical and numerical data on the total
cost savings, CPUs reclaimed, memory reclaimed and storage reclaimed for different time periods
3.Click the Rightsizing reporting to view the rightsizing report. The rightsizing reports displays graphical and numerical data on

the CPUs downsized, memory downsized, CPU oversized, and memory upsized for different time periods

Note: For each job, you also have the ability to view and change the scope of the reporting as well as the date range. For date ranges,
you can pick the last 4 quarters or last quarter.

Navigate to Automation Central

€« C @ QO 8 =2 hitps/aria-ops.corpymbeans.com/uifindex action#automation w @ 9

(5 vCenter [l Aria Automation [l Aria Operations [ Aria Operations for Lo... [ Aria Lifecycle [ Aria Automation Config [ Aria Auto - Build () HOL Admin @) NSX Manager

& Automation Central ?

Build Automated Jobs

1 A job is a recurring performance and capacity optimization process. Control the behavier of your environment by building customizable processes that run jobs for you
£3 Data Sour >
Upcoming Jobs ==
Oy vironment >
- 0 s Schedule  Report  History  Jobs
% Troubleshoot > < > July 2023 Synchronize time with: Browser GMT-07:00
% Optimize s Sun Mon Tue Wed Thu Fri Sat
S o ‘
@ conigure 5 2 3 4 5 6 7 8
W_Automation Central @ 9 10 n 12 13 14 15
o Administration 16 17 18 19 20 21 22
23 24 25 26 27 [2¢] 29

30 31

n00PM
Delete Snapshots =
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1. From the Quick Start (Home) page:

2.Click Automation Central in the navigation bar

Schedule Tab

vmw VMware Aria Operations ea ect - -
«  Automation Central

f& Home Build Automated Jobs

1

A job is a recurning performance and capacity optimization process. Control

5% Data Sources > "
Upcoming Jobs
s
[ Environment 3
o visualize > m Report History Jobs
2, Troubleshoot > itnﬁust 2023
# Optimize > Sun Mon Tue Wed
1 2

7= Plan >

.00 PM

Delete Snapshots =
& Configure >

o 6 7 Gl 9

Wl Automation Central 1:00 FM

Delete Snapshols ]
So  Administration 12 14 15 16

T:00 PM
< Developer Center Delete Snapshots =

20 21 22 23

.00 PM

Delete Snapshots ]

27 28 29 30

mware® HANDS-ON LABS MANUAL | 444



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

In the Automation Central page, you will see a list of upcoming jobs and a calendar under the Schedule tab. The calendar displays all
the jobs that are scheduled for the current month. You can move between months to see more scheduled jobs.

1. Click the Left/Right arrows to view any jobs in the current month

2.Click on Automation Central to revert back to the current month (optional)

Examine An Existing Job

e A A N

Delete Sna... Eait X
Ajobis are

) wzekly
- ADD JOB
7/30/23 11:00 PM -

{3 Delete old snapshots
1bs

) Activated

PREVIEW I o
\“-'/ Mon

DEACTIVATE ALL RECURRENCES

1:00 PM
Delete Snapshots =
>

©

6

Jobs can be viewed by clicking on them in the calendar view which brings up a limited information page as seen here. We're given the
schedule of the job, what actions are being executed as well as it's activated or deactivated status.

One key feature is the ability to view the scope of objects impacted by the job. Let's take a look.

1. Click on any of the Delete Snapshots scheduled jobs.

2.Click on Preview
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Preview Automation Group

Preview Automation Group X

These VMs currently meet your scope and filter criteria. They will be automated at the scheduled time.

VM Name Parent Cluster Parent Datacenter Parent vCenter Cost Savings / mo Reclaimable Disk 5 Age

Mo Results Found
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Our lab does not contain any Virtual Machines with snapshots older than 7 days, but in your environment you may have many Virtual
Machines that do. In this preview screen, we would see the Virtual Machine as well as relevant information listed allowing you to easily

identify impacted Virtual Machines.

1. Click OK to close the preview widow

View a Report of Jobs

Automation Central
Build Automated Jobs
A job is & recurring performance and capacity optimization process. Control the behavior of your environment by building customizable processes that run jobs for you.

Jpcoming Jobs
:
View Scope: Al View Date Last 4 Quarters

Job Reporting
LE D e Reclamation Report
SR B port
0GB 0GB
Storage Reclaimed

N ouss
Cost Saviny

0 vCPUs
CPU Reclaimed Memory Reciaimed

s

HANDS-ON LABS MANUAL | 447

vmware



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

View Job History

Automation Central

Build Automated Jobs

c A job is a recurring performance and capacity optimization process. Contl

Upcoming Jobs
ADD JOB

Schedule Report hs

Job Name Action Resources Changed

You can also view the history of configured jobs which have run.

1. Click the History tab above the calendar to see the job name, and job details in a tabular format. Since this is a lab

environment, we will not have any jobs to view.
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View Configured Jobs

Automation Central

Build Automated Jobs

: A job is a recurring performance and capacity optimizat

Upcaming Jobs
ADD JOB

©

Schedule Report History Jobs

The Jobs tab is where you see a list of configured jobs.
1. Click Jobs to view any configured jobs

For each job, clicking the ellipses icon brings up a menu from where you can edit, delete, clone or disable the job. If a job that you
created is not visible in the list, check the All Filters option to see if the job is filtered out. Since this is a lab environment, we will not
have any jobs to view.

That concludes this short lab giving your a brief introduction to automation central. In the following labs, we'll work to schedule some
actions.

Creating a job from a Virtual Machine Rightsizing Report

One of the most common tasks is to create Job from Reclaim or Rightsizing reports. You can create an automation job based on the
recommendation provided by VMware Aria Operations Manager in the Reclaim or Rightsizing pages.

In this exercise we'll work on creating a task to rightsize our Virtual Machines on a scheduled basis. Let's get started.
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Locate Rightsizing Page

/

f Home

L

Data Sources

)

[l Environment

Visualize

s

% Troubleshoot

Optimize

Capacity

Reclaim

workload Placement

|

Compliance

& Plan

& Configure

€ Rightsize
% RegionAO1 £l RegionAO1
> 1Year Remaining Year Remaining
>
>
> & RegionAO!
>

Oversized VMs

Resource

o©

cPU

o Memory

Oversized VMs Undersized VYMs

? [[j] Management

> () workioad!

Recommended Reduction
14 vCPUs

1GB

-
EXPORT ALL

We will

use the Rightsizing page to create a Scheduled Job that appears in Automation Central.

1. If you are not already on the Home page, click Home from the top menu.

2.Click the chevron next to Optimize.

3.Click Rightsize.

vmware
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The Rightsizing Page

Rightsize o - ?
4
7 RegionA01 RegionAO1
0 Days Remaining (D) O Days Remaining

Uf““ ngs Not Optimized

ALL DATACENTERS

Bl RegionAD1 CITE
Oversized VMs Undersized VMs
Resource “!;:';‘:;‘:!ﬂ % Reduction Resource Recommended Increase % Increase
L= 7 uMs T 1vMs cPU 0 vCPUs
@ IS crU 12 vCPUSs E_ﬂ e
5 Memory 3GB
{5 Memory 18 GB

Oversized VMs Und VMs

I SCHEDULE ACTIONI RESIZE VM(S) ‘ EXCLUDE VM(S) ] EXPORT ALL

> “anagement 12 vCPUS 6 GE
\[E]/Wr;rkloam 0 vCPUs iy 268
VM Name ANocated CPU Recommended CPU Reduction Alloeated Memory Recommended Memory Reduction
windows-0010 2 vCPUs 0 vCPUs 4GB 2G8
10
=

From the Rightsizing page, perform the following:

1. Make sure RegionAO1 is selected as the Datacenter if it is not already. Note that there are two datacenters with that name -
one is from vCenter and the other from Aria Automation. Be sure to select the datacenter with the "buildings" icon, not the
one with the "clouds" icon. Also note that the values you see for cost savings may be different or may show a question mark
(?) depending on how long your particular Hands On Lab pod has been running.

2.Scroll down to select the Oversized VMs subcategory.

3.Click the chevron next to Workload1 in order to view Virtual Machines.

4.Check the box next to windows-0010.

5.From the menu above the Virtual Machine, click on Schedule Action.
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Creating a Scheduled Job

Create Scheduled Job ( resize oversizes vms ) X
1VMs 0 vCPUs 2GB
Selectad vCPU Reclaimable Memory Reclaimable

Job name
Resize Vlrt}@fe L.r

Job Descriptior,
Resize V IrEIJb\o-/mﬂ

Start Date
| 7/21/23 = | @
Time ©f Day o
Start Time Ime Z20ne
12:00 AM Browser

Recemne Updates on Job via Ema

Mo Ema o Jnd plugin available

I Mﬂrjerstanu that workloads may be interrupted because some

VMs must be restarted during the resize.

CAMCEL l CREATE
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From the Create Scheduled Job window, perform the following:

1. Under Job Name, enter Resize virtual Machine

2.Under Job Description, enter Resize virtual Machine.

3.Under Start Date, select the nearest upcoming Friday.

4.Select 12:00 AM for a Start Time

5.Click the box to verify the workloads will be interrupted in order to complete this action.

6.Click Create to complete.

Viewing Your Scheduled Job

« ' Automation Central

2 Build Automated Jobs

A job is a recurring performance and capacity optimization process. Control
3 Data Sources >
Upcoming Jobs

v Environment > @

ADD J0B

o Visualize > s Sy &9

% Troubleshoot & > & > July 2023

# Optimize > sun Mon e wed
& Plan >

@ Configure >

=@ . . =

& Administration

« Developer Center

9 10 ] 12
o
16 [17] 18 9
—_— 200AM
Remove OId Snapshots  ¢3) Resize Virtual Machine
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Now when you navigate back to Automation Central from the left hand navigation pane, your scheduled job will appear in the Schedule
and we will be able to view it from Automation Central.

1. Click on Home to take you back to the main screen.
2.Click Automation Central from the left hand navigation pane.
3.Click on Schedule to ensure you are viewing the scheduled jobs.

4. Located the Resize Virtual Machine task that we created.

Note: Depending on the date you picked, you will see a different screen than the July 18th 2023 pictured above.

That concludes this short lab on creating a scheduled task within automation central using the Rightsizing functions within Aria
Operations.

Setting Up Recurring jobs

In this lab, we'll work on setting up a recurring job similar to the one already scheduled so you can see the process of picking your job,
the task and schedule. Let's get started

Adding a new Job

€ Automation Central

9/ Build Automated Jobs
\ 2 A job is a recurrina performance and capacity optimization process.
> Data sources >
Upcoming Jobs
& Environment >
R 5 schedule  Report  History  Jobs
%, Troubleshoot ® > « > July 2023
# Optimize 5 sun Mon [ Tue wed
£ Plan >
@ cConfigure >
°
N 2 3 4 5
& Administration
« Developer Center
9 10 1 12
16 18 19

730 AM 1200 AM
Remove Old Snapshots  £3 | Resize vin.
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If you clicked away from the previous lab screen please return to Automation Central using Steps 1 &2, otherwise proceed to Step 3.

1. Click the Home at the top
2.Click on Automation Central to open the main window

3.From above the calendar, click on Add Job

Creating a Job

Create New Job

1- Select Action 2-5¢ 3 - Filter Criteria

Name Weekly Reboot -

Description Scheduled weekly reboots of Virtual Machines I

L~

Action Configuration

Reclaim () Delete old snapshots Adapter Type -

Delete idie VMs Obiject Type 4 -

Fower off idie VMs o
) e pler o Or Vs Action | Reboot Guest 05 For vM| | \Y v

Rightsize Downsize oversized YMs

Scale-up undersized VMs

Other © Additional Actions \9/
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We are going to create a job that will reboot Virtual Machines on a weekly basis.

From the Create Job window that opens, perform the following:

1. In the Name field, use Weekly Reboot.

2.In the Description field, enter Scheduled weekly reboots of Virtual Machines.

3.Under Other, select the Additional Actions.

4.Select vCenter for our adapter type.

5.Select Virtual Machine for our object type.

6.Select Reboot Guest OS For VM as our action.

7.Click Next to continue (Not Shown)
Note: Aria Operations is a modular program that allows you to connect additional workflow orchestration programs, such as VMware
Aria Orchestrator to expand the capabilities of your environment. While we will not explore this functionality here in this lab,

Orchestrator gives you the ability to create custom complex workflows built specifically for your environments that we can schedule
within Aria Operations.

Select Scope

vmw VMware Aria Operations

«  Create New Job

A Home 1- Select Action 2 - Select Scope 3 - Filter Criteria 4 - Schedule
£} Data Sources > Your selection:

Os Environment > According to your selected object type in the previous step, please carefully select the scope. Only objects of the selected object type and their ancestor objects would make the job run successfully

Visualize > Select Scope
3 vesa-Ota corp vmbeans.com X
Drag an arop items from tne list below to populate your Scope
%, Troubleshoot >
v Environments
# Optimize > v vSphere
v i vSphere Hosts and Clusters
& Plan >
o v @ vsphere World
B G | - @ vcsa-0tacorpvmbeanscom |
3 Configure >
v [ RegionAO1
W Automation Central > E3 HOL Infrastructure

> (3 Templates

The scope section is where we determine over how large an area we want this Job to run. We can select every virtual center in our
environment or we can pick a singular Virtual Center.

1. Locate vcsa-0la.corp.vmbeans.com and drag it into the left hand scope selection screen.

2.Click Next (Not Shown)
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Filter Criteria

Create New Job

1- Select Action 2 - Select Scope 3 - Filter Criteria

Set Filter Criteria

Set additional filters based on user defined criteria such as virtual machine names, tags, properties etc.

Chject Type. Virtual Machine
I Object name I contains Windows
Virtual Machine
'E\ ADD ANOTHER CRITERIA SET 7] windows2019

% windows-0010

Deployment
M Windows2013

Blueprint

= Windows with cloudbase-init

Click to load more

Once we've selected the Scope of our environment, we need to filter down to the objects we want to schedule this job against. In this
widow you will have the option to create filtering criteria using multiple options such as Tags, Object Names, Properties, Relationships
or Metrics matched with REGEX expressions. For this exercise we will pick a simple Object Name criteria.

1. Select Object Name.

2.Select Contains.

3.Type Windows .

4. Select the windows-0010 Virtual Machine.
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Preview Scope

Preview Scope

Hame

51 windows-0010

In a complex environment when setting the search and filter criteria it can be useful to preview what objects result from your query.
Click on the Preview Scope button in the lower right hand corner of the screen will yield the above image. Here we can see that the
singular Virtual Machine we picked is the scope that will be used but in a more complex environment this list may contain many more

objects.

1. Click Close to return to the Filter Criteria page

2.Click Next in the lower left of the Filter Criteria page (Not Shown.)
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Schedule Interface

Create New Job

1- Select Action 2 - Select Scope 3 - Filter Criteria
Start Date 77123 7 | — \.___/o

| Time zone Browser M | W 9/

I Start Time 8:55 AM I Aff—— @/
Recurrence Daily / \-_-/H

Run Every I 7 I - Day(s)

End / After I ~[ 100 ~  Occurrences
o \ ElNie u_.iyguﬁ OCCUrrences

Notifications @

Receive status notifications including job success, job failure, and a reminder email 2 hours before this job is scheduled to run.

ve Updates on Job via Email

Mo Emaill Outbound plugin avallable
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The last option is to create the schedule itself. We will run this every Friday at 8:55 AM and end after 100 occurrences.

1. Select the Start Date (your start date will vary depending on when you take this lab)
2.Select Browser for the timezone.

3.From the Start Time, select 8:55 AM.

4 From Recurrence, select Daily.

5.Enter 7 for the Run Every number of Days field

6.Select the option After for our end date

7.Enter 100 for our Occurrences

8.Click Create (not shown)

Note: While a simple schedule, the schedule gives us the ability to select differing time zones, recurrence schedules, days of the week
and end dates. Feel free to edit the fields from what we selected above to see what options are available to you.

This concludes the lab for creating a recurring job using Aura Automation Central.

Conclusion

In this module, we explored the new Automation Central and used the scheduled job function to schedule regular tasks. We were able
to create tasks from the Rightsizing page and from Automation Central's main interface.

You&#39;ve finished the module

Congratulations on completing the lab module.
If you are looking for additional information, visit the Aria Operations Manager Documentation.

From here you can:

1. Click to advance to the next page and continue with the next lab module
2.0pen the TABLE OF CONTENTS to jump to any module or lesson in this lalbb manual

3.End your lab and come back and start it again in the future
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Module 12 - Achieve Optimal Performance with Rightsizing (45 minutes) Advanced

Introduction

Rightsizing, identifying and fixing issues with oversized and undersized VMs, optimizes resource allocation. It maximizes performance
efficiency, reduces costs, and ensures seamless alignment with requirements. With well-defined policies and automation, Rightsizing
becomes a proactive practice for Aria Operation practitioners.

In this Achieve Optimal Performance with Rightsizing exercise, we will take a closer look at;

+ Using Rightsizing based on Aria Operations Recommendations
+ Configure Policies:

o Criticality Thresholds

o Risk Level (Conservative vs. Aggressive)

° Business Hours
* Automate Rightsizing

Log in to Aria Operations

To begin this exercise, we will log in to Aria Operations. If you are not currently logged into any instance of Aria Operations, continue to
the next page, but if you are already logged into Aria Operations, click here to skip ahead.

Open the Firefox Browser from Windows Quick Launch Task Bar

If your browser isn't already open, launch Firefox

1. Click the Firefox icon on the Windows Quick Launch Task Bar

E vCenter = Arnia Automationl @ Ana Operations I@/l Opera
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The browser Bookmarks Bar has links to the different applications that are running in the lab.

1. Click the Aria Operations Bookmark

Log in to Aria Operations

VMware Aria
Operations”
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Aria Operations is integrated with VMware Identity Manager which we will use for user authentication in this lab.

vIDMAuthSource (VMware Identity Manager) should be pre-selected as the identity source. However, if it is not you will choose it.

1. Click the drop-down arrow if vIDMAuthSource is not selected.

2.Click REDIRECT to be taken to the authentication page.

VMware ldentity Manager Login

)

“w

‘Workspace OMNE™

USErname
haoladmin
password

EaaERRAL

Forgot password?

Change to a different demain

vimiare
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At the Workspace ONE login screen, use these credentials:

username: holadmin

password: VMwarel!

1. Click Sign in

Aria Operations Home Screen

A Home

£ OstaSourzes

VEasize

Home

Launcroes M

Mum-Ooud Overvies

Welcome to VMware Aria Operations

Pillars of Operations

Observabilty

Applications

Business Applications

(.

nfrastructure

viphere =

VMware Cloud

VMware Cloud Fa))
Foundation i
Public Cloud
Amazon Web E
Services
ntegrations

Automation Central

Capacity

VEAN

VMware Coudon 73
)

AWS (;’

Mcrosolt Azure IA

NEX N Hodzon

Azwre VMwate
Soluton

Googhe Cloud
VMware Engine

Googhe Cloud )

Provicer

Complance

Ed

Sustanabity @

Kubernetes

Oracle Cloud
VMware Soluton

VMware Cloud on
Dell EMC =

&

o

Content Repository

Outbound Phugins 8

=

Developer Center <S>

You should be at the Aria Operations Home screen and ready to start the module.

vmware
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Oversized and Undersized VMs using Rightsizing

In this part of the module, we will go through Rightsizing, schedule the rightsizing, and use the Automation Central to create a recurring
schedule without requiring manual intervention

Before rightsizing

Server vCPU | Mem | New vCPU | New Mem Result
linux-dev-0010 | 1 1GB | 4 16 GB (Gigabyte) | Oversized
linux-dev-0011 1 1GB 1 {sama} 4 MB {Megab'fte} Undersized

In order to examine the impact of undersized and oversized virtual machines (VMs), we will access the vSphere environment and
deliberately modify the configurations of selected developer servers to reflect improper sizing based on the table provided above.

Let's proceed with the task at hand.
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Starting vCenter

a = Home - VMware Aria Operatior X

<« > C @ QO 8 = https://vcsa-01a.corpymbeans.com/websso/SAML2/*

[ vCenter ﬂ\ Aria Automation ﬂ Aria Operations ﬁ Aria Operations for Lo... ﬂ\ Aria Lifecycle |gg Aria

A 4

VMware® vSphere

B use windows session authentication I \o,ﬂ

1. Start a new TAB by clicking '+
2.0n the toolbar, Click on vCenter
3.Select Use Windows session authentication

4.Click LOGIN
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Edit settings

vSphere Client

<
[H Actions - linux-dev-0010

() E @ rower e

vesa-0la.corp. vmbeans com Guest OS
‘ « | [l RegionAOl Snapshots
>[I Management 2% Open Remote Console
« §[[l] Workloadi B
[l esx-03a.corp.vmbean. GH Migrate...
[l esx-Oda.corp.vmbea.. Clone
@/ [ esx-05a.corp.vmbean, o o

i linux-dev-001 VM Policies
% ubuntu-0008 | /
i windows-0010 Template

Compatibility

@ Export System Logs...

<0 Edit Settings... I

Move to folder

1. In the directory tree, click on the '>' and expand all the way down to the cluster Workload1.
2.Right-click linux-dev-0010.
3.Choose Edit settings.
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Oversizing a developer server

Edit Settings | linux-dev-0010 %

I Virtual Hardware WM Options Advanced Parameters

I o ADD MEW DEVICE ~
= (2
N

> Memory I 16 v GB I o

» Hard disk 1 8 GB

» SCSI controller © LS| Logic Parallel

» Network adapter 1 VM-RegionAOD]-vD5-COMP Connected
> CD/DVD drive 1 Client Device Connected

» Video card Specify custom settings

> SATA controller O AHCI

» Other Additional Hardware

CAMNCEL

1. In the Edit Settings, if not already selected, select Virtual Hardware.

2.Give this VM too many virtual CPUs, behind CPU, select 4.
3.Give this VM too much memory for a simple Ubuntu server, behind Memory, type 16, let's make sure we select GB (Gigabyte).

4.Click OK.
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Undersizing the other developer server

Edit Settings  linux-dev-00n %
Virtual Hardware | VM Options Advanced Parameters

o ADD NEW DEVICE ~
» CPU @@/
» Memory * |4 MB o

» Hard disk 1 B8 GB

» SCSI controller O LS| Logic Parallel

¥ Network adapter 1 VM-RegionAQ1-vDS-COMP Connected
> CD/DVD drive 1 Client Device Connected

» Video card Specify custom settings

> SATA controller O AHCI

» Other Additional Hardware

‘ CANCEL

We are going to deprive the Ubuntu server VM fpr memory. The Virtual Machine may not even start with just 4MB of memory which is
our evil intention. To edit the settings for the second developer server, right-click linux-dev-0011 and choose Edit Settings (not shown)
1. In the Edit Settings, if not already selected, select Virtual Hardware.
2.If not already set, Give this VM just one virtual CPUs, behind CPU, select 1.
3.ehind Memory, type 4, let's make sure we select MB (Megabyte).
4 .Click OK.
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Start both VMs

vSphere Client

o n = c¥ *
(0 Actions - linux-dev-0010 E @ oo : ACTIONS

[LL]] @ @ _ [> Power On o ctrl + alt + B
— G 05 > \
uest W

w vesa-0la.corp ymbeans.com
" D..[ REQI‘QHAO'I Snapshots
s [[] Management 7 Open Remote Console

« [ Workloadi
) Migrate, £ Hard &
[l esx-0O3a.corpvmbear G Mig &3 Hard stop

[ esx-O4a.corp.vmbea. Clone

. esx-05a.corp.vmbear ‘ .
T Fault Tolerance
\“-‘/ ) DMS Hame

T linux-dev-00M VM Policies
£% ubuntu-0008 IP Addresses
&% windows-0010 Template . Encryption b

1. Right click the VM linux-dev.0010.

2.Click Power.

3.Choose Power On.

NOTE: Repeat this step for the other developer server linux-dev-0011
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Back to Aria Operations

@ Home - VMware Aria Operatior X | [ vSphere - linux-dev-0011 - Sur X +

‘i_o Cl@ = O B & https//aria-ops.corp.vmbeans.com/ui/index.action#home/la

[ vCenter Aria Automation [l Aria Operations Aria Operations for Lo... [l Aria Lifecycle Aria Automation Config

vimw \/Mware Aria Operations

« Home
o Launchpad JNEE Multi-Cloud Overview NS
#& Home ——
'L Data Sources 3 Welcome to VMware Aria Operations

[k Environment > Pillars of Operations o

& visualize > Observability @ Capacity = b

Monitor, Troubleshoot and full Assess, maniior and opiimize
F L] stack observability across your capacity across WMware clouds,
2.  Troubleshoot > - vaLiity =Y pacity '
cloud environments on-premises and in public cloud
#  Optimize »
& Plan > . :
o Applications

1. Go back to Aria Operations, In FireFox Browser select the Aria Operations TAB.

2.To make sure we're still logged in, and the Ul has been refreshed since last collection cycle, on the toolbar, click the Refresh

button.
3.If not already selected, Click Home.

4.To access the Rightsizing, that is a part of capacity planning, Click Capacity.
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Open RightSizing

Capacity

{nl / Launchpad / Capacity

* Learn more

Assess

Capacity C(\)jb
A

Determine if there is sufficient
capacity in your VMware Cloud
environment for current and...

VIEW LEARN MORE

DDIiI‘I‘iiZE‘
Rightsize 74 Reclaim CW\
Rightsize workloads to ensure 7 Reduce waste by reclaiming -
performance and optimize unused resources
utilization o
VIEW LEARN MORE VIEW LEARN MORE

1. In the Capacity page, Under Optimize, Under Rightsize, Click VIEW.
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A faster navigation

vnw VMware Aria Operations

« Rightsize

i Home ) -
) “ RegionAO1 [h RegionAD?
O Days Remaining (1) 0 Days Remaining

5" Data Sources p

Ust Jot Ootir UE.'?D.I‘. . {Not Optimized )
[k Environment >
] Visualize > RE‘QIOI"IAO1
=y Troubleshoot > Oversized VMs

?q Optimize "o"’ "’ Resource ecommended Red

L= 8 e CPU 14 vCPUs
Capacity @ To Downsize
i Memory 26 GB
Reclaim
Woarkload P naﬂ
Oversized VYMs Undersized VMs
Compliance

TIP: A much faster way to navigate to the Rightsize page

1. In the Left toolbar, behind Optimize expand the section, Click on the '>' Arrow

2.Click on Rightsize

NOTE: It's not necessary to perform these two steps now.
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Sizing overview

Rightsize ?
~, RegionAO1 £ rRegionAO1 e‘-._/
Days Rema (1) © Days Remaining o
- N
U_VS“O . \\_Nut Optimized_,\ '
[ AL patacenTers |
EH RegionAO1 (B ~ o )
Oversized VMs Undersized VMs
Resource \Rv::gmmu % Reduction Resource SR % Increase
uction Increase
LS 8 wMs M 1vMs
[ = owneee Py 14 vCPUs =L Rl cPU 0 vCPUs
') Memory 26 GB 0m Memory 1GB

1. If no datacenters are selected, select the RegionAO1 Datacenter.
2.The view could be a little different from what you see in this Lab, but to be sure we are up to date, click the Aria Operations

refresh button.

In the highlighted section in our view, we see that | have 8VMs that are oversized, and from those 8 VMs we can reduce with 14 vCPUs
and 26 GB of RAM, meaning that we would give back just that in wasted resources that have never been used. This is really powerful,
because in the same view we see one VMs that lacks memory to be performing well. So we have 1 VM which needs an increase of 1 GB

(Gigabyte) memory
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Which workloads are oversized

Oversized VMs \]_/dersized VMs
—

[ SCHEDULE ACTION IHI’SI?F VM(5) I EXCLUDE VM(5) EXPORT ALL

[ﬂ] Management \_/ m 12 vCPUs i 16 GB
[ workioad @ 2 vCPUs 7,10 GB
VM Name Allocated CPU Recommended CPU Reduction  Allocated Memory 4 Recommended Memory Reduct...
linux-dev-0010 4 vCPUs 2 vCPUs 16 GB 8GB
Sgvs-0010 2 vCPUs 0 vCPUs 4GB 2GB

1. Select Oversized VMs.

2.For now, we will ignore the Management Cluster. Expand the workload cluster Workloadi, click '>'.
3.The Oversized VMs with their VM name and recommended Reduction are shown, Select all the workloads.

4.Click RESIZE VM(s).
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Editing resize

Resize VMs b

Review the suggested sizes and make adjustments as necessary.

VM Name Decrease CPU From Te Decrease Memory Size From To
windows-0010 2 vCPUs 2 vCPUs & 4GB ‘\o/ &
linux-clev-0010 4 vCPUs 2 vCPUs Z 16GB o &

2 of 2 items
You have selected 2 VM(s) to free-up the following resources

{3} cPu: 2 vcPus

{1 Memory: 10 GB o

& | understand that workloads may be interfupted because some VMs must be restarted during the resize.

CANCEL RESIZE VM
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The Resize VM(S) workspace appears. The table displays suggested reductions for vCPU and memory. Click the edit icons to

accomplish to changes you wish.

1. Change Memory to 3.

2.Change CPU to 9.
3.Check the 'l understand that workloads may be interrupted because some VMs must be restarted during the resize.'

Many customers are often hesitant to make significant alterations to their virtual machines (VMs) and prefer a more cautious approach.
The Recommended Size feature has been purposefully designed to adopt a conservative stance in its suggestions. For VMs that are

oversized, the Recommended Size is limited to a maximum of 50% of their current configuration. This gradual approach aims to guide
VMs toward their optimal size without proposing drastic changes, such as reducing the number of virtual CPUs from 32 to just 1.

4. STOP! For now, we will actually not perform the resizing manually, so just Click Cancel

Opening the Scheduling

Oversized VMs Undersized VMs

| scHepuLe acTion | REsIZE vm(s) | EXCLUDE M

> (B Manaqemenkoj
(N weorkioad:

WM Name

windows-0010

linux-dev-0010

As part of our commitment to Self-Driving Operations, we are taking an additional measure to enhance Rightsizing. To ensure minimal
disruption for the careful consideration of Aria Operations' recommendations, we've scheduled the rightsizing for two production

servers tomorrow at 10:00 PM, by the end of the regular working hours.

1. Click SCHEDULE ACTION.
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Create Scheduled Job
Create Scheduled Job (_Rresize oversizec vMs ) X
2 VMs 2 vCPUs 10 GB
Selected wCPU Reclaimable Memaory Reclaimabile

Job name
IFc‘e*.—.ue my two oversized VMs I u

Job Description
Rightsizing for two production servers tomorrow at 10:00 PM @/

Start Date

7/24/23 ] .e;

Time Of Day

Start Time ime zone

10:00 PM I {GMT +01:00% Ams! I

Mo Email Dutbound plugin available

/N | understand that workioads may be interrupted because some
VMs must be restarted during the resize
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1. Fill in Job Name Resize my two oversized VMs.

2.Fill'in the Job decsription Rightsizing for two production servers tomorrow at 10:00 PM.

3.Make sure you select a Start Date that is tomorrow, at the time of writing the date was 23rd July 2023, so I've picked the date
to be 7/24/23 (meaning 24th July 2023).

4.Select Start Time 10:00 PM.

5.Just leave the Timezone, or let's select our closest Timezone. At the time of writing GMT+1 (Nordics) was selected.

6.Check 'l understand that workloads may be interrupted because some VMs must be restarted during the resize.'

7.Click CREATE.

vrr‘ware® HANDS-ON LABS MANUAL | 479



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Automation Central results

vimw YVMware Aria Operations

« Automation Central

{u Home Build Automated Jobs

1

A job is a recurring performance and cap

s Data Sources >
Upcoming Jobs
ADD JOB
Ik Environment >
& Visualize 3 Schedule Report History Jobs
L ]
2y, Troubleshoot > “— 5 JUIy 2023 o
#  Optimize 3 Sun Mon Tue
£ Plan >
& Configure o b3 2 3 4
N /4
e

B Automation Central 9 10 -
fa Administration

16 17 18

Developer Center
24 25
1:00 PM

Resize my two oversized VMs

30 31

1. In the left navigator, click Automation Central.

Notice that our newly scheduled job occurs the day after today. Also Notice that since we selected a totally different timezone, it
translates to 01:00 p.m. local time (Palo Alto, USA).

2.In Automation Central, Click Jobs.
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One-Time Job review

Automation Central

Build Automated Jobs

1 A job is a recurring performance and capacity optimization process. Control the behavior of your environment by building
customizable processes that run jobs for you

- @

Schedule Report History Jobs

Upcoming Jobs
ADD

Status:Activated » Y
Name T+ Action Status Runs On Schedule Next Run Start
Resize my two oversized VMs  Downsize oversized VMs () Activated Eh lInuX-dev-0010 =+ One-Time 7/24/23 1:00 PM

Based on the information available in our Automation Central listing, a scheduled one-time job is set for tomorrow. In alignment with
our commitment to automatic self-driving operations, we aim to execute this task on a recurring schedule without requiring manual

intervention.

1. Proceed by clicking ADD JOB.
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Create Job from Automation Central

Create New Job

1 - Select Action

Name Weekly Downsize

Description Downsize all oversized resources on a weekly basis

Action Configuration

Reclaim ) Delete old snapshots
J Delete idie VMs
) Power off idle WMs

') Delete powered off VMs

A

Rightsize n Downsize oversized VMs

) Scale-up undersized VMs

Other _) Additional Actions

NEXT I CANCEL

vmware

3

Filter Criteria 4 - Schedule

Rightsize Resource Type 'M.‘PUs ‘1
E\demory H_,/

Limit Downsizing Amount E Default Recommendation |

() 50% of Default Recommendation

resize.

& | understand that workloads may be interrupted
because some VMs must be restarted during the

(6 )
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We will now establish an automated job to schedule actions seamlessly.

1. Specify a name for the job. This will be displayed in the calendar. Type Weekly Downsize
2.Provide a description for the job. Type Downsize all oversized resources on a weekly basis
3.Action Configuration, Behind Rightsize, Select Downsize oversized VMs

4.Behind the Rightsize Resource Type, select both vCPU and Memory

5.Under the Limit Downsizing Amount, Select Default Recommendation.

We discussed the downsizing limit amount previously, and we should of course apply extra care in a production environment,
but since this is a test environment we can ignore the 50% of default recommendation and do max downsizing each time.
6.Check 'l understand that workloads may be interrupted because some VMs must be restarted during the resize.'
7.Click NEXT
VMware Aria Operations does not check if the VM hot add/remove setting is enabled. If the VM power off is not allowed, then the

action will fail. Note: If the number of resources for a job is ten or less, then the job runs at once. If the number of resources is more
than ten, then the jobs run in groups of ten, in parallel.
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Select Scope

Create New Job '?

1- Select Action 2 - Select Scope 3 - Filter Criteria 4 - Schedule

vCenter Virtual Machine

Please carefully select the scope. Only Virtual Machines and their ancestor objects would make the job run successfully.

Select Scope
[E]l workload! x

Drag and drop items from the list below to populate your scope,

v @ vSphere World
vcsa-Ola.corp.vmbeans.com

RegionAOl

» [ Development

©O

> [ HOL Infrastructure
» [ Namespaces
> [ Templates

» EJwCLs

> [ workloads
[ Discovered virtual machine

» [E Management

v [ workload!

o

PREVIOUS ‘ NEXT ‘ CANCEL PREVIEW SCOPE

1. Expand the vCenter vcsa-0la.corp.vmbeans.com

2.Expand the datacenter RegionAO1
3.Drag and Drop the cluster Workload1
4.Click PREVIEW SCOPE
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Preview Scope

Preview Scope X

MName

3 SupervisorControlPlaneVM (3)

(T SupervisorControlPlaneM (1)

5 dev-project-worker-llbmm-5b97766579-572gq
(3 vCLS-9d0469c2-2397-4492-b03a-0cBBbce187a5
(7 linux-dev-00M

(5 dev-project-rzSgx-4tgb2

(31 windows-0010

5 linux-dev-0010

51 ubuntu-0008

(11 vCLS-7deaed03-8442-4a1l-bd4d-dafée0503d36

| can see my windows and linux servers that I'd like to resize each week, but also some other resources | do not manage. In the next
step we will filter out these.

1. Click Close
2.To go to the Filter Criteria which is the next step, Click Next (NOT SHOWN)
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Adding a criteria for Windows

Create New Job ’?

1- Select Action 2 - Select Scope 3 - Filter Criteria 4 - Schedule

Set Filter Criteria

Set additional filters based on user defined criteria such as virtual machine names, tags. properties atc.

Object Type: Virtual M

o 4 * RESET
Properties I(‘mes'l 05 from vCenter contains -
I +) ADD

I () ADD ANGTHER CRITERIA SET I

(-

[ PREVIOUS ]‘| NEXT ‘ CANCEL PREVIEW SCOPE

1. Select Properties

2.Select Guest OS from vCenter

3.Select Contains

4. Type Windows

5.To add another criteria for Ubuntu, Click on ADD ANOTHER CRITERIA SET
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Add criteria for Ubuntu

Create New Job ?

1- Select Action 2 - Select Scope 3 - Filter Criteria 4 - Schedule

Set Filter Criteria

Set additional filters based on user defined criteria such as virtual machine names, tags, properties etc.
(=) REMOVE CRITERIA
Object Type: Virtual Machir

* RESET
Properties : |Guest OS from vCenter contains : windows

* apD

(=) REMOVE CRITERIA

o:t Type: Virtual Machine
'o' vof "o'
\_.l‘ —— ra't RESET
Properties I I |Guest 05 from '»,I'CE'FH‘FrII contains II Ubuntu

* apo
{¥) ADD ANOTHER CRITERIA SET o

FPREVIOUS H NEXT ‘ CANCEL

PREVIEW SCOPE ‘

1. Select Properties

2.Select Guest OS from vCenter
3.Select Contains

4. Type Ubuntu

5.Click PREVIEW SCOPE
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Preview Scope

Preview Scope

Name

(7 linue-dev-00m
1 windows-0010
71 linue-dew-0010

{1 ubuntu-0008

We have successfully implemented Criteria filters that Single out Windows or Ubuntu machines. This facilitates the resizing process
specifically for the VMs under our administration.

1. Click Close
2.When you return to the Create New Job Wizard, Click NEXT (not shown)
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Create New Job 7

1- Select Action 2 - Select Scope 3 - Filter Criteria 4 - Schedule

Start Date 7/25/23 '\oj
Time zone I Host I e
N

Recurrence '\o./

Run Every e ~  Week(s)

on — ~ /r—\\. ,—-—-\ f'f_\‘\ /e—«\ .e,
, i )

(Days of the week) ':,\5‘“ /.:' I-\ M/,s' 'XTU /' \_ V/:' '\Th /l ':,\ F /_,:’ e N

End No end date

MNotifications

Receive status notifications including job success, job failure, and a reminder email 2 hours before this job is scheduled t¢
mum.

HeCeve

Indates or b via Ema
Mo Email Qutbound plugin available .o,
PREVIOUS | CANCEL PREVIEW SCOPE

1. Select the Start date two days from now. Click the calendar Icon and select 2 days from now
2.Set the Time Zone to Host

3.Set the start time to 10:00 p.m.

4.Under Recurrence select Weekly

5.Under Run Every, select 1 Week(s)

6.Behind On (Days of the Week) Deselect Su Sunday, and Select Sa for Saturday

7.We're finally done, Click Create
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Review the results

Automation Central

2

Upcoming Jobs

Schedule Report History

(1)

Name T

Resize my two oversized VMs

Weekly Downsize

Build Automated Jobs

A job is a recurring performance and capacity optimization process. Control the behavior of your environment by buildir

Jobs
—
Status:Actival
Action Status Runs On Schedule Next Run Start
One-Time 7/24/231:00 PM

Downsize oversized VMs @I Activated ﬁ linux-dev-0010 =+

7/29/23 3:00 PM

7 workioad? ««« = Weekly, every 1 weeks on Saturday

) Activated

Downsize oversized VMs

We observe theat we have two upcoming jobs. Review the Schedule for these two Jobs (highlighted)

1. Click Schedule

vmware
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Review Schedule Calendar

Automation Central

Build Automated Jobs

2‘ A job is a recurring performance and capacity optimization process. Control the behavior of your
envircnment by building customizable processes that run jobs for you.

Upcoming Jobs
ADD JOB

Schedule Report History Jobs

7
Synchronize time with: Browser GMT-07:00

« = |January 2024

sun Mon Tue Wed Thu Fri Sat

1. From the calendar page, choose an upcoming month. Click the left '<-' and right '->' arrows to go to January (2024)

As you can see from the calendar, the job is scheduled to do resizing every saturday at 10 p.m.
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Rightsizing Calendar Summary
We are going to create Automated Jobs in Automation Central. By building Automated Jobs with a recurring performance and capacity

optimization process, we say goodbye to waste, and welcome cost savings. Your intelligent and cost-effective Aria Operations operates
in the background to ensure the effortless execution of all tasks and processes.

Undersized, the lack of resources

vimw VMware Aria Operations

« Rightsize

{ Home =
o @, RegionAO1 £ RegionAO1
maining @l 0 Days Remaining
5% Data Sources >
USISD (Mot Om-miad:l
[[lh Environment >
E visualize .
S 2 Bl RegionAO1
= Troubleshoot e > Oversized VMs Undersized VMs
/- Optimize | V-o, Resource R’;::‘J::::;Ed % Reduction
v oh 8 vims T 1ums
Capacity E-ﬂ S cPU 14 VCPUs Ijﬂ R
Reclairm {1y Memory 26 GB

Workload Plzzement

Rightsize o

QOversized VMs Undersized VMs

it

Compliance
{ SCHEDULE ACTION [| RESIZE VM(S) I EXCLUDE VM(S) | EXPORT ALL }
/& Plan >° ——
vD [ workicad: @ 0 vCPUs
£ Configure »
VM Name Allocated CPU Recommended CPU Increas:

[# Automation Central ol linux-dev-0011 1vCPUs QO vCPUs
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In our rightsizing strategy, we must also consider the increasing demands of our workloads. Being proactive in resizing undersized
servers improves their efficiency and ensures a better user experience.

Let's not forget our undersized server that has been struggling for too long. It deserves immediate attention, and we should resize it
manually right away.

1. Expand Optimize

2.Click Rightsize

3.Click Undersized VMs

4 Expand the cluster Workload1

5.Select the undersized VM linux-dev-0011

6.Click Resize VM(s)
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Resize VMs

x

Resize VMs

Review the suggesied sizes and make adjustments as necessary.

VM Name Increass CPUS From Ta Incréate Mamory Size Fram To

linux-dev-0011 1vCPUs 1vCPUs & 4MB 1MB ¢

You have selected 1 VM(s) to rightsize, by adding the following resources:
CPU: 0 vCPUs

E Memory: 1 GB e

/L\s | understand that workloads may be interrupted because some VMs must be restarted during the resize. ‘

CANCEL I

1. Leave all recommendations from Aria Operations

2.Check the 'f understand that workloads may be interrupted because some VMs must be restarted during the resize.'

3.Click RESIZE VM(s)
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Go to Recent Tasks

Resize VMs %

Resize VMs has started. To track this action, go to the Recent Tasks section un-
der Administration.

The Task ID(s) 4b8bb&ed-c171-4998-ad44b-5d5a5a199983

Changes may take up to 5 minutes

1. Click the Task ID
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Failed task and Requirements

Recent Tasks

{v / Administration / Recent Tasks

{ EDIT PROPERTIES ] Status: Al A4

Task Status Started Time : Completed T. Automated  Object Name Object Type Event Source Source Type Submitted By TaskID

¢ Set CPU Count and Me..  Failed 7:04 AM 7:04 AM Mo linux-dev-. Virtual Ma_. viDMAuth_. holadmin.. 4b8bb6e
1 1-1of liten

Details of Task Selected

Associated Objects (Completed O from 1) Messages Severity: All

Object Name Object Type Status Severity  Time Message

@ linux-dev-0.. Virtual Machine Failed Infarmat 2023-07-23 07:0410.0.. Params: CPUMemoryReconfigureParam{cpuParam=CPUParam{valus=1}

com.integrien.adapter.vmware.actions.reconfigurevm.cpumemoryvalue,|
memaoryParam=MemoryParam{value=1024}
com.integrien.adapter. vmware.actiens reconfigurevm.cpumemaoryvalue.|

ReconfigureParam{isPowerOff Allowed=true, shutdownWaitSecs=300,
snapshotRequired=false} MethodParam{targetResourceld="88059f0bd-
a(09-4112-81a3-f824815f2862", mOR='vm-18028', isValid=true}

Informat. 2023-07-23 07:04110.0.. Cpu modification request matches current valus
Informat. 2023-07-23 07:04:10.0.. Current Memory (MB) value: 4

Infarmat 2023-07-23 07:0410.0.. Requesting increase Memory (MB) value to 1024
Informat.. 2023-07-23 07:04:10.1.. Power off required and allowed

Eror 2023-07-23 07:04:10.1. Unable te shut down or power off vm. VMware Teols is not installed.

L

1. We can see that the resizing from Aria Operations failed with an error; "Unable to shut down or power off vm. VMware Tools

not installed"”

The Shutdown VM action requires that VMware Tools is installed and running on the target virtual machines. If you ran the action on
more than one object, then VMware Tools was not installed, or installed but not running, on at least one of the virtual machines.

Since this is a requirement for Aria Operations to run Actions on virtual machines in a vCenter, we need to resolve the issue by ensuring
that VMware Tools is installed and running on the affected virtual machines in the vCenter Server instance that manages the virtual
machine that failed to run the action.

This will enable you to perform actions on the virtual machines using Aria Operations without any further issues related to VMware Tools
requirements.

Configure Policy Settings

Aria Operations continuously collects data on CPU, memory, storage, and other metrics to assess workload status. The analytics behind
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rightsizing leverage historical data, statistical models, and machine learning to ensure accurate recommendations without
compromising system performance. Aria Operations identifies oversized VMs (overallocated resources) and undersized VMs
(insufficient resources). We can customize recommendations and take action to implement the resizing changes in the policies. We will
delve into

* Criticality Thresholds

» Business Hours

* Risk Level (Conservative vs. Aggressive)

Let's get to work.

Recommended Size Calculation

Time Remaining

Resource

Utilization / Demand Capacity Remaining

Capacity Engine

Usable Capacity Recommended Size

Recommended
Total Capacity
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The capacity engine analyzes historical utilization and projects future workload by using real-time predictive capacity analytics, which is
based on an industry-standard statistical analysis model of demand behavior. As shown in the figure, the engine takes the Demand and
Usable Capacity metrics as input and generates the output metrics, which are Time Remaining, Capacity Remaining, Recommended
Size, and Recommended Total Capacity.

Recommended Size (optimal resource configuration)

Determined by projecting utilization for a specific period. It extends 30 days beyond the warning threshold, which is the green period
for time remaining. The recommended size does not include HA settings. By default, if the warning threshold is set at 120 days, the
recommended size reflects the maximum projected utilization 150 days ahead. To maintain conservative recommendations, VMware
Aria Operations imposes caps on the recommended size generated by the capacity engine.

Oversized: Aria Operations limits oversized recommendations to 50% of the current allocation. For instance, if a virtual machine
with 8 vCPUs historically only used up to 10% CPU, the recommendation is capped at reclaiming 4 vCPUs rather than 7.

Undersized: Aria Operations limits undersized recommendations to 100% of the current allocation. For example, if a virtual

machine with 4 vCPUs consistently experiences high resource utilization, the recommendation is capped at adding 4 vCPUs
instead of suggesting 8.

Projection - Conservative Risk

Utilization
A
[Recommended Size e -~~~ Upper Bound Projection
Time Remaining ="
Usable Capacity <€ » -
ACapacity - -~ »
Remaining | Lower Bound
Y-

Projection

Time Remaining
Current Time| | Current Time + 3 Days Green + 30 Days

Time

YY

A

>
TN

Historical Utilization Projected Utilization
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Conservative Risk Level

In Aria Operations, capacity calculations can be adjusted based on the desired risk level, allowing you to customize the level of
conservatism in capacity planning. The figure shows the capacity calculations for a conservative risk level. The Conservative Risk Level

parameter influences the capacity engine's recommended resource size, and you can modify it in the policy settings to match your
desired level of conservatism

Projection - Aggressive risk

Utilization
A
Upper Bound Projection
Recommended Size o
g g g SR T - Mean Projection
Time Remainin
Usable Capacity g -
A Capacit ——= Lower Bound
\R pactly Pt " Projection
emaining
|~ -
\
Time Remaining
Current Time | |Current Time + 3 Days Green + 30 Days
» Time
A . -
- > w -
Historical Utilization Projected Utilization

Aggressive Risk Level

Capacity calculations at an aggressive risk level aim to maximize resource utilization and minimize overhead. This setting assumes a
higher tolerance for risk and allows for more aggressive allocation of resources. It may result in higher consolidation ratios and tighter

resource utilization. The aggressive risk level settings can be adjusted in the Capacity policy settings, where you can specify the desired
level of aggressiveness.
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Go To policy

vmw ViMware Aria Operations
« Policies
(i Home Q Policy Definition
= Create and edit policles to gain finsr
" } controd of Wour environmeant, inc Lhing
] Data Sources
! = Capacity settings, Alert controls
Metric collection, Workload
9 aptimization and Compliance
Ik Envirenment » s -
enforcemsnt
Visualize > e
2y Troubleshoot >
# Optimize »
= Plan >
I £ Configure I W

1. Click Configure
2.Click Policies

3.Click Policies Definition
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Edit Policy definition

Policy Definition

{nj / Policies / Policy Definition

—
[ a0 [] .- @
Mame @ Status Priority

v [T Bat I & Inactive
» 8 Import =) Inactive
O Export & Inactive
I

I & Inactive
[T HOL Policy & Inactive
[F MSX-T Security Configuration Guide & Inactive
[T Pelicy for virtual Machines - Risk Profile 1 & Inactive
[T Policy for Virtual Machines - Risk Profile 2 & Inactive

T Policy for Virtual Machines - Risk Profile 3 ®

vSphere Security Configuration Guide & Inactive

Inactive o
[ vSAM Security Configuration Policy & Inactive \.___/
D

JT vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) I Active

We are going to edit the default policy, but normally you would have multiple policies for multiple purposes.

1. In the policy list, find and highlight the Status Active and Priority Default (D)
2.Click the ellipsis menu

3.Choose Edit
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Go to Capacity

vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) [Edit]

Name: vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) £
Description: - None - &
Inherit From: Base Settings \o/
Metrics and Properties Alerts and Symptoms Capacity
Locally defined attributes None Locally defined alerts n3 Locally defined policy elements None
Locally defined symptoms None

1. Click Capacity
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Criticality Thresholds

vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) [Edit] ?
Capacity

Time Remaining Calculations o

Business Hours

Capacity Settings

I Criticality Thresholds

¥ vCenter o ime Remaining @
Cluster Compute Resourc

Custom Datacenter

Datacenter

Datastore apacitv Remaining @

Datastore Cluster

(-

Host System

Pod

Resource Pool orkload ®

vCenter Server

Virtual Machine

Criticality Thresholds allows us to define when an alert should be triggered for a particular symptom based on the severity of a
condition. The default is 30 days for yellow (warning) and 10 days for red (critical). When it comes to Rightsizing, the Time Remaining
Criticality Threshold is used to control how much of the projected demand to consider when projecting the Recommended Size. The
Recommended Size is determined by considering the peak projected demand between now and 30 days beyond the Time Remaining
Criticality Threshold. Since the default warning threshold is 30 days, that means Recommended Size also defaults to 60 days in the
future (30 days from the Time Remaining Criticality Threshold + 30 days).

The Recommended Size projection considers peak demand within 30 days beyond the Criticality Threshold. We adjust appropriate
values as needed for our Rightsizing frequency, and set it to a value that gives us enough lead time to rightsize our VMs.

1. While you still have the policy open in Edit mode, expand Criticality Thresholds
2.Select Cluster Compute Resource

3.To unlock and override parent policy settings, click each of the padLocks
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Open the Time Remaining risk level

vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) [Edit]

Capacity

oTi me Remaining Calculations

U &t time remaining risk level.

The capacity settings for host systems, virtual machines, and other object types that you select appears in the workspace.

1. To open the settings, Click on the padlock
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Conservative Risk Level

Capacity

Time Remaining Calculations

' Set time remaining risk lavel.

I © Conservative l b 4 o
ased on upper bound projecton and represents the time "Qmﬂmirq -

before the projected upper bound crosses the usable capacity threshold

Aggressive
Time remaining is based on the mean prajection and represants the time remaining before the
projected mean crosses the usable capacity threshold

—  Historical Utilization
s sa & Conservative (Upper Bound)

s = = Usable Capacity
Projection
u:_'ak focused N/ Conservativeness Level
select this option if you want to use only the upper range of the data. The projection will be
based on the high utilization ponts

Levels: 3

o)
)

You can set the risk level for the time that is remaining when the forecasted total need of a metric reaches usable capacity.

1. To use the option for production and mission-critical workloads, select Conservative.

2.Peak focused: Select this option if you want to use only the upper range of the data.

3.Conservativeness Strength: You can tune the level of conservativeness from 1-5, with level 1 being the least conservative and
level 5 being the most conservative. By default, the level of conservativeness is set to 3. Leave this at 3

The upper bound will vary based on the level of conservativeness that you choose. Modifying the level of conservativeness will make
the projection bounds narrower or wider. Higher the level, the wider the bounds and more conservative the projections for the

Recommended Size.
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Aggressive Risk Level

Capacity
Time Remaining Calculations
' Set time remaining risk level.

i) Conservative
Time ramaining is based on the upper bound DfCiEtUOF' and represents the time remaning

bafore the projected upper bound crostas the usable capacity threshald

based on the mean projection and represents the time remaining before the

projected mean crosses the usable capacity threshold
— Historical Utilization
= == = Aggrescive (Mean)
= = = Usable Capacity
—  Projection

Peak focused
belect this option if you want to use only the upper range of the data. The projection will be

basad on the high utilization points

metric reaches usable capacity.

We will set the risk level for the time that is remaining when the forecasted total need of a

1. For non-critical workloads, select Aggressive.

2.Unselect Peak focused
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Set business hours

vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) [Edit] ?
Time Remaining Calculations o ¥ ¢
. \-/ il
I Business Hours = I

' Set Business Hours

Time zone: Host e o
e .4 B
@

Monday 6:00 AM o 8:00 PM ISET ALL I
Tuesday 1200 AM @ ® 200 AM
Wednesday 1200 AM @ @ 12:00 AM
Thursday 1200 AM @ € 1200aM
Eriday 12200 AM € 1200aM
Saturday 12:00 AM @ & 12:00aM
Sunday 1200 AM @@ @ 12:00aM

Business Hours Schedule

Configure business hours for enhanced capacity analysis and projections in VMware Aria Operations. Non-business hour activities
on VMs, such as OS upgrades or virus scans, can skew perceived idleness. By setting business hours, off-hour metrics can be
effectively analyzed for inventory, compliance, and troubleshooting. Analysis and recommendations for reclamation and rightsizing
consider only these hours, ignoring post-business hour spikes. Policies allow different objects to have varied business hours, which
are reflected in capacity charts. After you specify business hours, the capacity forecast for the object will be based on the business
hours and not 24 hours.

1. Expand Business Hours
2.Under Monday, set the business hours from 6 a.m. (06:00) to 8 p.m. (20:00)
3.Click Set All
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Set Time Remaining Threshold

' Time Remaining (@O o

°

165 Critical
120
Critical @ Immediate [1] warning
' Capacity Remaining @
w wo 10 Warning
O 510
Critical @ 8 immediate [1) Warning

' Workload (@

% wo 80 Warning

0 9095

o

warning B immediate 1) Critical (D

Time Remaining is how many days you have until the utilization projection crosses the usable capacity threshold. Capacity Remaining is
the % of usable capacity not consumed. Workload is the immediate % of capacity consumed of the most constrained of several key
resource containers. Since workload changes every collection cycle, you can set how many cycles it takes to trigger or clear an alert.

1. Under Time Remaining, Click the red Critical slider

2.Set the value to O
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Saving and Exiting

vSphere Solution's Default Policy (May 12, 2023 10:12:11 AM) [Edit]

Capacity

Time Remaining Calculations

' Set time remaining risk level.

Mo

i_) Conservative
Time remaining is based on the upper bound projection and represents the time remaining
before the projected upper bound crosses the usable capacity threshald -

© Agagressive

Tirme remaining is based on the mean prajection and reprasents the time remaining before

the projecied mean crosses the usable capacity threshold
—  Historical Utilization
« s « Aggressive (Mean)
= = = Usable Capacity
— Projection

[ | Peak focused
Select this option if you want to use only the upper range of the data. The projection will be
based on the high utilization points.

‘ SAVE

CANCEL

1. To save and exit, Click Save
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Cluster Utilization

«  Capacity o
{3 Home ; ) )
. 7 RegionAO1 5 RegionA01
Days Remaini (D © Days Remaining
% Data Sources >
[k Environment >
ALL DAT
O Visualize > Cluster Utilization (D) o
@ Show History For] 3 Months Show Forecast For
%, Troubleshoot e >
o Sort By: Most Constrained -~ CPU (Demand) ® Memory (Demand) - Disk Space (Demand)
/I Clniibs = I Workload1 Forecast is projected with Business Hours. O
Workloadi
- % 0 Days Remainin
(U] ys 9
Capacity § | ) 0 days remaining until Memory (Demand) runs out [ How is the criticality determinet
\-/ Most Constrained by Memory (De_.
Reclaim
Management ] 2
Workload Placement t;; > 1 Year Remaining 6OM \P‘“‘Nf
Rightsize s0M { | o | < o
= 4
Compliance oy ~ l N
; [
o
& Plan > S 20 Thursday, Aug 3, 02:35 PM
g * Memory (Demand) Projection Range (KB) 64,303,494 45 - 82263214 56
* Memory (Demand) Projection (KB) : 73.283.354.5
& Configure > 20M * Usable Capacity (B) : 50,316,144
[# Automation Central Tou
0
d Administration May 1 un 1 ut 1 Aug 1 Sep1 1
May Jul 23
(Projection calcy on start point) (Memory (Demand) Runs Out)
« Developer Center . d s s o - h

1. Go to the Capacity settings and see what has happened there, click Optimize

2.Click Capacity
3.Behind 'Show History for', Select 3 months
4.Behind 'Show Forecast for', Select 3 months
Notice the Projection Calculation Start Point and When memory runs out
5.Hover the Usable Capacity line.
Notice the values for 3. August 2023.
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Checking the business hours

Cluster Utilization (1)

Show History For: 3 Months Show Forecast |
Sort By: Most Constrained - + CPU (Demand) ® Memory (Demand) °‘isk Space (Demand)
Workload1 Forecast is projected with Business Hours.
Workloadi el
i 0 Days Remaini ol
= = 0 days rema E 4 t &
Maost Constrained by Memory (De... .
Time zone: Host
Management Monday: 6:00 AM - 8:00 PM /
[;j > 1 Year Remaining oM Tuesday: 6:00 AM - B:00 PM _If
Wednesday: 6:00 AM - B:00 PM
SoM __ Thursday: 6:00 AM - 8:00 PM
Friday: 6:00 AM - 8:00 PM
D 40M Saturday: 6:00 AM - 8:00 PM
8 Sunday: 6:00 AM - 8:00 PM
N 30M
5

1. Behind business hours, Click the information button (i)

Notice that the previously values entered in our policy for the business hours are shown

2.To close the business hours preview, Click the 'X'
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Quick-edit relevant Policy Settings

Cluster Utilization (1)

Sort By Most Constrained - + CPU {Demand) + Memory (Allocation) @ Memory (Demand

Workload! Forecast is projected with Business Hours. (@
Workload!

&% 0 Days Remaining

- 0 days remaining until Memory (Demand) runs out] [
Most Constrained by Memory (De..

\o;'
Management /
{-_:,I GOM R

=1 Year Remaining

1. Behind the x days remaining until Memory (Demand) runs out, click the Edit Icon
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Risk Level and criticality threshold

Cluster Time Remaining Settings X
Afrected Policy: [T vSphere Solution’s Default Folicy (May 12, 2023 10:12:11 AM)
o' Criticality Threshold

& Applying these changes affects all clusters in the policy.

Sel the time remaining thresholds
(1) Critical Threshold 0 “ Days

Warning Threshold 5 “ Days (

&' Risk Level

& Applying these changes affects all objects in the policy.

Set time remaining risk level.

Pow

_J Conservative
Time remaining is based on the upper bound projection and represents the time
rémaineng before the projected upper bound crofdes the usable capacity
threshold

u‘ Aggressive
Time remaining is based on the mean projection and represants the time
remaining before the projected mean crosses the usable capacity threshold, Historical Utilization
s as = AQQressive (Mean)

= = = Usable Capacity

(] Peak focused — Projection
Select this option if you want to use only the upper range of the data. The
propection will be based on the high utilization points

& Allocation Model

M Applying these changes affects all clusters in the policy.

CAMNCEL
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From this pop-up page you can also edit everything related to the policy directly without going into the Configure>policies section.

1. Click Cancel to exit

Summary

Aria Operations analytics behind rightsizing leverage historical data, statistical models and machine learning to ensure accurate
recommendations for Oversized VMs (overallocated resources) and Undersized VMs (insufficient resources).

We customized the relevant changes in the policies for Rightsizing.

Conclusion

Mastering Rightsizing in Aria Operations is essential for efficient resource management and optimization.

With appropriate risk levels and business hours, you unlock your infrastructure's full potential while minimizing risks. Achieve optimal
performance by Rightsizing VMs based on Aria Operations' recommendations. Automate Rightsizing for streamlined efficiency and
configure Policy Settings with Criticality Thresholds, Risk Level, and Business Hours for effective resource utilization. We looked into:

* Rightsizing VMs based on Aria Operations Recommendations.
* Automation central to Automate Rightsizing

» Configured the Policy Settings with Criticality Thresholds, Risk Level (Conservative vs. Aggressive) , and Business Hours

You&#39;ve finished Module 12

Congratulations on completing the lab module.

If you are looking for additional general information on Aria Operations, try one of these:
+ VMware Product Public Page - Aria Operations: https://www.vmware.com/products/aria-operations.html
+ Aria Operations - Documentation: https://docs.vmware.com/en/VMware-Aria-Operations/index.html

+ Aria Operations - Rightsizing: https://docs.vmware.com/en/VMware-Aria-Operations/8.12/Configuring-Operations/

GUID-871D6B56-52AE-49C2-9B64-B36BE2BE8F4F.html
From here you can:

1. Click to advance to the next page and continue with the next lab module
2.0pen the TABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 13 - Enabling Chargeback for Your Business (30 minutes) Advanced

Introduction

In VMware Aria Operations, financial management we are going to focus on the Chargeback mechanism. Key activities include setting
up Pricing Rate Cards and utilizing the associated dashboards.

There are two crucial processes in Aria Operations' financial management: Showback and Chargeback.

* Showback in Aria Operations gives an overview of the costs involved in operating IT infrastructure, such as the cost to run a
VM. It's about the visibility and accountability of the actual expenses incurred in providing these resources. It's the cost to the

IT department to provide the services.
+ Chargeback, on the other hand, is about how much the IT department, as an internal service provider, charges back to the

business units (the consumers) for using those resources. It's essentially the "price tag" for the use of IT resources.

Simply put; A report showing the 'cost' can be seen as showback (e.g., the cost to run a VM on the infrastructure), while a report
showing the 'price' is chargeback (e.g., what you're charging the consumer for using a VM in your infrastructure).

Log in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.

Open the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch Firefox.

1. Click the Firefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.
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Navigate to Aria Operations

@ (@ Logn

< C @

G vCenter = Aria Autor\?\.o.d{

X | +

O &

m Aria Operations

1. Click the Aria Operations bookmark in the bookmarks toolbar.

vmware

o= https://vcsa-01a.corp.

= Arnia Operations for Logs
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Log in to Aria Operations

VMware Aria
@ Operations”

Aria Operations is integrated with VMware Workspace ONE Assist (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If itis not, then you will need to select it.

1. Click the drop-down arrow and select vIDMAuthSource if it is not already selected.

2.Click REDIRECT to be taken to the authentication page.
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VMware |dentity Manager Login

1
"

Workspace ONE

o

Forgot password?

Change to a different domain

ymware

VMware ldentity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign in

Rate Cards/Pricing

In this segment, we'll focus on the fundamental role of rate cards. Rate cards play a vital part in translating resource usage into
actionable costs by assigning financial values to resources. The foundation of our cost data is the real-time metrics collected through
continuous monitoring by Aria Operations. To illustrate this process, let's explore how to create a rate card.

mware® HANDS-ON LABS MANUAL | 518



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Go to price Rate Card

« Home

‘ & o Launchpad N Multi-Cloud Overview N
1 Home —

5% Data Sources > Welcome to VMware Aria Operations

[k Environment > Pillars of Operations
[ Visualize > Observability @ Capacity |§|
ry =2
Monitar, Troubie and full As < nd optimize -
2, Troublashoot 5 stack vability across your capacit ViMware clouds,
A S cloud environments an-premises and in public cloud showback and chargehack
#  Optimize >

1. Click Home.

2.Click Cost.
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Price Rate Card

Cost

{n / Launchpad / Cost

» Learn more

Cost
Total Cost of Ownership E Cost Drivers
Multiclowd cost overview, Manage your exg
optimization opportunities and Cost drivers, list §
realized savings discounts
VIEW LEARMN MORE VIEW LEAI

Price o
-
Rate Card

Define rate cards o chargeback
your tenants or application
teams

VIEW LEARM MORE

1. On the Cost page under the Price heading, click VIEW on the Rate Card.
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New Pricing card

Cost Drivers

Cost Drivers Cluster Cost Cloud Providers Pricing

[ NEW PRICING CARD ] o
4

(D There are 1 pricing policies that are discovered to be created from external systems. They can be managed from their
respective interface (VMware Aria Automation, VMware Aria Operations Tenant App, etc..).

A rate card is a document that outlines the pricing structure of the company services we offer. The purpose of a rate card is to provide
"clients" or "consumers" with a clear understanding of the costs associated with specific services. By adding a Price Card we can
produce a Provider-Price, that will be the Consumer-Cost.

1. To get started, Click NEW PRICING CARD.
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Pricing, Name and Description

Add New Pricing Card ?7 X

Name and Description

Name and Description MNama:™ I Default lw'urkloﬂ‘d's I
Basic Charges Rate card for NON- Aria Automation
Description: workloads \_./

Guest O5s

\ Default for unassigned workloads? ||
Tags \ |

Cwerall Charges

Assignments

The pricing card can be cost-based or rate-based. We will customize the cost-based pricing card as per our requirement. Then we will
assign the pricing card to our vCenter rather than to our Clusters, but maybe companies would have another pricing strategy in real life.
This Default pricing card will apply to all vCenter resources which do not have a direct cost policy assigned to them.

1. Enter the Name: Default Workloads.

2.Enter a Description: Rate card for NON- Aria Automation workloads.

3.Select Default for Unassigned Workloads.

4.Click Next.
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Pricing, Basic Charges

Add New Pricing Card ? X

Basic Charges ()

Name and Description

Cost or Rate based? € Cost ") Rate
Basic Charges o
CPU Cost 1.2 {factor)
Guest OSs
Memory Cost (factor) | J
b4
Tags
ags Storage Cost: {factor)
Overall Charges Additional Cost: 1.25 ~ (factor)

©

Assignments

CANCEL BACK

The factor entered here is multiplied with the cost calculated as a derivative of cost drivers.

1. CPU costs are fair, so we will add a factor: 1.1.

2.0ur Company got really high memory costs, so we will add a factor: 1.2.

3.0ur storage costs are very low, so we will add a factor: 1.

4.Any Additional Cost, for example a DRaa$S (Disaster Recover as a Service) we add a factor: 1.25.

5.Click Next .
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Pricing, Adding Linux Expenses

MName and Description

Basic Charges

Guest O5s

Ta\q‘S

Overall Charges

Assignments

Add New Pricing Card

Guest 05s (1)

Guest OS5 Name:
Base Rate:

Charging Period:

oi SAVE ﬂ] CANCEL \
h_4

Guest 05 Name

No Data Available

Uss

I Ubuntu Linux (64-bit) I E

(1)
N

Charging Period

CANCEL

The scarcity of Linux knowledge within our organization results in higher costs associated with Linux expertise due to the need for
additional time and resources allocated by our administrators to research and resolve Ubuntu-related issues, resulting in increased

expenses (assumed $100/day)

Currently we have just two OS types, "Microsoft Windows Server 2019 (64-bit)" and "Ubuntu Linux (64-bit)". Note: These are the Names
from vCenter, meaning how vCenter perceives the OS names.

1. Enter the exact Guest OS Name Ubuntu Linux (64-bit) .

2.Enter Base Rate: 100.

3.Enter Charging Period: Daily.

4.Click Save [Don't click next yet].

vmware
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Pricing, Adding Windows expenses

Add New Pricing Card 7 X
Guest 05s ()
Mame and Description o
Guest OS5 Namea Microsoft Windows Server 2019 \.__/
Basic Charges Base Rate: uUss :o
Charging Period any e —
Guest O5s \ /
—10 =
Tags A
Guest OS5 Name Rate Ch.lrging Pariod
Overall Charges
Ubuntu Linux (64-bit) US$100 Daily

Assignments

CANCEL BACK

The abundance of Windows knowledge within our organization results in a rather low costs associated with Windows expertise resulting
in lower expenses (assumed to conservative $5/day)

1. Enter the exact Guest OS Name Microsoft Windows Server 2019 (64-bit).
2.Enter Base Rate: 5.
3.Enter Charging Period: Daily.

4.Click SAVE.
5.Click NEXT.
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Pricing, Tags

Add New Pricing Card ? %
Tags ()

Name and Description
Tag Category: '\o_j

Basic Charges Tag Value @/

Charging Method

Guest OSs
Base Rate USE) 500 o\"-'/

10

Overall Charges

]
o

-
'

Tag Charging Method

Assignments Mo Data Available

VMs tagged with "oracle" or "mssqgl" under a tag category "db" is going to indicate that a rather expensive database is running on top
of the VM. This is resulting in a higher expense for installation, meaning a one-time expense. For Oracle Databases this expense is
$500 and for Microsoft MS SQL it is $100.

1. Under Tag Category, Type db.

2.Tag value, type oracle.

3.Charging method, Choose One Time.
4 Base Rate type 500.

5.Click SAVE.

Note: actually no VMs are tagged db:orcale or db:mssqglin vSphere at the moment, but in the future VM's could be tagged in vSphere
by the application owners
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Pricing, MSSQL Tag

Add New Pricing Card ?7 X

Tags @ o
W

Name and Description
Tag Category: o

Basic Charges Tag Value:
Charging Method: ne imefl | ]
Guest OSs -4
Base Rate: Uss \ J
—e
Overall Charges D Teg e PR
Assignments ! dboracle US$500 Once One Time

CANCEL BACK

1. Under Tag Category, Type db.

2.Tag value, type mssql.

3.Charging method, Choose One Time.
4. Base Rate type 50.

5.Click SAVE.

6.Click NEXT.
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Pricing, flat charges

Add New Pricing Card 7 X

Overall Charges (T)

MName and Description
VM setup charges:

I o
Basic Charges o \._,/
us \.,./ ﬁ

Guest OSs Recurring:
Tags
Overall Charges

Assignments

CANCEL BACK

These Overall Charges are flat charges that are applied to all VMs that match this policy. We charge $100 extra to set up a VM, and a
little extra $10 monthly.

1. Under VM Setup charges, type 100.

2.Under Recurring type 10.

3.Choose Montly.

4.Click Next.
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Pricing, Assignments

Add New Pricing Card ? X

Assignments

Mame and Description Policy Assigned To: \Q/
Basic Charges vCenter: I‘-.'csa-ma corp.vmbeans.com I e

aop | '
Guest OS5 k4
Tags Name Type
vsa-0la.corp vmbeans.com vCanter

Overall Charges

Assignments

CANCEL BACK FIMISH

Almost Done! We can assign the new pricing card to vCenters or Clusters. We will assign our pricing to anything in our vCenter.

1. Under Policy Assigned to, select vCenter.

2.Select the vCenter we want to apply the pricing card vcsa-0Ola.corp.vmbeans.com.
3.Click ADD.

4.Click FINISH.
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Pricing Card Result

Cost Drivers “

Cost Drivers Cluster Cost Cloud Providers Pricing

[ NEW PRICING CARD J

(D There are 16 pricing policies that are discovered to be created from external systems. They can be managed from their respective interface
(VMware Aria Automation, VMware Aria Operations Tenant App, etc..).

Default Workloads (Default)

Description Rate card for NON- Ar.
Workloads 1
Policy Cost Based

EDIT DELETE

Notice that there are pricing policies other than our policy coming from workloads deployed by Aria Automation. These Pricing cards or
Rate cards for those workloads are all handled by Aria Automation. We did just set up one that will be working for anything else.

wr'ware® HANDS-ON LABS MANUAL | 530



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Cost Calculation

€ Administration
. 0O
{4 Home .
Ma e > Srgl Access Control @ Authentication Sources l_—| Certificates D Licensing
E Create, remove and manage Define nections to external Q Import and view Adao wnal licenses and manage
permissions for users, roles and authentication sources like LDAP certificate cos license groups.
Di Environment > aroups and viDM
Ol Visualize > . .
E Log Forwarding [D] Cluster Management @ Collection Status b Content Management
os
9 Configure self-monitoring logging Manage the VMware Aria \ Monitor, visualize and troubleshoot Import, export custom and Out-of-
2, Troubleshoot > and specify targets for eutbeund Operations clusters and nodes the status of existing eallecters the-bex content
0gs
# optimize >
Ig_,_ Orphaned Content @ Physical Data Centers Jhee {é} Global Settings Icons
g
2 Plan > *=* Find, assign, take ownership or cal data centers and Varic ings applied 1o the Add, remove and manage custom
d content created by deleted yud accounts product. icons.
& configure >
Audit @ Recent Tasks E Dynamic Thresholds > Cost Calculation
=] Automation Central
d ’ Generate an audit report Review recent activity across the Recalculate dynamic thresholds on Re-run all cost calculations.
éd Administration v
Cost Reference Database /1 Support Logs (ﬂ Redescribe Support Bundles
Developer C T d =) >
== The reference database supples Browse, se: d find across all Reload adapter definitions from Review recent activity across the
defaut values for cost calculations. e progduct’s 10gs. descrine xml system

When we do changes in pricing, it is necessary to run a new manual cost calculation to see the impact of changes immediately, rather

than waiting for the next automatic calculation cycle.

1. Click Administration.

2.Click Cost Calculation.
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Running a manual Cost Calculation

Cost Calculation

{nl / Administration / Cost Calculation

Calculation progress: 0% Calculation: Completed
Start time: 7/11/23 2:00 PM

\__/’ Calculation completed on 1 out of 1 DCs (failed 0)

Mext calculation planned for: 7/12/23 2:00 PM

1. To run a new manual Cost Calculation, Click RUN.

Cost calculation results

Cost Calculation o
{n1 / Administration / Cost Calculation "'\.__/
Calculation progress: NG 53% Calculation: In Progress
Start time: 712/23 717 AM

Finish time: -

Calculation completed on O out of 1

1. To refresh the progress of the calculation, click the refresh button on top.

Note: You don't have to wait for it to finish.
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Chargeback
Quantifying costs and implementing showback practices are vital in cloud-based IT environments. Let's have a look.

1. From the Cost page, under the Showback/Chargeback heading, Click Chargeback

Price and Chargeback

Pricing

Cards Chargeback

(vRops)

Cluster and
Datastore
Base Rates

Cost
Drivers

——— ———— - Showback

Accurately determining prices and implementing chargeback processes are crucial for billing customers based on their virtual machine
(VM) usage, including any additional fees or upcharges. This promotes transparency and enables customers to understand the costs
associated with their services.

Price: Price represents the amount charged to customers for utilizing a VM. The price of a VM most often differ from its actual
operational costs, as additional charges or profit margins (upcharge) is included. Price considerations are specific to VMs, and
customers are typically billed on a monthly basis.

Chargeback: Involves generating a bill for customers based on the determined price for their VM usage. The bill should include a
breakdown of the charges associated with each VM, reflecting the price per month. Chargeback aims to provide customers with an
accurate representation of the costs incurred for their VMs and promotes transparency in billing practices.
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Go to Cost

« Home
Launchpad JNesl Multi-Cloud Overview JNeal
# Home -
53 Data Sources > Welcome to VMware Aria Operations
[k Environment > Pillars of Operations

Cost

o Visualize > Observability @ Capacity @
L,

Monitor, Troubleshoot and full- Assess, monitor and optimize Manage, plan and Optimize your -

= = v S5 YO “ity across V) “j Infrastructure Cost & Price for
(b" Troubleshoot ® 5 stack observabillity across your capacity across VMware clouds,
cloud environments an-premises and in public cloud showback and chargeback
Manage, plan and Optimizi
. chargeback
#. Optimize >

1. From the Home page Click Cost
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Start Chargeback

Cost

{n / Launchpad / Cost

» Learn more

Cost
Total Cost of Ownership E‘ Cost Drivers Cost Analysis AlA Cost Optimizatio
e
Multicloud cost overview, Manage your expenses using Analyse cost and price metrics Get quantified Cost op
optimization oppaortunities and Cost drivers, list prices and for your objects, groups, recommendations and
realized savings discounts applications, tenants elc savings
VIEW LEARN MORE VIEW LEARN MORE VIEW LEARN MORE VIEW LEARN &
Price

Rate Card

Define rate cards to chargeback
your tenants or application
teams

VIEW LEARN MORE

Showback/Chargeback \9/
Showback - Virtual Eﬂ‘ Showback - [m) Chargeback @ ROI Analysis E'_—‘ﬂ
Machine Cost Container Cost
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Finding Chargeback (VM Price)

re Aria Operations
& & Cha
Dashboards
1 Home Abc
o Home
. Data Sources 5 (% Manage Selc
+ Create .
g
[k Environment )
0 MHam
B Visualize W . vSpl
v %.f Favorites
. VML
Dashboards v {0 Recents
. Chargeback (VM Price) Dev
Views
« 3 All Marr
Reports ) )
» Availability Disc
& A » Capacit
% Troubleshoot & > F ¥ Tem
» Cloud Managerent Assessment
e N Wor
& Optimize > s Configuration
HOL
 Cost
£ Plan > vCL!
» Consumer Layer b
Chargeback (VM Price) HOL
& Configure > rge (
Showback (VM Cost) iden
[ Automation Centra Showback (vSphere Pod Cost) org
Cost Optimization
‘ vSA
de Administration » Provider Layer
MNon
Dashboard Library
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For a later reference, to start the dashboard Chargeback (VM Price), navigate through the dashboard menu by clicking
Visualize>Dashboards>All>Cost>Consumer Layer> Chargeback (VM Price) as shown highlighted in the navigator in the picture. Note:

As soon as the dashboard is accessed, it is added to the Recents list for easy access, as highlighted.

Also notice the other Consumer Layer Cost dashboards, and that we have a Provider Layer.

Make room for viewing

vmw VMware Aria Operations
o o « | Chargeback (VM Price)
Dashboards
{fy Home About this Dashboard (Ex
{n Home
‘,Iib Data Sources > & Manage Select a Group
+ Create )
E
Ik Environment >
- MName
B visualize v vSphera Warld
w =% Faunritac

To fully utilize the screen, let's get rid of the navigators, so we can do a full detailed walk-through of the Chargeback dashboard.

1. To Collapse the Dashboards navigator on the outer side Click on <<

2.To Collapse the Aria Operations Navigator, on the inner side Click on <<
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Selecting the group

Chargeback (VM Price) & ACTIONS~

About this Dashboard (Expand to View)

Select a Group @

f {5} E B | ») work
——
Mame Object Type 4
Workloads o
L
I Workload! I

= Price Summar

Month to Date

Virtual Machine Folder

Cluster Compute Resource

WM Price Dist

We will ignore our management cluster, and only select the workload cluster. This is the cluster containing the VMs that we will use for

pricing and charge the consumer for.

1. In the Chargeback (VM Price) dashboard, under Select a Group, in the search field type work and press ENTER

2.Select Workload1

In Aria Operations you can use the Custom Groups to find vSphere Objects, such as departments og business units via Tags or names,
and make these groups show up on this selection list. Then the price of hardware, software, services and shared services would be
applied to the business unit in which they are used, making departments or business units responsible for their usage.

vmware
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Chargeback (VM Price) - Dashboard Overview

Chargeback (VM Price) @ ACTIONS -

Select a Group Price Summary of Selected Group

e GBIl > wex e 4 Month to Date Price
Mame Otject Typs + Month to Date Price 5.05
Workloacs Virtusl Machine Foider
Workload! Cluster Compute Resource

1ot items

WM Price Distribution (Top 100) 27 @ .

Price of ¥Ms in the Selected Group.

F- @618 0= 0

MName Deletion Teme MTD Price  wCPUs
windows-0010 = 374 2vCPUs
ubuntu-0008 - 3 1vCPUs

g

Powered Off VMs

Name Potential MTD Savings  Duration
linux-dev-0011 35 Minute(s)
linux-dew-0010 35 Minute(s)
Total 5,593 Week(s)
o
Idle VMs
Name Potential MTD Savings  Duration
Total

Reclaimable VMs with Snapshots

Name Reclaimable Snapshot S Age

Total

DiskSpace  Creation Date VM Hostname Guest 05

4408GE June19.2. WIN-FRPVKMFPKEN corp.vmbeans.com Microsoft Windows Server 2019 (64

90968  June19, 2. ubuntu-0008 Ubuntu Linux (64-bit)

The chargeback VM price dashboard lets you know how much you must spend to run a VM on behalf of your customer. In Aria
Operations, we configure the cost drivers and let the system automatically determine how much a VM costs based on your

infrastructure requirement. Cost Drivers cover server hardware, storage, licenses, application, maintenance, labor, network, facilities,
and additional costs configured within Aria Operations. See the previous Costing and Cost Drivers.

Price is what you charge your customer for running their VM. The price of a VM can be based on the cost of the VM or based on a rate
card that you define. See the previous Rate Cards/Pricing, Prices can include up charges, service charges, and others.

vmware
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Month to date price

Price Summary of Selected Group

Month to Date Price

Month to Date Price  5.05 —

Price Summary of Selected Group shows the month to date price of the group. Month-to-date (MTD) Price calculates the price from the
time from the first day of the current month to the last completed business day before the current date not including the current date.

Price distribution

WM Price Distribution (Top 100) &8 7 @ S

20(1.74%)
3 (2.67%)
4(3.48%) —

4 (3.48%) - ,
4 A% linix-dev-0010 48, 755 TREES575195
41.74%
(48/115)

48 (41.74%)
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VM Price Distribution (Top 100) shows the most expensive VMs in the group we have selected (Workload1). To Single out or identify
expensive servers we can click on the pie chart on the larger slices to reveal the price percentage.

1. Click one of the larger slices in the pie chart

As expected, this server runs on Linux. Recall our previous adjustments to the Pricing Rate Cards, particularly when we factored in the
Linux-related expenses in Pricing, Adding Linux Expenses

Note: The data in the Lab we see here, will differ a lot depending on how long the environment have been running. We will probably

just have few values compared to what we see in the figure or in real life environments, since less servers have been online. Don't worry
if your data does not show the same as the image. In your own environment there will probably be more serious values.
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Price distribution, practical example

»
~J
S
K
Y

VM Price Distribution (Top 100)

54 (7.47%)

/ 44 (6.09%)

webserver01 24.98677968978882
3.32%
(24/723)

Z9 (J.JZ...

22 (3.0...
17 (2.3..

/ 17 (2.3...

15 (2.07...

15 (2.07%)

12 (1.66%) 15 (2.07%)

15 (2.07%) 15 (2.07%)

15 (2.07%) 15 (2.07%)

15 (2.07%)
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Based on a real life practical example, we've found that our third largest priced server is a Web server, representing 3.32% of the total
pricing structure. This serves as a starting point for further inquiries. We aim to determine why this specific server from our consumer
perspective has such a cost. Is the provider's charge excessive? Does the server genuinely consume 3.32% of resources, leading to the
elevated cost, which then impacts the price?".

Probing a server's price/cost is fundamental for delivering and receiving optimal value for both provider and consumer.

« Efficiency: Assuring provider costs match the value of the service.

» Resource Allocation: Optimizing what the provider offers and the consumer receives.
* Transparency: A clear billing strengthens the trust between provider and consumer.
+ Insights: Highlighting areas for improvements.

+ Strategy: Inform about the future provider decisions.
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Reclaimable resources

Powered Off VMs

MHame Potential MTD Savings Duration
Total - -

Idle VMs

Marme Potential MTD Savings Duration
ubuntu-0008 1.64 10 Hour(s)
Total 1.64 Tms

Reclaimable WMs with Snapshots

Mame Reclaimable Snapshot 5. Age

Total - -

» Powered Off VMs shows reclaimable VMs and their potential savings.
* Idle VMs shows reclaimable VMs and their potential savings.

* VMs with Snapshots shows reclaimable snapshots and their age.
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Price of VMs, Overview

Price of VMs in the Selected Group \9/ —‘—W e
Fe Gl BIEy @vEv @l

Name Deletion Time MTD Price <4 vCPUs Memory Disk Space  Creation Date
linux-dev-0010 - 48.76 - 1GB 9.84 GB July 6, 2023 at 5:23:4
linux-dev-00M - 48.73 - 1GB 9.84 GB July 6, 2023 at 5:24:2
SuperviserControlPlaneVM (1) 4.86 2vCPUs BGEB 40.08 GB  July 6, 2023 at 3:001
windows-0010 = 468 2vCPUs 4GB 44.08 GB  June 19, 2023 at 5:14:
SupervisorControlPlanevM (3) - 4.1 2vCPUs BGE 40.08 GE  July 6, 2023 at 3:00:1
SupervisorControlPlaneVM (2) - 348 2vCPUs BGB 40.08 GB  July 6, 2023 at 3:.001

If we scroll all the way to the bottom of the page, we will see the the price and configuration of each VM in the selected group.

1. Click the Maximize button
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Price of VMs, details

Chargeback (VM Price) @ ACTIONS ~ P @
Price of VMs in the Selected Group @ ? @D
Name Deletion Ti vCPUs Memory Disk Space  Creation Date VM Hostname Guest OS5

linux-dev-0010 - 4B76 - 1GB 984 GB July 6, 2023 base-linux-cli Ubuntu Linux (64-bit)

linux-dev-0011 - 4B.73 - 1GB 9.84 GB July 6,2023 .. base-linux-cli Ubuntu Linux (64-bit)
SupervisorControlPlaneVM (1) - 486 2vCPUs B8GB 40.08 GB July 56,2023 A21f0BcE7b623cC VMware Photon OS (64-bit)
windows-0010 - 468 2vCPUs 4GB 4408 GB June 19, 202_ WIN-FRPVKMFP.. Microsoft Windows Server 2019 (64-bit)
SupervisorControlPlaneVM (3) 41 2vCPUs BGB 40.08 GB July 6,2023 .. 42ifae3928%15f. VMware Photon OS (64-bit)
SupervisorControlPlaneVM (2) - 3.48 2vCPUs 8GB 40.08 GB July 6, 2023 421f4b3350973d VMware Photon OS (64-bit)
dev-project-rzSgx-4tgb2 - 265 2vCPUs 4GB 2408GB  July 6,2023 .. dev-project-rz5g.. VMware Photon OS (64-bit)
dev-project-worker-llbmm-5b97766579-. - 181 2vCPUs 4GB 2408GB  July 56,2023 dev-project-work.. VMware Photon OS (64-bit)
ubuntu-0008 - 164 1 wCPUs 1GB 9.09GB June 18,202  ubuntu-0008 Ubuntu Linux (64-bit)
vCLS-2d0469¢2-2397-4492-b03a-0¢B8.. 0.51 1vCPUs 012GE 22GB July 6,2023 .. photon3-hdcs Other 4.x or later Linux (64-bit)
vCLS-60d30ced-2d77-4340-83c4-Badce. - 0.51 1wCPUs 012 GB 22GB July 6, 2023 photon3-hdcs Other 4.x or later Linux (64-bit)
vCLS-7deae503-8442-4a11-b44d-daf6e0.. - 0.51 1vwCPUs 012GB 22GB July 6,2023 .. photon3-hdcs Other 4.x or later Linux (64-bit)

Total = 122.24 16vCPUs 3938GB 24787GB - = =

1

. To sort on the Month to date price, click once or twice on the column header MTD Price
The arrow should point down, showing a descending sort from highest to lowest MTD Price
2.To get back to the Chargeback main dashboard, click the minimize button
Note: The lab data varies based on the environment's runtime. You might see fewer or other values here than in actual scenarios due to

fewer or more active VMs. Don't be concerned if your data differs from the provided image; real-world environments typically show
more substantial values.
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Price of VMs, practical example

Chargeback (VM Price) @ AcTions ~ ?2?
Price of VMs in the Selected Group 7 @ X~
Py @I BIEY OvIEvS
Name Deletion Time MTD Price 4 vCPUs Memeory Disk Space
sc2-nested-nas 435.05 2 vCPUs 16 GB 2,108.78 GB
nsx-us-intelligence - 49548 16 vCPUs 64 GB 3.8245GB
nsx-intelligence-em.. - 511.35 —.’ 16 vCPUs 64 GB 3,824.44 GB
nsx-intelligence-pks - 511.35 16 vCPUs 64 GB 191211 GB
vRNI-FieldDemo-Pla.. - 620.75 - 64 GB 14463 GB

| 64 B
vRNI-FieldDemo-Pla.. 621.45 64 GB » é,144,79 GB
VRNI-FieldDemo-Pla.. - 621.91 - 64 GB 6,208.71 GB
sc2-backup-proxy01 - 655.54 4 vCPUs 24 GB 3.12.06 GB
share = 658.24  esmmmlp- 4 VCPUs 16 GB 3,228.65 GB
wdc-backup-proxy0l - 1,427.74 4 vCPUs 24 GB 7.386.2 GB
Total - - 90,670.64 5,951 vCPUs 20,544.59 GB 479,881.07 GB

In this real-world scenario, we identified a server named "share" with fewer vCPUs and RAM than another production servers. This
difference raises questions about its higher cost despite having fewer allocated resources. Investigating server costs ensures both
provider and consumer get maximum value. The higher cost might come from what the provider offers compared to what the customer
gets, and it could mean that the "share" server might have special charges (eg. for services) on its pricing card. Again, transparency is
important for the trust between the provider and consumer.

Observe the total price as well as the aggregate values for vCPUs, Memory, and disk space utilized.

Closing Comments

When we set up Pricing Rate Cards, the price is reflected in our Chargeback dashboard.
By utilizing the Chargeback dashboard we gain comprehensive insights into the Price breakdown, potential savings related to each of

the VMs, and we might raise questions about price vs. allocated resources or why certain servers costs more due to different pricing
defined in our pricing cards.
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Conclusion

Upon completing this module, we've enriched our technical understanding of VMware Aria Operations, particularly its use of
Chargeback to foster financial transparency and clarity. This knowledge could guide us in shaping a more conscious IT ecosystem
inspired with responsibility and accountability. We've come to understand that Chargeback is a process of translating 'costs' into
'prices' for the resources used by different business units. Ultimately, it boils down to cost transparency (Showback) and price
accountability (Chargeback).

You&#39;ve finished Module 13
Congratulations on completing the lab module. If you are looking for additional information on Aria Operations, try one of these:

+ VMware Product Public Page - Aria Operations: https://www.vmware.com/products/aria-operations.html

+ Aria Operations - Documentation: https://docs.vmware.com/en/VMware-Aria-Operations/index.html

- Best Practices: https://docs.vmware.com/en/VMware-Aria-Operations/8.12/Best-Practices. pdf

+ Architecture Guide: https://docs.vmware.com/en/VMware-Aria-Operations/8.12/Reference-Architecture-Operations.pdf

- Aria Operations 8.12 Release Notes: https://docs.vmware.com/en/VMware-Aria-Operations/8.12/rn/vmware-aria-
operations-812-release-notes/index.html

+ Analysis of Price Metrics: https://docs.vmware.com/en/VMware-Aria-Operations/8.12/Configuring-Operations/
GUID-253E7142-A50A-47A1-B389-99063454ABD3.htmI?hWord=N4IghgNiBcIMIAswCcDmBTARMAxgaxAF8g

- Consumer Layer: https://docs.vmware.com/en/VMware-Aria-Operations/8.12/Configuring-Operations/
GUID-667D0OE19-9CC9-48CC-A44A-0A0CIAB59500.htmI?hWord=N4IghgNiBcIMIAswCcDmMBTARMAxgaxAF8g

» Chargeback VM Price Dashboard: https://docs.vmware.com/en/VMware-Aria-Operations/8.12/Configuring-Operations/
GUID-020468AF-8884-4B9B-9ED1-6DE1IBCC946AD.html

From here you can:

1. Click to advance to the next page and continue with the next lab module
2.0pen the TABLE OF CONTENTS to jump to any module or lesson in this lalb manual

3.End your lab and come back and start it again in the future
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Module 14 - Plan for Your Future Capacity Needs (30 minutes) Intermediate

Introduction

Optimize Capacity with a What-If Scenario

A scenario is a situational model to determine a detailed estimation of the resources we must have available in the environment to
incorporate upcoming changes. We define scenarios that can potentially add resources to actual data centers. Aria Operations models
the scenario and calculates whether the desired workload can fit in the targeted data center. We can save multiple scenarios for
comparison or review.

Using the What-If tool, we can plan for an increase or decrease in workload or capacity requirements in the virtual infrastructure. To
evaluate the demand and supply for capacity on the system objects, and to assess the potential risk to the current capacity, we can
create scenarios for adding and removing workloads. We can also determine how much capacity is required to make a migration work.
We can run one scenario or group scenarios and run them cumulatively.

Log in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.

Open the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch Firefox.

1. Click the Firefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.
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Navigate to Aria Operations

@ (@ Logn

< C @

G vCenter = Aria Autor\?\.o.d{

X | +

O &

m Aria Operations

1. Click the Aria Operations bookmark in the bookmarks toolbar.

vmware

o= https://vcsa-01a.corp.

= Arnia Operations for Logs
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Log in to Aria Operations

VMware Aria
@ Operations”

Aria Operations is integrated with VMware Workspace ONE Assist (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If itis not, then you will need to select it.

1. Click the drop-down arrow and select vIDMAuthSource if it is not already selected.

2.Click REDIRECT to be taken to the authentication page.

mwareO HANDS-ON LABS MANUAL | 551



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

VMware |dentity Manager Login

1
"

Workspace ONE

o

Forgot password?

Change to a different domain

ymware

VMware ldentity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign in

Optimize Capacity with What-If Scenarios and Costs

Let's take a look at the What-If analysis in Aria Operations.

Since Memory is going to be a problem, lets add a couple of additional hosts to the Hosts for Remote Site scenario.
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3.Scroll back up to the top
4 .Scroll back up to the top, Click X

What-If Analysis

{n / Capacity Plan / What-If Analysis

New ISaved Scenarios Io
e ./

RUN

\@/ Scenaric Name T Scenario Type Datacenter Cluster Date Created Start Date End Date

: |Hosts for Remote Site  Add Hosts  RegionAQ1 (vesa-Ola.corp.vmbeans.com) Workloadl Jun 18, 2023 Jun 19, 2023 Jun 18, 2024

| :  New Application Add VMs RegionAO1 (vesa-Ola.corp.vmbeans.com) Workloadl Jun 18, 2023 Jul18, 2023 Oct 18, 2023

We need to add another host to the Remote Site due to the Memory bottleneck and rerun the multiple scenario

1. Click Saved Scenarios

2.Left of Hosts for Remote site, Click the 3-dotted "hamburger icon" and choose Edit

What-If Analysis

ni [/ Capacity Plan / What-If Analysis

@w Saved Scenarios

. I Scenario Name T

°5t5 for Remote Site

: New Application

1. Back in the What-If Analysis Saved Scenarios, Select both scenarios by clicking the header check box
2.Click RUN
Make note of the Total Cost: This shows the cost of running the hosts to our Private Cloud for a year based on default industry costing

populated in Aria Operations. The default costs in Aria Operations can be adjusted to our company's actual purchase costs. Don't close
the window jus yet.
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NOTE: Keep in mind, images may differ due to our Lab environment.

What-If Analysis

{w / Capacity Plan / What-If Analysis

New ISaved Scenarios |°
-

RUN L) e here t I te

\,_e/ Scenaric Name T Scenaric Type Datacenter Cluster Date Created Start Date End Date

: IHostsfor Remote Site Add Hosts  RegionAO1 (vcsa-Ola.corp.vmbeans.com) Workloadl Jun 18, 2023 Jun 19, 2023 Jun 18, 2024

[ : New Application Add VMs RegionAO1 (vcsa-0la.corp.vmbeans.com) Workloadl Jun 18, 2023 Jul 18, 2023  Oct 18, 2023

What-If Analysis

{nr / Capacity Plan / What-If Analysis

*@/w Saved Scenarios

[ RUN ]

I Scenario Name T
‘o ts for Remote Site

¢ Mew Application
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The What-If Analysis

vmw VMware Aria Operations

«  Capacity Plan

{n / capacity Plan o
N

{4 Home °

What-If Analysis [l\—/l] Committed Scenarios New|
§5 Data Sources > Create Scenarios to check if you can Create Committed Scenarios to
potentially add/remove infrastructure publicize upcoming changes to
resources or VM add/remove infrastructure resources
[ Environment > or VM

Visualize >
¥y Troubleshoot >
/~ Optimize

>

o

2' Plan v
| o
A 4

Cost

& Configure >

1. Click Home

2.Click Plan

3.Click Capacity
4.Click What-If Analysis
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What-If Analysis

Al / Capacity Plan / What-If Analysis

New  Saved Scenarios

[~ Workioad Planning:

raditional (Workioad) [~ Workicad Planning: Hyperconverged (Werkiosq)

Setup a scenario to ‘deploy applications’ by adding new workload or ‘deprecate applications’ by removing existing Plan for ‘future workioad' to be deployed in VMC on AWS or vSAN environment with VMs associated with specific
warkload. You can also evaluate the impact of ‘reclaiming insfficient workload' by using remove workload scenario. storage policy related factors (such as FTT, RAID), to evaluate if the usable capacity can cater to workload to be
deployed. You can also evaluate the impact of ‘reclaiming inefficient workioad" on vSAN cluster by using remove

WMs scenario.

ADD VMS  REMOVE VMS

Infrastructure Planning: Traditional (infrastructurs) ‘  Infrastructure Planning: Hyperconverged rastructure)

Determine the impact of adding or removing specific capa
the hosts in a cluster, setup a stacke
from cluster and add new capacity to cluster.

in your enviranment. if you are planning to upgrade [T=—=""] Determine the impact of adding specific hyperconw
scenario to ‘Refresh hardware’ with combination of remove existing capacity

rged capacity in your vSAN environment. You can plan to add
w VSAN ready nodes to your vSAN cluster to evaluate the impact of increase in HCI capacity.

ADD HOSTS REMOVE HOSTS

» ¥ v

igrati i i (igretion)
Migration Planning: VMware Cloud Migration Planning: Public Cloud (igres
Evaluate the passibility of moving workioads and compare capacity and cost across different VMware clouds. Evaluate the possibility of moving workioads across different public clouds. You can compare capacity and cost of

workload across vSphere. AWS, Azure, GCP. IBM Cloud by default or any cloud provider of choice by uploading the
e card as prerequisite.

PLAN MIGRATION PLAN MIGRATION

Datacenter Comparison: Private Cloud (Comparisan)

Evaluate the possibility of moving workload across different datacenters and clusters in your private cloud. You can
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The Overview tab of the What-If analysis page has the following panes.

Each pane lets us run What-If scenarios to optimize capacity based on workload, physical infrastructure, HCI nodes, or migration to the
cloud.

* Workload Planning: Traditional - Setup a scenario to 'deploy applications' by adding new workloads or 'deprecate
applications' by removing existing workloads. We can also evaluate the impact of 'reclaiming inefficient workloads' by using
the remove workload scenario.

+ Infrastructure Planning: Traditional - Determine the impact of adding or removing specific capacity in our environment. If
we're planning to upgrade the hosts in a cluster, setup a stacked scenario to 'Refresh hardware' with combination of
remove existing capacity from cluster and add new capacity to cluster.

* Migration Planning: VMware Cloud - Evaluate the possibility of moving workloads and compare capacity and cost across
different VMware clouds. We can compare capacity and cost of workload across VMware Cloud for AWS(Amazon Web
Services), AVS(Azure VMware Solution), GCVE(Google Compute VMware Engine), VMware Cloud on Dell EMC, and OCVS
(Oracle Cloud VMware Solution)

+ Datacenter Comparison: Private Cloud - Evaluate the possibility of moving workloads across different datacenters and
clusters in the private cloud. We can compare cost of workloads across various datacenters so as to optimize and decide best
fitting datacenter for the workload under consideration.

* Workload Planning: Hyperconverged - Plan for 'future workloads' to be deployed on vSAN environment with virtual machines
associated with specific storage policy related factors, such as Failures to Tolerate (FTT) and RAID level, to evaluate if the
usable capacity can cater to workloads to be deployed. We can also evaluate the impact of 'reclaiming inefficient workloads’
on VSAN cluster by using remove virtual machines scenario.

+ Infrastructure Planning: Hyperconverged Infrastructure - Determine the impact of adding or removing specific
hyperconverged capacity to the vSAN environment. We can plan to add new vSAN ready nodes to the vSAN cluster to
evaluate the impact of increase in HCI capacity.

* Migration Planning: Public Cloud Migration - Evaluate the possibility of moving workloads across different public clouds. We
can compare capacity and cost of workloads across vSphere, AWS, Azure, GCP, IBM Cloud by default or any cloud provider

of choice by uploading the rate card as prerequisite.
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What-If Analysis - Infrastructure Planning: Traditional

Infrastructure Planning: Traditional ﬂnrrastrunure]

Determine the impact of adding or removing specific capacity in your environment. If you are planning to upgrade
the hosts in a cluster, setup a stacked scenario to 'Refresh hardware' with combination of remove existing capacity

from cluster and add new capacity to cluster.

\-—-/ ADD HOSTS | REMOVE HOSTS

Infrastructure Planning for traditional environments enables us to forecast successfully the impact of adding capacity to the environment
or removing capacity from the environment. By trying various scenarios, we can arrive at an optimum configuration. Once we select the
Infrastructure Planning: Traditional pane, we can choose where we want to locate the additional capacity or from where we can remove
the existing capacity.

In this lab, we will create a new scenario to add capacity to the Remote Site: RegionAO1, and we will run this new scenario with the
required VMs needed for the New Application.

1. From the What-If Analysis page, click ADD HOSTS in the pane titled Infrastructure Planning: Traditional
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Add Hosts

Create Infrastructure Planning: Traditional

o/ Capacity Plan / What-If Analysis / Add Capacity

Scenario Name @ Hosts for Remote Site
Location Where would you like to add capacity?

= |RegionAO1 (vcsa-0la.corp. vmbeans.com)l v | Workload1 |
Server Details o Server type

N/

SELECT SERVER

)

Number of servers to add 1
Date Start Date End Date (optional)
6/18/23 iz 6/18/24 m

Specify an end date if the workload in
this scenarios is temporary
Our engine is able to make projections up

to a maximum of one year from the
current date

RUN SCENARIO l SAVE l [ CANCEL I

When selecting the profile to add capacity, we have two options:

+ Select a server type from a list of commercially available servers. We can select from a list of 1) server types already in the
cluster or 2) all server types approved for purchase

+ Configure a custom server manually by specifying CPU attributes, memory, and cost
In this exercise, we will add a server type already in the cluster:

1. Enter the SCENARIO NAME as: Hosts for Remote Site
2.In LOCATION, click drop down to select RegionAO1 (vcsa-0Ola.corp.vmbeans.com), and click drop down to select Workload 1

3.In SERVER DETAILS, click SELECT SERVER
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Select Server Type

Select Server Type

o ted: None
-

Select From

| Server Types Already In Cluster |

Make \oj Model CcPU

Sockets Cores Memory Year Cost

VMware, Inc VMware7.1 Intel(R) Xeon(R) Gold 6230R CPU @ 2.10 GHz 1 4 6GB 2019 US$5,908

1. In Select From, select Server Types Already in Cluster

2.Select the VMware, Inc. VMware Virtual Platform server type
3.Click OK

vmware
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Run Scenario

Specification Intel(R) Xeon(R) Gold 6230R CPU @ 2.10GHz, 2.1 GHz,
< August 2023 ~ N 1 Sockets, 4 Cores, 16 GB RAM
s M T W T F s 2019

45 US$5,908

6 7 8 910 1N 12

12 14 15 16 8 19 o
14 15 16[17] 18 1 m\-/

20 21 22 23 24 25 26
27 28 29 30 3

Date End Date (optional)
8/17/23 I = 8/1/24 < B

Specify an end date if the workload in
this scenarios is temporary.

Qur engine is able to make projections up
o to a maximum of one year from the
\_/ current date

o

1. In Number of servers to add, leave the default at 1
2.In DATE, in Start date, Change the date from today's date to 2 weeks in the future.

In this exercise, we will project the scenario with end date approximately 12 months from today's date.
3.Click RUN SCENARIO
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Results: Add Hosts

Infrastructure Planning: Traditional o ?
A 4

a7/ Capacity Plan / What-If Analysis / Add Capacity
Results: Add Hosts \

Hosts for Remote Site EDIT SAVE 2

Scenario Add Hosts

Date Aug 13, 2023 to Aug 13, 2024

Add Capacity to: RegionAQ (vcsa-0la.corp.vmbe Workloadl
Number of Servers 1 VMware, Inc. VMware7,1 y

Scenario Results

E COMMIT SCENARIO

After adding hosts your time remaining will still be O days e
Total Cost: US$5,908

CPU (Demand)* {17, Memory (Demand)*

O Available Capacity: 7.93 GHz of 2514 GHz ) Available Capacity: -269.02 GE of 47.99 GB /
With Added Capacity / With Added Capacity: +16 GB, 0 KB of 63.99 GB

+8.38 GHz, 16.32 GHz of 33.52 GHz

The system displays immediately the impact on cluster size of the additional amount of CPU and memory, and shows the total cost of
adding the specified capacity. The system also shows the extension of time remaining when adding new capacity before CPU or
memory runs out. In this exercise, due to the different compute resources where this lab is running, the CPU or Memory, Available and
Added capacity may vary from the figure above. We will now save this scenario to edit or run later. The list of saved scenarios is
available on the What-If Analysis main page.

1. Click SAVE

2.Click "X" to close this scenario
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What-If Analysis - Workload Planning: Traditional

‘- Workload Planning: Traditional

l Setup a scenario to 'deploy applications' by adding new workload or 'deprecate applications' by
removing existing workload. You can also evaluate the impact of 'reclaiming inefficient workload' by
using remove workload scenario.

©

ADD VMS REMOVE VMS

We will now plan a new scenario of a future deployment of applications, by adding the application workloads (VMs).

1. From the What-If Analysis page, in the pane titled Workload Planning: Traditional, click ADD VMS.
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Add VMs

Create Workload Planning: Traditional

w7 Capacity Plan / What-If Analysis / Add Workload

Scenario Name INew Application I
e———

Location Where would you like to add your workload?

— IRegionAO1 (vcsa-Ola.corp.vmbeans.com) | I Workload1 I
\_/e

Application Profile () Configure © Import from existing VM () Import from Custom Profile

Select one or more VMs and use their utilization behavior to make scenario projections

SELECT VMS

©

When selecting the profile of our workload, we have two options:

+ Configure the workload manually by specifying virtual CPUs, memory, storage, and expected use percentage. We have the
further option to click Advanced Configuration and specify more precise characteristics for our workload.

» Use an existing virtual machine or templates, importing all the attributes of the selected virtual machine to our workload
scenario. The system allows us to specify how many copies of each selected virtual machine we want to add to the proposed

workloads.
In this exercise, instead of guessing the size of our workload, we will Import from an existing VM:

1. Enter the SCENARIO NAME as: New Application

2.In LOCATION, click drop-down to select RegionAO1 (vcsa-0la.corp.vmbeans.com), and click the other drop-down to select
Workload1

3.In Application Profile, select Import from existing VM

4.Lastly, click SELECT VMS
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Select similar VM build

Select VMs ?7 7 X
A4 sELEcTED €) CLEAR
(=] select 20 SELECT ALL 20 VMS ubuntu-0008
linux-dev-0011 (RegionAO! » Workloadl) windows-0010 x

SupervisorControlPlaneVM (1) (RegionA01 > Workloadi)
o SupervisorControlPlaneVM (2) (RegicnAQ] > Warkload)
\--_-/ SupervisorControlPlaneVM (3) (RegionAD] > Workloadl)

" ubuntu-0008 (RegionAOl > Workload!) >

———apunT oS0 (RegionAl] = u'.'urk'h:a:ﬂ
ubuntu-0304 (RegionAD! = Warkload!)
vCLS-60d30ce4-2d77-4340-83c4-8ad4ce0742178 (RegionAD > Workl. @
vCLS-7Tdeaed03-8442-4a11-044d-daf6e0503d36 (RegionAl! = Workl...

vCLS-9d0469c2-2397-4492-b03a-0cBBbce187a5 (RegionAD] > Workl...

~  wWindows-0010 (RegionAD1 > Workload) > I

CANCEL ‘

In this scenario, the existing two VMs (Linux and Windows) was built from the same VM Template that will be used to build our New
Application VMs.

1. Select the ubuntu-0008 and windows-0010 VMs from the list. We can use Ctrl+Select to select both.
2.Click on the > arrow for the VMs to move the VMs into the selected list

3.Click OK

mware® HANDS-ON LABS MANUAL | 565



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Enter how many VMs will be needed

Selected VM

@ ®
VM Name CPU (Demand) CPU (ANocation) Memaory (Demand) Memory (Allocation) Disk Space Guantity

windows-0010 1N0.4 MHz 2vCPU 1.87 GB 4GB 225GB 2

ubuntu-0008 79.33 MHz 1vCPU 516.94 MB 168 5.34GB &
Override Utilization Projection @ |

o

Start Date

8/3/23

ons up

urrent date

The number of selected VMs defaults to 1 so we will need to change this to make it accommodate the power needed for our
application.

1. Click on the Edit pencil icon in the Quantity section and update it to 2 for the windows server windows-0010

2.Click on the Edit pencil icon in the Quantity section and update it to 10 for the Linux server ubuntu-0008
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Enter the Date Range and Run Scenario

< August 2023 ~ >
s M T w T F s 3 MHz 1vCPU 516.94 MB 1GB

4 5
One Month ahead 6 7 8 910 M 25, @ OJ
N W/~

14 15 16 17 18 19
23 24 25 26

Date \9/ End Date (optional)
|8/31723 | i) @ [11730/23] e

Specify an end date if the workload in
this scenarios is temporary.

Our engine is able to make projections up
to a maximum of one year from the
current date.

RUN SCENARIO ‘ SAVE ’ ‘ CANCEL ’

Next, we enter the start and end date for the period when we want the workload to be active. The default is: starting today and ending
one year from today. The system can project scenarios ending up to one year from the current date. For this Exercise we will be
installing the VMs one month from now and will be running until the end of the year

1. For Start Date, select a date approcimately one month from today's date

2.For End Date, select the last date approximately 3 months from today's date.

3.Click RUN SCENARIO
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Results: Add VMs

Workload Planning: Traditional o ?
N/

{ar / Capacity Plan / What-If Analysis / Add Workload
Results: Add VMs \

New Application EDIT SAVE 5‘\

Scenario Add VMs Total to be Added 12 VMs
Date Sep 13, 2023 to Dec 14, 2023 CPU Memory Disk Space
Demand 126 GHz 9.29 GB 99.51 GB
Allocation 14 vCPU 18 GB 179.13 GB
Add VMs to RegionAO! (vesa-0la.corp.vmbs Workloadl

Private Cloud: Datacenter

@ The workload does not fit in Werkload1 within your selected timeframe and would decrease your time

Peak CPU / Peak Memory / Peak Disk Spw:e/

— @
[E“ Workload1 Demand 20.49 GHz 122.3 GB (Deficit) 474.91 GB (Deficit)

remaining from O days to O days. ==

The system lets us know immediately if the proposed workload fits or does not fit in the suggested location, because of the memory and
disk space deficit. In this case the Remote Site has no active hosts yet so the proposed workload does not fit. Aria Operations
announces the outcome and provides the following information:

* How much the added workload reduces the time remaining for the target cluster

* The discrepancy between the space available in the target cluster and what the proposed workload requires

***We will need to run a Multiple Scenario to simulate the Host resource availability combined with the demand of the proposed VMs
to accommodate room enough for our new Application.

We can now save the scenario to edit or run later on. A list of saved scenarios is available on the What-If Analysis main page.

1. As We did before, Click SAVE

2.Click "X" to close this scenario
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Running Multiple Scenarios

What-If Analysis

{nr / Capacity Plan / What-If Analysis

MNew Saved Scenarios \°/

Scenario Mame T Scenario Type Datacenter Cluster Date Created = Start Date End Date
¢ Hosts for Remote Site  Add Hosts RegionAO] (vesa-0Ola.corp.vmbeans.com) Workloadl Aug 3, 2023 Aug 17, 2023 Aug 1, 2024
wo w Application Add VMs RegionAQ1 (vesa-Ola.corp.vmbeans.com) Workloadl Aug 3, 2023 Aug 31, 2023  Nov 30, 2023

"Saved scenarios are listed under the 'Saved Scenarios' tab for later use, and can be run, edited, or deleted. 'Stacked Scenarios' let us
run compatible scenarios together, for instance, planning hardware updates by removing old hosts and adding new ones. This lets us
preview capacity after these changes. Note: only scenarios involving the same object can be combined. In this exercise, we'll run our
scenarios together to predict our final capacity, as we add our New Application workloads and one host in Workload 1."

1. Click Saved Scenarios

2.Select the previously two created scenarios: New Application and Hosts for Remote Site

***Note the disparate Scenario Start & End Date for each Scenario***

3.Click RUN
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Scenario Timeline

Scenario Timeline & X

Hosts for Remote Site

Sep 13, 2023 - Dec 14, 2023
s Acd VMs: New Application

Mew Application

v

Sep 23 Moy 23 lan 24 Mar 24 May 24 bl 24

@ Add Hosts @ Add VMs

CAMNCEL RUN SCENARIO

The Scenario Timeline indicates the projected start and end dates of the scenarios we previously configured. Adding the new
application comes after we add hosts.

1. Click RUN SCENARIO
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CPU demand Scenario Result

Scenario Results

After running these 2 scenarios your time remaining will still be O days.

o

CPU (Demand) {5 Memory (Demand)  [=) Disk Space (Demand)

=1 year remaining until CPU (Demand) runs out

I0K Sunday, Oct 8, 04:20 PM

& COPU (Demand) Projection Range (MHz) : 6,772.34 - 17.194.06
= OPU [Demand) Projection (MHZ) : 17.194.06

# Usable Capacity (MHz) : 25,140.93

e ™ Usable Capacity with current Scenario (MHz) : 33,521.33

20K

Utilization (MHZ)
@
X

. Historical \. Projection . Usable Capacity . Projection with current Scenaric ) Usable Capacity with current Scenario

Immediately we see that even if we project a certain load, by adding several VMs, it does not exceed the Usable Capacity. Also notice
that the CPU Usable capacity increases a lot from adding servers.
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Memory Demand Scenario Result

Scenario Results

_ After running these 2 scenarios your time remaining will still b
o

—

CPU (D&man iy Memory (Demand) °1pace (Damand)

0 days remaining until Memory {(Demand) runs out

- ¥

f— Saturday, Aug 19, 0315 AM

Projected Utilization Range with Scenario (KB) : 60,296 375.46 - 91224 843
* Projected Utilization with Scenario (KE) © 91,224,843.21

Usable Capacity with current Scenaro (KEB) : 87,093,360

™
[}
k4

30M

Utilization (KB)

20M

10M

(Memory (Demand) Runs Out)
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On the previous page we saw that one host would be enough for CPU demand. But, let's check the Memory Demand.
1. Click on Memory (Demand)

These curves are out of proportion. We notice an increase in the projection due to added VMs, the 'Usable Capacity With Current
Scenario' shows a significant rise compared to 'Usable Capacity', but in this particular scenario, we predict memory issues both now and
after the added capacity.

The plan is to integrate more than just 1 planned extra server, to make sure we accommodate the need for memory.

NOTE: Keep in mind, images may differ due to our Lab environment.

vrr‘ware® HANDS-ON LABS MANUAL | 573



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Disk Space Scenario Results

Scenario Results

After running these 2 scenarios your time remaining will still be > 1 Year.

ol |l

CPU (Demand) {11 Memory (Demand) | [ pisk space (Demand)l @

> 1 year remaining until Disk Space (Demand) runs out

300 \?/ay. Jul 18, 08:50 AM
# Disk Space (Demand) Projection Range (GB) : 49.9-77.01
® Disk Space (Demand) Projection (GB) : 77.01

& ® Usable Capacity (GB) : 399
9 * Projected Utilization Range with Scenario (GB) : 49.9 - 77.01
5 200 = Projected Utilization with Scenaric (GB) : 77.01
= Usable Capacity with current Scenario (GB) : 399
N e
= NN s T
=] ! :
1 1
1 1
' :
100 : i
1 1
" 1
, S ———— ]
Xy, N
0
Juni Jull Augl Sep1l Oct1 MNov 1 Dec1 Jan1
Jun19
(Now)
. Historical [ Projection . Usable Capacity . Projection with current Scenario Usable Capacity with current Scenario

We had a bottleneck with Memory, we'll need the new host. Let's check Disk Space.

1. Click on Disk Space

2.Hover the mouse to see what date our scenario s projected

Note: Memory was a bottleneck; the new host is necessary. In this particular scenario, we're set with disk space, pre- and post-server
addition, thanks to existing storage in this cluster.

NOTE: Keep in mind, images may differ due to our Lab environment.
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Multiple Scenarios

{nr / Capacity Plan / What-If Analysis / Stacked

Scenario Summary

Scenarios Selected (Z) WIEW ON TIMELINE
=
Run on Cluster

ER Regionaoi I Warkload

Scenario Results

After running these 2 scenarios your time remaining will still be > 1 Year

CPU(Demand) @5 Memory (Demand)

k Space (Demand)

=1 year remaining until Disk Space (Demand) runs out

EDIT

Edit an existing Scenario

vmware
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Adding a different server

Edit Infrastructure Planning: Traditional

inl / Capacity Plan / What-If Analysis / Add Capacity

Scenario Name Hosts for Remote Site
Lecation Where would you like to add capacity?
RegionAD1 (vcsa-0la.corp.vmbeans.com) . Workloadi

Server Details Server type o

VMware, Inc. VMware7,§

Specificatior intel(R) Xeon(R) Gold 6230R CPU @ 2.10GHz, 2.1 GHz,

1Sockets, 4 Cores, 16 GE RAM

Manufacture year 2019

Cost US35,908

We have to admit that the small server we added did not meet our needs. We will now add a more resilient server to accommodate our
memory problems for now and the future. Let's edit the server type.

1. Under the Server Details, Click the Pencil Icon

wr‘ware® HANDS-ON LABS MANUAL | 576



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Select Server Type

Select Server Type

Lenovo ThinkServer RD440, 2 =

Select Fram

All Server Types

°

Make Model CPU Sockets Cores Memory e ar Cost
Lenovo ThinkServer RD630 2595  Intel® Xeon® Processor .. 2 18 320GE 2012 US$35,881
Lenove PureFlex System x240 Intel® Xeon® Proces&og 20 256 GB 2013 LIS$1.694
I Lenovo ThinkServer RD440 Intel® ¥eonf Pmceasor 2 B 192 GBE 2014 US$9 936
Lenovo ThinkServer RD340 Intel® Xeon® Processor .. ’ Inteli Xean® Brocessar E5-2403 v2 & 180 GHz |
Lenovo ThinkServer RD340 Intelf Xeoni Processar ., 2 ] 192GE 2014 US$19 888
Lenovo ThinkServer RD340 704 Intel® Xeon® Processor .. 2 12 192 GB US$18,993
Lenove ThinkServer RD540 70A Intel® Xeon® Processor .. 2 20 W|OGB 23 LUIS$1,999
; SERERTEREN )

CANCEL

1. Under Select from, from the drop-down list, choose All Server Types

2.In the search* field, type Lenovo, and press ENTER

3.Sort the Memory column from high to low, by clicking the column header twice

4 Select the Lenovo Thinkserver RD440

5.Click OK

* We can search for other server vendors, for example Dell, Acer, HPE, IBM, or othera that would fit our environment or purchasing

agreements.

vmware
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Changing amount and date

Server Details Server type

Lenovo ThinkServer RD440  F

Specification Intel® Xeon® Processor ES-2403 v2, 1.8

2 Sockets, B Cores, 192 GB RAM

Manufacture yvear 2014
LOst US%9 991 o
Wumber ervers to add .
S—
Date Start Date End Date {optional)
8/29/23 - I 8/13/24 -
: August 2023 ¥ Specify an end date if the workload in

IS SCenar £ 15 temp rary
5 M T W T F 5| j Our engine is able 1o make projections up
N to a maximum of one year from the

current date

RUM SCENA

47 28|29|30 31
— P

We will make a couple of small changes before we add server capacity.

1. From the Number of servers to add, type 1
2.Under Date, change the Start Date to be two weeks in the future

3.Click SAVE (almost hidden)

Using the new Datacenter Requirements
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Scenario Timeline

Scenario Timeline SOX

Hosts for Remote Site

Naw Application

Sep 23 Moy 23 lan 24 Mar 24 May 24 Iul 24
@ Add Hosts ) Add WMs \9/

CANCEL

1. Click RUN SCENARIO
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Enough resources for the New Application

Scenario Results

E After running these 2 scenarios your time remaining will still be O days.

o Projection when
4 Capacity runs out.
A /4

{3} cPU (Demand) % Memory (Demand) [= Disk space (Demand)

0 days remaining until Memory (Demand) runs out

Monday, Apr 1, 09:50:00 PM
= Memory {Demand) Projection Range (KB) : 207,688.359.37 - 239.023.448.17
| * Memory (Demand) Projection (KB) - 239,023 448.17 [
’ * Usable Capacity (KB) : 50.316.144
Usable Capacity with current Scenario (KB) : 251,642,736

250M

I New Capacity, providing
enough resources

hovering the timeline gives you
data from that point

Utlkzation (KB)
74

100M

X | AppArmives | U

Aug ef Cetl [ © b1 Apr1

previous capacity =
current usable
capacity

(Memory (Demand) Runs Cut)

@ Historical [ Projection [} Usable Capacity [} Projection with current Scenario Usable Capacity with current Scenario \§

Let's go straight to the memory section to see if we have solved the memory problem

1. Select the Memory (Demand)
2.As we see from the image with annotations, we now have more than enough memory for our New Application.

3.To close the Multiple Scenarios, Scroll to the top and Click X (not shown)

NOTE: Keep in mind, images may differ due to our Lab environment.
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Lets check what the cost of 1 Hosts will be in our Private Cloud

What-If Analysis

{y / Capacity Plan / What-If Analysis

v Erasero] @
L2)
=] o

ario Name T Scenario Type Datacenter Cluster Date Created Start Date End Date

T Host for Remote Site Add Hosts RegionAQ1 (vcsa-0la.corp.vmbeans.com) Workloadl Jun 19,2023 Jul 3,2023 Jun19, 2024

[] : New Application AddVMs  RegionAO1 (vcsa-Ola.corp.vmbeans.com) Workloadl Jun 19,2023 Jul19,2023 Oct 19, 2023

1. Select Saved Scenarios
2.Select only the Hosts for Remote Site this time

3.Click RUN

wr‘ware® HANDS-ON LABS MANUAL | 581



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Cost Results for Adding Hosts

Infrastructure Planning: Traditional

{2 / Capacity Plan / What-If Analysis / Add Capacity
Results: Add Hosts

Hosts for Remote Site EDIT ® X

Scenario Add Hosts

Date Aug 29, 2023 to Aug 13, 2024

Add Capacity to: RegionAQ1 (vcsa-0Ola.corp.vmbe Workloadi
Number of Servers 1 : Lenovo ThinkServer RD440 y

Scenario Results
After adding hosts your time remaining will still be O days
Total Cost: US$9,996 w=——r

{J} CPU (Demand)* {75, Memery (Demand)*
O Available Capacity: 8.02 GHz of 25.14 GHz 3 Available Capacity: -263.03 GE of 4799 GB

With Added Capacity With Added Capacity: +192 GB, O KB of 239.99 GB

+14.4 GHz, 22.42 GHz of 39.54 GHz
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About Committed Scenarios

Before we move on, take a moment to read through this:
Committed Scenarios:

* When we're sure that we need to reserve capacity, we can commit the scenario to have VMware Aria Operations set aside
resources for new, upcoming, or planned workloads.
* A committed scenario is a supposition about how the capacity and load change on our objects when we change the

conditions in our virtual infrastructure environment.

* We do not have to implement the changes that our committed scenario represents. By committing a scenario, we can

determine our capacity requirements before we implement the actual changes.

Why Create a Committed Scenario?

= In organizations which have separate capacity management and operations teams, committing a scenario helps stakeholders
understand the current capacity and upcoming capacity requirements across the board.

= With committed scenarios, capacity is reserved and this prevents the operations team from performing adhoc resource
increase on workloads, while the capacity manager is engaged in resource planning of new projects.

= Committed Scenarios also helps the team responsible for infrastructure expansion, as it provides actionable insights into

future scenarios. In the event capacity becomes limited, it could be accounted for in the expansion

Committing our Scenario

&Mer adding hosts your Tme remsiniog wil sUl be > 1 Year
Total Cast USEMAE
| >

We would like to commit our scenario and reserve capacity
1. Click the COMMIT SCENARIO button.

The Create Committed Scenario fly-out opens from the right hand side of the page.
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Create Committed Scenario

Mame I Hosts for Remote Site

Cluster Workload! o

Parameters Value

Make Lenava

Model ThinkServer RD440

Year 2014

CPU Intel® Xeon® Processor E5-2403 v2, 1.8 GHz
Sockets

Cores

]

I i N

Start Date \----"'iE

End Date 813/24 il

Specify an end date i1 the worklosd

o im this scenarios is temporary.
i |

CAMNCEL

2.Add a name to the scenario we want to commit.
3.Provide an implementation date, a week from now (end date is optional)

4.Click SAVE.
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Close

Infrastructure Planning: Traditional

P Ton - T
{nj / Capacity Plan /IWhrﬂ-M Armlyhal‘ \o/apdc.lly

@ Committed Scenarioc "Hosts for Remote Site” created successfully. Me

Results: Add Hosts

Hosts for Remote Site

Scenario Add Hosts

Date Aug 29, 2023 to Aug 13, 2024

1. Click the Link to What-If Analysis

Where else could we put our New Application?

What-If Analysis

{n / Capacity Plan / What-If Analysis

élv Saved Scenarios i\o/

RUN

[ ] Scenario Name T Scenario Type Datacenter Cluster Date Created Start Date End Date

L o Host for Remote Site Add Hosts RegionAO1 (vcsa-0la.corp.vmbeans.com) Workloadl Jun19,2023 Jul 3,2023 Jun 19, 202¢

. New Application Add VMs RegionA01 (vcsa-0la.corp.vmbeans.com) Workloadl Jun 19,2023 Jul19, 2023 Oct 19, 202:
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1. Select Saved Scenarios
2.In front of our application, Check the checkbox

3.Click Run

Public Cloud section for Add VMs

Public Cloud 0
HYBRID CLOUD HYBRID CLOUD HYBRID CLOUD HYBRID CLOUD e

Azure VMware Solution Oracle Cloud VMware So... VMware Cloud on Dell E... Google Cloud VMware E..|
@ o =) g
Us$13,162/month US$6,566/month US$9,347/month US$17,539/month

LEARN MORE LEARN MORE LEARN MORE LEARN MORE

We can see the cost per month for different private and public clouds, and the Public Cloud section displays information which help us
understand where our workload would fit, the associated costs, and the time remaining (Private Cloud) based on peak CPU, Memory,
and Disk Space for demand and allocation model after we add VMs.

1. Without clicking, you could for a more detailed comparison click Learn more.

2.For more Public Cloud Options, click the Scroll Right button

NOTE: Keep in mind, images may differ due to our Lab environment.

This concludes this part of the module.

Conclusion

We have seen that when we're using the What-If tool, we can plan for an increase or decrease in workload or capacity requirements in
the virtual infrastructure.

We can also determine how much capacity is required to make a migration work. We can run one scenario or group scenarios and run
them cumulatively.
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You&#39;ve finished Module 14

Congratulations on completing the lab module.

If you are looking for additional general information on Aria Operations, try one of these:
+ VMware Product Public Page - Aria Operations: https://www.vmware.com/products/aria-operations.html
+ Aria Operations - Documentation: https://docs.vmware.com/en/VMware-Aria-Operations/index.html

+ Aria Operations - Cost Overview: https://docs.vmware.com/en/VMware-Aria-Operations/8.12/Configuring-Operations/

GUID-79297017-77F1-40C3-930A-90CE5C388362.html
From here you can:

1. Click to advance to the next page and continue with the next lab module
2.0pen the TABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 15 - Application Monitoring (45 minutes) Intermediate

Introduction

Aria Operations monitors the availability of your processes, services, and applications. We can leverage the Telegraf agent to monitor
the availability of multiple Linux processes and Windows services. Plus, Aria Operations Enterprise or Cloud customers can monitor the
availability of their applications. Linux process monitoring can be configured to evaluate processes based on name, PID file, or via
regular expressions for cases where processes may have a unigue naming scheme. Windows services are configured via the service
name.

Once Aria Operations has been configured to monitor these processes and services, it will begin collecting not only its status or running
state, but also basic utilization metrics such as CPU and Memory Usage. Aria Operations can also alert you when a service or process
goes down using pre-defined alerts.

Aria Operations supports native monitoring of applications using the Aria Operations Telegraf Agent. This works out of the box for most
applications, but do check out the documentation first as there may be additional requirements for some applications.

In this module, we will explore and compare Discover Services and Monitor Applications.

Discover Services: Aria Operations can leverage the VMware Tools agent already installed and running on most virtual machines to
discover and monitor processes and services, and to run basic OS commands and queries.

Monitor Applications: Aria Operations can deploy the an agent based on the open-source Telegraf agent to any managed virtual
machines and can also collect metrics from customer-deployed open-source Telegraf agents.

You will typically get more property/configuration information from the Discover Services functionality but many more performance
metrics from the Monitor Applications functionality.

Log in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.

Open the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch Firefox.

1. Click the Firefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.
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Navigate to Aria Operations

@ (@ Logn

< C @

G vCenter = Aria Autor\?\.o.d{

X | +

O &

m Aria Operations

1. Click the Aria Operations bookmark in the bookmarks toolbar.

vmware

o= https://vcsa-01a.corp.

= Arnia Operations for Logs
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Log in to Aria Operations

VMware Aria
@ Operations”

Aria Operations is integrated with VMware Workspace ONE Assist (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If itis not, then you will need to select it.

1. Click the drop-down arrow and select vIDMAuthSource if it is not already selected.

2.Click REDIRECT to be taken to the authentication page.
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VMware |dentity Manager Login

1
"

Workspace ONE

o

Forgot password?

Change to a different domain

ymware

VMware ldentity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign in

Configure Service Discovery

To discover applications and services and their relationships and to access basic monitoring, you can either provide guest operating
system credentials with appropriate privileges or use the credential-less approach to discover services.
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Applications and services

« Applications and Services

Service Discovery

Discover services running in

Center Virtual Machi

dependencies

different VMs based on the

communication

S IN1G relationsnips o

en services from | |

twork

T Home
&
£3 Data Sources >
L Environment >
0 Visualize >
2, Troubleshoot >
# oOptimize >
& Plan >
_ I/
£ | Configure v l\/
Policies
Alerts
Super Metrics
I Applicaticns and Services e
Cost Drivers N/

To access service discovery in Aria

Operations

1. From the left menu, click Configure

2.Click Applications and Services

I

(-

Application Discovery: Service
Based

Discover appiications based on
grouping the services discovered

using Service Discovery.

3.Click the Service Discovery tile to open Service Discovery

vmware

Application Discovery: Rule
Based

Discover applications based on user

defined criteria such as virtual

machine names, tags, or properties.

HANDS-ON LABS MANUAL

Application Monitoring:
Telegraf
Monitor your applications and
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nd get insights
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Configure Service Discovery

Service Discovery

ﬁ:} / Applications and Services / Service Discovery

Discover services running in eac o r Virtual Machines (WMs) and get insights into relationships or depen

CONFIGURE SERVICE DISCOVERY MAMAGE SERVICES

ADD SERYICE DEFINITION

Known Services

1. From the Service Discovery page, click the Configure Service Discovery option.

About the Service discovery

vimw VMware Aria Operations

“  Integrations (5tems)
Accounts Repository
™ Home e ——
| ADD ACCOUNT
$ Data Sources "
{ an ) (sooc) ((WMware Cloud ) ((Public Cloud ) ("VMware Ania ) (" Other )
- b ‘\ ’ . r \ J \ F \ #
Integrations

7 vCenter

[k Environment > o Mame o

’ : G‘ vcsa-Ola.corpvmbeans.com

Cloud Proxiles

B Wisualize b
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1. To expand the list of vCenter integrations from the Integrations page, click the > next to vCenter

2.Click the vCenter Server instance from the list: vcsa-Ola.corp.vmbeans.com

Enabling Service Discovery

vCBnter vSAN Service Discovery IQ/

/M The Service Discovery works with specific versions of WMTools. For details, see KB78M6

The Service Discovery feature discovers what services are running on virtual machines of the managed infrastru
gather information from guest processes, ports and the file system. You can then monitor these services to ensL

service Discovery] @) Activated I@

: Use alternate credentials

Enable Application Discovery I@

Default Windows Username ICUHP‘\AO‘MWStratDT |5°g
Default Windows Password I SesBEBRREEERS I @

Default Linux Username | holuser \

Default Linux Password I sheRERERRRRRS I

Default SRM Username

Default SRM Password @
Guest User Mapping CSV fias)
Password(deprecated)

I SAVE I CANCEL
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1. Select the Service Discovery tab.
2.To activate service discovery in this vCenter Server, activate the Service Discovery option.

Please Note: As Service Discovery is already set up, there's no need to change any settings. Simply click CANCEL. However, if Service
Discovery was not enabled, you would need to complete all of these steps.

3.To activate application discovery in this vCenter Server, select the Enable Application Discovery check box.

You can choose to add credentials by selecting the Use alternate credentials check box. Then you will be prompted to Click a plus sign
and enter the details in the Manage Credentials dialog box, which include a credential name and a vCenter user name and password. In
addition, enter the user name and password for Windows, Linux, and SRM and then click OK.

We are using the default user name and password

4.Enter a default user name for Windows, CORP\Administrator
5.Enter a default password for Windows, VMwarel!
6.Enter a default user name for Linux, holuser

7. Enter a default password for Linux, VMwarel!

8.Click Save
« Applications Manage SDMP Services
A t Page Size:
Dy [P & Applications Home g 50
D Manage Telegraf Agents
VM Name Operating System Service Monitoring Authentication Status
i+ Data Sources > I @ Manage SDMP Services I
) | identity-manager VMware Photon OS (64-bit)
— 0 Manage Applications
I\I Environment v I _| aria-ops-logs VMware Photon OS (64-bit)
~ Environments nux-dev-001
T EEE —1  linux-dev-001 none
~ vSphere
Inventory _| aria-auto-config VMware Photon OS (64-bit)
“ .. vSphere Hosts and Clusters
windows-0010 Microsoft Windows Server 2013 (64-bit)
Business Applications v~ @ vsphere World
ubuntu-0008 Ubuntu Linux (64-bit) Common Credentials & )
Appl ons > &7 vcsa-Ola.corp.vmbea.
aria-auto VMware Photon OS (64-bit) -m )
> .. vSphere Networking aread VMware o ( i
Custom Groups
> :: vSphere Storage ' aria-ops VMware Photon OS (64-bit)
Custom Datacenters
> Service Discovery > aria-ops-cp VMware Photon OS (64-bit)
Cloud Zones
> VMware Aria Automation linux-dev-0010 —
VCF Operations JN&l > Others
— > Groups and Applications
£ Visualize > P PP
S AN Akiacte
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You can manage services supported by VMware Aria Operations on the specific VMs. The abbreviation SDMP, derives from the old
vRealize Operations Service Discovery Management Pack

1. From the left menu, select Environment
2.Click Applications

3.From the Applications panel, select Manage SDMP Services

You can view specific details from the options in the data grid.

The Data grid

Services Displays the names of discovered services.
Discovered None, if services are not discovered on the VM.

Service Displays the current value of the VM's service monitoring setting. If set, services are discovered,
Monitoring and service performance metrics are calculated every 5 minutes. Otherwise, service discovery is
performed every 24 hours.

Authentications VM authentication status for service discovery. The possible values are:
Status ¢  Unknown

Failed

Guest Alias

Common Credentials

Credential-less

Power State Power status of the VMSs. The possible values are:
*  Powered On

*  Powered Off
e  Suspended
*  Unknown

The data we are looking at contains the name of the VM, and other specific details. We have highlighted a few here.
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Activate Service monitoring

Manage SDMP Services @
[ GO TO DETAILS ] VM ACTIONS v ]I I Page Size: 50
VM Name Op Activate Service MDHITOHHQ Service Monitoring Authentication Status Power State
Deactivate Service Monitoring
identity-manager Vi Erovide Password @ Powered On
aria-ops-logs VMware Photon OS (64-bit) Powered On
linux-dev-00N none Powered Off
aria-auto-config VMware Photon OS (64-bit) Powered On
windews-0010 o Microsaft Windows Server 2019 (64-bit) Powered On
ubuntu-0008 pubuntu Linux (64-hit) ( commen Cradentials «) Powered On
aria-auto VMware Photon OS (64-bit) Powered On
> aria-ops VMware Photon OS (64-bit) Powered On
E aria-ops-cp VMware Photon OS5 (64-bit) Powered On
linux-dev-0010 nang Pawered Off

Please note: On ubuntu-0008, the Service Discovery is already active. You can confirm this by looking for a green check-mark in the
Service Monitoring column. Consequently, you may not need to follow the next steps in our current setup. However, they are included
to demonstrate the usual procedure if needed.

1. Select the ubuntu-008 VM from the list
2.Click the Horizontal Ellipsis

3.Click Activate Service Monitoring

When we click Activate Service Monitoring we activate frequent service discovery and service performance metrics calculation (every 5
minutes).

Note: If we select too many VMs, this could potentially result in vCenter Server degradation
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Discovered Services

€ Service Discovery

far / Applications and Services / Service Discovery

{i Home
{ni

Discaover services running in 2ach vCenter Virtual Machines (VMs) and get insights into relationships or dependencies betwee
3 Data Sources > CONFIGURE SERVICE DISCOVERY MANAGE SERVICES
[k Envirenment s ADD SERVICE DEFINITION

Known Services
& visualize o
2y, Troubleshoot >
#  Optimize >

Active Directory Apache HTTP Apache Tomcat Cassandra
1 virtual machines 2 wvirtual machines

£ Plan >

£ Configure 4 9/

Policies g—&) {{-\‘C}\) {("-\‘é) {(:-\‘C:)

Alerts

Exchange Exchange Exchange Exchange
Hub Transport Server Mailbox Server Server Unified Messaging Server
Super Metrics

Applications and Services o

Cost Drivers

Custom Profiles ﬁ-\é @-\’é} {(:-\"é) ﬁ-\é

Configuration Files

MS-5QL DB MySQL DB Nginx Oracle DB

Mzintananca Srhadulac
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You can view discovered services, the number of VMs on which each discovered service is running, and we will have a look at where
You View the Discovered Services

1. From the left menu, click Configure

2.Click Applications and Services.

3.From the right panel, click the Service Discovery tile (not shown) to open Service Discovery and view the list of available
services.

Discovered Services

After you have configured Service Discovery and the services are discovered, we will see a list of services that are discovered and the
number of VMs that have the services running.

Known Services: We see a list of all the services supported and those that can be discovered.

Custom Services: It is possible to add a Custom Service by clicking Add Service Definition and use a process name or Regex. A Custom
service can be discovered via Service Discovery if there is a permanent listening TCP port or if there is an established UDP connection.

Configure Telegraf Agent

About the Telegraf agent

The Telegraf agent is a versatile and efficient open-source data collector widely used in monitoring systems, including Aria Operations.

It serves as a lightweight and flexible agent that collects and reports metrics from various sources. Its plugin-driven architecture,
lightweight nature, and flexibility in configuration make it a valuable component in monitoring and managing virtualized environments.

Since it is pretty efficient and customizable, it's also actively supported by a thriving community.

Open source Telegraf's source code is hosted on GitHub and InfluxData, the organization behind Telegraf, maintains an active
community where users can access forums, ask questions, and get support for Telegraf. Stack Overflow, the popular Q&A platform for
developers, has a dedicated Telegraf tag and Reddit's r/Telegraf subreddit hosts relevant sections and monitoring-focused forums.

We will take a look at how to install the Telegraf Agent easily using the Aria Operations User interface
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Applications Home

{ar Home
53 Data Sources

In Environment

Object Browser

Inventory

Business Applications

Applications

Custom Groups
Custom Datacenters

Cloud Zones

VCF Operations N

(

Applications

& Applications Home

I D Manage Telegraf Agents I @

@ Manage SDMP Services

o“_’TManage Applications

~ Environments

v vSphere
~ .. vSphere Hosts and Clusters
~ @ vSphere World
> [ vesa-Ola.corp.vmbea..
» 1: vSphere Networking
» 1:vSphere Storage
> Service Discovery
> VMware Aria Automation

> Others

S Aoniins and Anallsstlans

Manage Telegraf Agents

VM Name
ara-auto
aria-auto-config
aria-ops
ana-ops-cp
aria-ops-logs
identity-manager
linux-dev-00M
linux-dev-0012
ubuntu-0008

windows-0010

Operating System Agent status Last operation status

VMware Photon O.. @ Not Installed
VMware Photon O, & Not Installed
VMware Photon O.. & Mot Installed
VMware Photon O.. @ Not Installed
VMware Photon O, & Not Instalied
VMware Photon O.. @ Not Installed
none & Not Installed
none & Not Installed
Ubuntu Linux (64- & Not Installed

Microsoft Window..

/

@ Agent Running Install Success

Let's get to the Manage Telegraf Agents page to start installing a Telegraf agent on a Linux server.

1. Click Environment

2.Click Applications

3.Click Manage Telegraf Agents

Notice that a Telegraf agent is already installed on an Windows server in the environment. (arrow)

vmware
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Installing

Applications

& Applications Home
T) Manage Telegraf Agents
) Manage SDMP Services

D Manage Applications

~ Environmenis
~ ySphere
w .. vSphere Hosts and Clusters

~ @@ vSphere World

» 1 vSphere Networking
» I vSphere Storage
» Service Discovery
» VMware Aria Automation
» Others

» Groups and Applications

> All Objects

» [ vecsa-Ola.corpvmbea..

Manage Telegraf Agents

[ GO TO

DETAILS [ VM ACTIONS ~ I

e

VM Name

Uninstall
aria-auto
aria-auto-config b
aria-ops
aria-ops-cp VMware Photon O.
aria-ops-logs VMware Photon O_
identity-manager VMware Photon O.
linux-dev-00N1 nane
linux-dey-0012 none

Agent status L

& Mot Installed

8 Mot Installed

2 Not Installed

& Not Installed

2 Mot Installed

& Mot Installed

8 Mot Installed

2 Mot Installed

=

ubuntu-00038 Holn Ubuntu Linux (64-...

& Not Installed I

>

windows-0010 Microsoft Window...

1. Have a look for a powered On Linux Server, and Click the Ubuntu server ubuntu-0008

2.Click the ellipse menu

3.Choose Install

vmware

@ Agent Running In
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Common Username and password

Manage Agent How do you want to provide VM Credentials? %
|/
© Common username & password J
1 Select an option 3 L Y n username and password for all your
salectad VMs

2 Provide Credentials ) Enter virtual machine credentials

Choose this option if all your virtual machines have distinct username and
3 summary passwords

CAMNCEL

1. Select Common username & password

2.Click Next
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Provide Credentials

Manage Agent Provide Credentials

Enter the commaon credential to be used for all the =alected Virtual machines

1 Select an option
Username I root _Io‘h_-fa

2 Provide Credentials
Password e

(D For Linux, root user or non-root users with specific privileges can install the agent.

(D For Windows, Administrator or users of Administrators group with UAC deactivated

can Install the agent. For detailed documentation on required privileges, refer here. If
UAC is enabled, agents are only downloaded, not installed. User has to manually install

the agent by running the pre-defined script as mentioned here

3 Summary

(D For detailed prerequisites, refer here,

\ Create run time user on linux virtual machines, with required permissions as part of

agent installation.

CANCEL BACK

Let's provide some credentials for the installation

1. Username, type root
2.Password, type VMwarel!

3.Leave the rest and click Next
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Summary and confirm

Manage Agent Summary %

1 Select an optien Discovery agent will be installed on the following Virtual Machines

2 Provide Credentials Virtual Machine vCenter

ubuntu-0008 vesa-Dlacorp.ymbeans.com

3 Summary

1. Click INSTALL AGENT
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Monitor the Installation

Manage Telegraf Agents \9/ ?
Page Size: 50— V
|| vMName Operating System Agent status Last operation status VM State Virtual IP Det.. Collector Group Cloud Proxy Agent Version vCenter Name Colle.. Cole_.
|| eria-auto VMware Photon ©.. @ Not Installed - Powered On - - 192.168.110... Mone vcsa-Ola.c.,
| | aria-auto-config VMware Photon O.. @ Not Installed = Powered On = = 192.168.110... None vesa-Olac..
|| aria-cps VMware Photen O.. @ Not Installed - Powered On - . 192168110... None vesa-Ola.c.
| | aria-ops-cp VMware Photon O & Not Installed - Powered On - - 192.168.110, None vesa-Olac
[ aria-ops-logs VMware Photen O.. @ Not Installed - Powered On - - 192168.10... MNone vesa-Ola.c.
|_| identity-manager VMware Photon O & Not Installed - Powered On - 192.168.110. None vesa-Ola.c
|| linux-dev-0011 none & Mot Installed - Powered Off - - 192,168 110. None vesa-Olac
|| linux-dev-0012 none & Mot Installed - Powered Off - - 192168110.. None vcsa-Olac
[ ubuntu-0008 Ubuntu Linux (§4- 8 Not Installed 2 Install in Progress w - 192.168.110... None vesa-Ola.c
* | | windows-0010 Microsoft Window. @ Agent Running Install Success Powered On - - 192.168.110. 812.057 vesa-Olac.. =& [ -]

Please Note: Under the installation, the "Last Operations Status" column will show the changes. When the installation is done it will
show "Install Success" as you can see indicated on the windows-0010 server column below (This image might differ from yours).

1. Use the Refresh button to monitor the status of the installation

Comments

Using the GUI is a very simple way to install Telegraf Clients onto Virtual Machines for OS and Application monitoring.
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Custom Monitoring Using Telegraf Agent

Filter on installed Agents

?
Page Size: 1000 I T(' I
| e—

1] VM State VM Mame:
Powered On Operating System:
Service:

Last Opeération Status:
- - VM State:

Agent Version:

Agent Status: Agent Running w X I

L 2/

1. In the upper rigt corne click the Filter Icon
2.From the Agent Status, select Agent Running
3.Click Apply
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Apache daemon service check

Manage Telegraf Agents

[ 6o TopETALS | vMAcTIONs v | -

W

2]

>

\oﬂ | VM Name

B ubuntu-0008

Services Discovered e

(?) Apache HTTPD

Operating System Agent status

Ubuntu Linux ...

(3 )

Add

@ Network Time Protocol

Custom Monitoring ﬂ

e

LR

(3) Ping Check
(3) UDP Check
(?) TCP Check
@ HTTP Check
@ Custom Script

(?) Processes

windows-0010

Microsoft Win...

1. Expand ubuntu-008 by clicking the > icon

2.Click the ellipsis

3.Choose Add

vmware

@ Agent Runn...

® Agent Runn...

Pag

Last operation st.. VM State

Install Success Powered On

JIYIEE B

Install Success Powered On

HANDS-ON LABS MANUAL | 607



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Adding a Apache httpd check

Apache HTTPD Instance Settings

status QK ) Activated o

Display Mame * apache hitpd

on ubuntu-0008

Status Page URL * e fhup.nezaeanoazo:so |
User name \‘-./-

Password

S55L CA

SSL Certificate

SSL Key

Skip S5L Verig=ation

El™

1. In the Apache HTTPD Instance Settings, set Status to Activated

2.Under Display Name, type apache httpd

3.Under Status Page URL enter the url for the apache server http://192.168.110.120
4.Click SAVE

Congratulations, you are now monitoring the Apache httpd process on the Linux server ubuntu-0008 !
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NTP daemon check

Services Discovered a‘

* i (») Apache HTTPD

o' ! A;‘mclo: on ubuntu-000&
otocol h

Custom Monitoring G

’_'-) Ping Check

! () UDP Check

*

% TEf Sharl

1. On the (?) Network Time Protocol, click the ellipsis

2.Choose Add

NTP instance settings

MNetwork Time Protocol Instance Settings

Display Name * m \"'/
on ubuntu-0008
e [3)
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1. Under the Network Time Protocol Instance Settings, set Status to Activated
2.Set Display Name to ntp
3.Click SAVE

Congratulations, you are now monitoring the network Time Protocol (NTP) daemon process on the Linux server ubuntu-0008 !

Custom monitoring

Custom Monitoring @

(7) Ping Check

{7) UDP Check

o! {7) TCP Check
'\-_f: {Z) HTTP Check
: 17 Custom Script *

{7) Processes

1. Under Custom Monitoring, behind (?) Custom Script Click the ellipse
2.Choose Add (not shown)

vmware
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Adding the custom script

Manage Custom Scripts

Status -I) Activated

.a"l\.. Fliease exerclse caution before executing any critical commands on the virtual
maching, systam will not che e restrict any kind of script execution

syslog-error-count
on ubuntu-0008

File Path * @ foptivymware/linux_err_count.sh I

Display Mame *

Prefix

Args

Timeout * 50 Seconds
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Under the Manage Custom Scripts we are going to add a script located on the Linux server ubuntu-0008, that will return a value back
to Aria Operations that returns the Number of SYSLOG errors in the last 7 days. In other environments you would probably change that
to 24 hours. See both scripts below

1. Set Display name to syslog-error-count
2.Set the File Path to /opt/vmware/linux_err_count.sh

3.Set the Timeout to 50 Seconds
4 Click SAVE

Here is the Linux script counting SYSLOG errors for the last 24 hours

#!/usr/bin/bash
# Number of SYSLOG errors in the last 24 hours

error_count=$%$(grep -i "error" /var/log/syslog | grep "$(date --date='24 hours ago' '+%b %e')" | wc
echo $error_count

Here is the Linux script counting SYSLOG errors for the last 7 days

#!/usr/bin/bash

# Number of SYSLOG errors in the last 7 days

error_count=$%$(grep -i "error" /var/log/syslog | grep "$(date --date='7 days ago' '+%b %e')" | wc -]
echo $error_count
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Monitoring any Windows service

% Servi

File Action View Help

P ‘| SlEETEY - ‘ s E B Windows Time Properties (Local Computer) X
. Services (Local) lName “| General LogOn Recovery Dependencies A
15} Windows Font Cache Service Senvicename:  'W3ZTime _

16 Windows Image Acquisition (WIA)

- Desplay . s Ti
€, Windows Insider Service name:  Windos Time

&, Windows Installer Description: ~ Maintains date and time synchronizationonal &
?.Q&Windnws License Manager Service :, =ris "du _,’_I‘ _N,I ',:f:"ﬁw, u‘.‘; m_’; ,_“ 5o

'-.S:.?;Winduws Management Instrumentation Paihto ex b

& Windows Media Player Network Shaning Sel ¢ \Windows'\system32\svchost exe & LocalService
i€} Windows Mobile Hotspot Service
€ Windows Modules Installer Satptps: | Automatic -
15, Windows Push Notifications System Service
{6}, Windows Push Notifications User Service_4

-&?«'. Windows PushTolnstall Service Service status:  Running

18} Windows Remote Management (WS-Mana

AEJ‘ Windows Search 2at Stop . K
S Windows Security Service You can specfy the start parameters that apply when you start the service
€& Windows Time from here.

&, Windows Update

Start paramete

15}, Windows Update Medic Service
15}, WinHTTP Web Proxy Auto-Discovery Servid

1€}, Wired AutoConfig
15} WMI Performance Adapter ‘ Cancel Apply
0 WMackct atina Feastar smd Dicamin= A

On any windows server there might be necessary to monitor specific services, for example IS service, DNS Service, SQL Service, etc.

All we need to know is the Service Name from the Windows Services Console (Start>Run>services.msc). In this example we will be
checking a windows server for the Windows Time Service, where the service name is W32Time - the server we will be checking this on
is windows-0010

Let's dive in.
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Windows Service monitoring

Manage Telegraf Agents 2
[ coToperas | vmactions v [ - %
Manage Service Activation
VM Name ‘Operating System Agent status Last operation st.. VM State
o' ubuntu-0008 Ubuntu Linux .. @ Agent Runn Install Success Powered T status B [ ) Activated e
windows-0010 Microsoft Win.. @& Agent Runn.. Install Success Powered C

Display Name *

I time service
|
on windows-0010

W32Time

Custom Monitoring o

Service Name *

(-]~

! (3 Ping Check o \
: () UDP Check I l SAVE I o
: (3) TCP Check (o ) A
i (3) HTTP Check (o

@ ¢ () Custom Script (o)
: ) services o

1. This time, under the manage Telegraf Agents, Expand the Windows server windows-0010 by clicking the expand icon >

2.In front of (?) services, click the Ellipse and Choose Add (not shown)
3.Under the Manage Service Activation, make sure it is Activated
4.Behind Display Name type time service

5.Behind Service Name, type W32Time

6.Click SAVE

Congratulations, You are now monitoring the Time Service on the windows server windows-0010. Other important services could be
1S, MSSQL, DNS, Active Directory, etc.
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Adding a remote ping check

Manage Telegraf Agents

ICMP Check
VM Name Operating System  Agent status Last operation st.. VM State
ubuntu-0008 Ubuntu Linux .. @ Agent Runn.. Install Success Powered C  Status D Act
windows-0010 Microsoft Win @ Agent Runn.  Install Success  Powered

Display Name *
Custem Menitering (D

- —_— ®
3) Ping Check o) e
Count
| i (3) UDP Check e ) Ping Interval
: (3 TCP Check (oD Thmeout
o Deadline
! (3 HTTP Check Aad interface
: (@ Custom Script (o [—
SAVE
: services o

ivated

appserver-ping

on windows-0010

1. Under the Manage Telegraf Agents, In front of (?) Ping Check, click the Ellipse and then Choose Add (not shown)

2.Under the Manage Service Activation, Behind Display Name type appserver-ping
3.Behind FQDN/IP, type the IP address for the Linux Ubuntu-0008 server: 192.168.110.120
4.Number of pings will be just one, behind Count type 1

5.We will ping only every other minute, behind Ping Interval type 120

6.1f nothing has happened within 45 seconds, we have timed out, Behind Timeout type 45

7.Click SAVE

Congratulations, You have just added a ping coming initiated on the wndows server windows-0010, that pings our important

application server ubuntu-0008 every other minute.

vmware
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Adding a remote HTTP check

Manage Telegraf Agents

HTTP Check
WM Maire Operating System  Agent status Last operation £1.. VM State
ubuntu-0008 Ubuntu Linux .. @ Agent Runn.. Install Success Powered C Status I) Activated
windows-0010 Microsoft Win.. @ Agent Runn.  Install Success  Powered C e
Custom Menitering ) e on windows-0010
- : . \ http#192168.110.120
: (©) Ping Check (1) LR -y LU0
- Method * a
i (3) UDP Check (o) Proxy v 4
: (3) TCP Check (o) Response Timeout -
Follow Redirects
@/}3@ HTTP Check CO  goay
: (3) Custom Script (o) Response String Match
) SSLCA
) Services (1

S5L Certificate
S5L Key

Skip host and chain
verification

Headers

Since our application server is very important we would like to see if we can contact it remotely in the network via a HTTP request to see
if it's running OK.

1. Under the Manage Telegraf Agents, In front of (?) HTTP Check, click the Ellipse and then Choose Add (not shown)

2.Under the HTTP Check popup, Behind Display Name type appserver-http

3.Behind URL, type the URL address for the Linux Ubuntu-0008 web-server: http://192.168.110.120

4.Behind Method, type Get

5.1f nothing has happened within 60 seconds, we have timed out, Behind Response Timeout type 60

6.Click SAVE

Congratulations, You have just added a remote HTTP check initiated on the windows server windows-0010, that does a HTTP request
towards our web application server ubuntu-0008.
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Show me the apps

Applications

& Applications Home @ GO TO DETAILS

@ Manage Telegraf Agents

Name

@ Manage SDMP Services & apache on ubuntu-0008
vRealize Operations Cluster-aria-ops

ZIEIS v
ntp on ubuntu-0008
> Environments Iapacﬁe o Ubuntu-000E I e \-/

> Groups and Applications

0 Manage Applications

~ All Objects

> & container
> & Loginsight
> @ NSX-T

> g1 Service Discovery Adapter -

-
paany

> La VMware Aria Automation i

> [P vCenter

> [@ vMware Aria Operations Ap...

ubuntu-0008

1. Under Applications click Applications Home

2.Under the listed application Names, click the name apache on ubuntu-0008

Hover the services and apps to see information about them (highlighted)
3.Click the table view icon

vmware
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Application table view

Applications Home

x| 1 )

Name

& apache on ubuntu-0008

vRealize Operations Cluster-aria-ops

&N
ntp on ubuntu-0008
Name Object Type 4 Adapter Type
apache on ubuntu-0008
£ ubuntu-0008 Virtual Machine vCenter
= apache on ubuntu-0008 Apache HTTPD Application VMware Arla Operations Application Management Pack
= apache httpd on ubuntu-0008 Apache HTTPD VMware Aria Operations Application Management Pack

Review the application or daemon in the table.

Our successful integration of Custom Monitoring functionalities, including but not limited to Operating System Monitoring, Windows
Service Monitoring, Daemon/Process Monitoring, Application Monitoring, Custom Script Monitoring, and Remote Checks, it becomes
imperative to effectively visualize and leverage the collected metrics. By creating intuitive and informative dashboards, or alternatively,
the ability to navigate through the available metrics for analysis and utilization purposes. Let's jump right in.

1. Click GO TO DETAILS
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Find the metrics

Object Browser & * = apache on ubuntu-0008

» Environment (&l Objects) sSummary » /4 Metrlcsl Capacity

@ - ~spache HTTPD

&P 5 custom script

Recommended Actions
Me
n D Linux OS ( Q
¥ (‘apache HTTFD o
&P & network Time Protocol \,o,.f \AR (1}

(1 wirtual Machine (Custom script (1]
ubuntu-0008 lCLinux 05 “:‘

< Datastore |_':_‘-'\|et\‘.'mt< Time Brotocal “‘1
@ - Apache HTTPD Application (Datastore L)
apache on ubuntu-0008 I:Virlua\ Machine Q_:']

& vMware Aria Operations Application Ma

n H. Universe

1. From the Summary page, click on Virtual Machine and then click ubuntu-0008

2.Click on Metrics
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Show me the metrics

& ubuntu-0008 SETRGNSES -~aQgAaQpgaDaQAa D 5 VSPHERE SOLUTION'S DEFAULT POLICY (MAY .. ‘P

Summary Alerts Metrics Capacity Compliance Logs Events more...

Bl&Trio A
[ -] @ hol-ubuntu
0(9) VM-RegionAOT-v
(-] El 5-043.corp.m Ej RegionACI-SCSIO = apache hitpd on v
. oo @
.E] Workloads Q Linux OS on uDInl :-I ustom Script on 1 e
. == apache on ubunt — \-/ (_V‘ ntp on ubuntu-00:

[ ] e nto on ubuntu-0c

&~ @ Hlau=srnQe o xe®@®@CcEons
et
sre [ Custom Script on ubuntu-0008
> [2] Badge
<4 - Scriptslsyslog-error-count

D | 5 ) -

tmp-file-count
> [&] VMware Aria Operations Generated
> [&] Properties .0

0340AM 0345AM O03S0AM O0355AM 04:00AM O A 0410 AM  0415AM 0420AM 0425AM O430AM 0435AM D440 AM  04:45 AN

1. Expand Linux OS (3)

2.Highlight Custom script by Clicking on Custom Script on ...
3.Expand Metrics

4. Expand Scripts

5.Double click on syslog-error-count

Note: Our custom script on ubuntu-0008 is constantly returning the number of SYSLOG errors. In this view we can monitor the trend of
that metric of those errors to see if anything have changed in our environment.
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The Ping check

viw VMware Aria Ope wind .-{

Ohject Type

Windows OS5 (WVMware Aria Operations Application Management Pack)

‘irtual Machine
(g windows-0010

©

[# windows2019

Windows 05
B8] Windows O3 on windows-0010

Deployment

T hol-windows

1. At the top search field, type windows

2.Click on the virtual machine windows-0010
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Show the ping availability

& windows-0010 AETIGHE TROUBLESHOOT N RN L L LY {5 VSPHERE SOLUTION'S DI

Summary Alerts IMelricsl Capacity Compliance Logs Events more...

Bl&Xiio® \°/

[:) @ hol-windows
°£Q) VM-RegionAOT-v [ ':3 RegionAOM-ISCSIO L 3PPSErver-hitp on

’ P y &3
& E; windows-0010 =
03acom.m , e
© El esx-03a corp.vm =. Windows OS on E + | appserver-ping or |||
—=F
“D Workloads o rL-ﬂ time service on wi

@‘{c- @~ @ Q (2]
l.

w Metrics .
L. appserver-ping on windows-0010
Availability
> & Badge Availability
> [&] vMware Aria Operations Generated *0
> [&] Properties
=0

0350 AM  0355AM O0400AM O0405AM 0410AM O415AM  0420AM  0425AM 0430AM O435AM  0D440AM  0445AM O

We are showing the object windows-0010 (highlighted)

1. If not already there, click Metrics

2.Expand Windows OS on (3)

3.Click on appserver-ping on..

4. Expand Metrics

5.Double-click Availability to add it to the view

wr‘ware® HANDS-ON LABS MANUAL | 622



HOL-2401-02-CMP: Getting More Out of It! (Intermediate)

Reviewing the metrics

_Eeaz=grv@]e 0 x ® @ C O ;@

B Custom Script on ubuntu-0008

i
X

Scriptslsyslog-error-count

sQ

=0
Jul16 03:00 AM 06:00 AM 09:00 AM 12:00 PM 03.00 PM 06:00 PM 0900 PM 117 03.00 AM

. appserver-ping on windows-0010

Availability

We can observe that the metrics from both servers are displayed (highlighted). This can often prove useful when comparing and
correlating various metrics from different servers.

1. Resize the metrics column by clicking and dragging
2.To walk through the metrics we have added, we can use the scroll bar

3.To remove the the ubuntu-0008 custom script chart click on the 'X'

Final remarks

Using the Telegraf Agent with Aria Operations by setting Telegraf to output data in a format that Aria Operations can ingest enhances
Aria Operations and extends the capabilities, gives Improved flexibility and scalability in environments with many different systems, and
Consolidates Metrics from Different Sources by collecting the metrics using Telegraf, and centralize these into Aria Operations. This
allows for a unified view of your operations across different platforms and when we correlate events or identify patterns, we can
broaden the scope and not just look at data in isolation.

Conclusion

In this module, we examined Aria Operations ability to monitor processes, services, and applications, leveraging the Telegraf agent for
both Linux and Windows platforms. Aria Operations gathered crucial utilization metrics and initiated alerts for process or service
downtime. Native application monitoring was facilitated via the Aria Operations Telegraf Agent, with additional requirements for some
applications referenced in the documentation.
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We explored the Discover Services and Monitor Applications functionalities. Discover Services employs the VMware Tools agent to
monitor processes and services, while Monitor Applications utilizes an open-source Telegraf agent for metric collection from managed
VMs. In summary, Discover Services offers more configuration information, whereas Monitor Applications provides a wider range of
performance metrics. The choice between these functionalities depends on the specific objectives of your operations.

You&#39;ve finished the module

Congratulations on completing this lab module.
If you are looking for additional information, please visit the Aria Operations Documentation

From here you can:

1. Click to advance to the next page and continue with the next lab module
2.0pen the TABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Conclusion

Learning Path Next Steps!

Learn More about Modern Apps and Cloud Management on Tech Zone

* Learn
*Try
*What' s New

Visit https://via.vmw.com/LearnMACM
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