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Lab Overview - HOL-2401-03-CMP - AriaLab Overview - HOL-2401-03-CMP - Aria Operations - BecomingOperations - Becoming AA PowerPower User (Advanced)User (Advanced)

[2][2]Lab DescriptionLab Description

Get familiar with Custom Alerts and Notifications. Use Application Monitoring features and Workload Placement for optimization.
Explore Custom Dashboards, Reports, and Super Metrics.

[3][3]Lab GuidanceLab Guidance

Welcome! This lab is available for you to repeat as many times as you want. To start somewhere other than the beginning, use the TableWelcome! This lab is available for you to repeat as many times as you want. To start somewhere other than the beginning, use the Table
of Contents in the upper right-hand corner of the Lab Manual or click on one of the modules below.of Contents in the upper right-hand corner of the Lab Manual or click on one of the modules below.

•Module 1 - Configuring and Managing Alert NotificationsModule 1 - Configuring and Managing Alert Notifications (30 minutes) (Advanced)

•Module 2 - Creating a Custom Alert DefinitionModule 2 - Creating a Custom Alert Definition (30 minutes) (Advanced)

•Module 3 - Application Monitoring with VMware Aria OperationsModule 3 - Application Monitoring with VMware Aria Operations (30 minutes) (Advanced)

•Module 5 - Workload Placement Module 5 - Workload Placement –– Running Host Based Optimization Running Host Based Optimization (30 minutes) (Advanced)

•Module 6 - Report Generation in VMware Aria OperationsModule 6 - Report Generation in VMware Aria Operations (15 minutes) (Basic)

•Module 7 - Creating Custom Dashboards for VMware Aria OperationsModule 7 - Creating Custom Dashboards for VMware Aria Operations (15 minutes) (Basic)

•Module 8 - Enhancing depth of VMware Aria Operations with Super MetricsModule 8 - Enhancing depth of VMware Aria Operations with Super Metrics (15 minutes) (Basic)

Lab Captains:Lab Captains:

•Module 1 - Bengt Grønås, Senior Specialist Solution Engineer, NorwayModule 1 - Bengt Grønås, Senior Specialist Solution Engineer, Norway

•Module 2 - Bengt Grønås, Senior Specialist Solution Engineer, NorwayModule 2 - Bengt Grønås, Senior Specialist Solution Engineer, Norway

•Module 3 - Bengt Grønås, Senior Specialist Solution Engineer, NorwayModule 3 - Bengt Grønås, Senior Specialist Solution Engineer, Norway

•Module 5 - Bengt Grønås, Senior Specialist Solution Engineer, NorwayModule 5 - Bengt Grønås, Senior Specialist Solution Engineer, Norway

•Module 6 - Greg Sylvestre, Senior Solution Engineer, USModule 6 - Greg Sylvestre, Senior Solution Engineer, US

•Module 7 - Greg Sylvestre, Senior Solution Engineer, USModule 7 - Greg Sylvestre, Senior Solution Engineer, US

•Module 8 - Greg Sylvestre, Senior Solution Engineer, USModule 8 - Greg Sylvestre, Senior Solution Engineer, US

This lab manual can be downloaded from the Hands-on Labs document site found here:

http://docs.hol.vmware.comhttp://docs.hol.vmware.com

This lab may be available in other languages. To set your language preference and view a localized manual deployed with your lab,
utilize this document to guide you through the process:

http://docs.hol.vmware.com/announcements/nee-default-language.pdfhttp://docs.hol.vmware.com/announcements/nee-default-language.pdf

[4][4]First time using Hands-on Labs?First time using Hands-on Labs?

Welcome! If this is your first time taking a lab review the VMware Learning Platform interface and features before proceeding.

For returning users, feel free to start your lab by clicking next in the manual.
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[5][5]You are ready....is your lab?You are ready....is your lab?

The lab console will indicate when your lab has finished all the startup routines and is ready for you to start. If you see anything other
than "Ready", please wait for the status to update. If after 5 minutes your lab has not changed to "Ready", please ask for assistance.
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Module 1 - Configuring and Managing Alert Notifications (35 minutes) AdvancedModule 1 - Configuring and Managing Alert Notifications (35 minutes) Advanced

[7][7]IntroductionIntroduction

Upon completing this lab, you will be able to:

•Create a Notification using a Webhook and email.

•Customize a payload template.

Creating notificationsCreating notifications using WebHooks or email serves many purposes. By leveraging notifications, you stay informed, collaborate
effectively, respond promptly, and continuously improve your IT operations. It's the key to a proactive, integrated, and optimized
environment.

Real-time NotificationsReal-time Notifications: Webhooks facilitate real-time notifications, ensuring that relevant parties receive alerts promptly. This timely
delivery helps facilitate faster incident response, reducing downtime and minimizing the impact on your environment.

A payload templateA payload template acts as a customization blueprint for webhook notifications. It allows us to design the structure and content of the
payload sent to external systems or applications. You can populate the payload with key information from the triggering event, ensuring
it meets the recipient's requirements and enables informed actions. We can include specific information, such as alert details, impacted
objects, timestamps, or any other relevant data, providing comprehensive context to aid in incident investigation and resolution.

Think of it as your creative tool to curate valuable and tailored data, empowering external systems to make swift and effective
responses.

Note: This Lab is mostly on how to prepare for creating Alerts

[8][8]Log in to Aria OperationsLog in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.

[9][9]Open the Firefox Browser from the Windows Task BarOpen the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch FirefoxFirefox.

1. Click the FirefoxFirefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.
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[10][10]Navigate to Aria OperationsNavigate to Aria Operations

1. Click the Aria OperationsAria Operations bookmark in the bookmarks toolbar.
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[11][11]Log in to Aria OperationsLog in to Aria Operations

Aria Operations is integrated with VMware Workspace ONE Assist (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If it is not, then you will need to select it.

1. Click the drop-down arrowdrop-down arrow and select vIDMAuthSourcevIDMAuthSource if it is not already selected.

2.Click REDIRECTREDIRECT to be taken to the authentication page.
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[12][12]VMware Identity Manager LoginVMware Identity Manager Login

VMware Identity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign inSign in

[13][13]Notification using WebhooksNotification using Webhooks

WebhooksWebhooks enhance Aria Operations by providing real-time, customizable alert mechanisms for promote proactive incident
management

When a specified alert condition is met, the webhook notifications trigger an HTTP POST request containing a JSON payload. This
payload encapsulates alert details, name, criticality, and other relevant data. The destination of these notifications is set as a URL
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endpoint.

Webhooks provide substantial flexibility, we can configure webhooks to trigger remediation actions, integrate with ticketing systems, or
notify on-call staff via communication tools.

Let's have a look on how to set up outgoing notigications with webhooks

[14][14]The Alerts PageThe Alerts Page

Let's find our alerts page where we will be configuring notifications using Webhook

1. In the left menu, click ConfigureConfigure

2.Click AlertsAlerts
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[15][15]The Webhook receiverThe Webhook receiver

We are going to find the address for the webhook receiverwebhook receiver we have enabled in the lab. We will have to use that address when we are
going to configure Aria Operations to send webhooks to it.

1. On the Firefox menu, click HOL AdminHOL Admin

2.Next, let's Right-ClickRight-Click WebhookWebhook

3.Select Open in New WindowOpen in New Window
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[16][16]Webhook Tester unique URLWebhook Tester unique URL

1. On the URL that was created for us, click copy to clipboardcopy to clipboard

Note: Do NOT close the window,

Use ALT+TABALT+TAB or the taskbar to get back to the Aria Operations window (not shown)
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[17][17]The Outbound settingsThe Outbound settings

1. In the Alerts page in Aria Operations, click Outbound SettingsOutbound Settings
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[18][18]Outbound SettingsOutbound Settings

1. In the Outbound settings, Under Outbound Instances, click ADDADD
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[19][19]New Outbound InstanceNew Outbound Instance
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We are about to create a new Outbound Instance using Webhook

1. From the drop-down menu for Plugin Type, choose Webhook Notification Plugin.Webhook Notification Plugin.

2.For the Instance Name, type something you can recognize, simply Outbound WebHook Instance.Outbound WebHook Instance.

3.For the URL, we previously copied the link, Paste the link.Paste the link.

4.To test this configuration, click TEST.TEST.

[20][20]Validation successfulValidation successful

1. Clik OKOK

NOTE: Do not close he Aria Operations window, use ALT+TABALT+TAB or the taskbar to go to the Webhook Receiver.
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[21][21]The Webhook testerThe Webhook tester

1. Scroll down to see the results properly

Congratulations! We have received our first webhook from Aria Operations. As you can see from the payload structure and content,
several parameters and values are coming across.

In a real life use case we would probably have to review any documentation or specifications provided by the endpoint service to ensure
we understand how the data should be formatted. Using Payload Templates will help us stay within these boundaries.

NOTE: Again Do not close this window, Again use ALT+TABALT+TAB or the taskbar to get back to Aria Operations window.
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[22][22]Save the Outbound Webhook InstanceSave the Outbound Webhook Instance

1. To save our new Outbound Webhook Instance, just click SAVESAVE
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[23][23]Back to AlertsBack to Alerts

1. To get back to the Alerts, Click AlertsAlerts (any of the two places)

[24][24]Notifications using emailNotifications using email

Creating notificationsCreating notifications using email serves many purposes. By leveraging notifications, you stay informed, collaborate effectively, respond
promptly, and continuously improve your IT operations. It's the key to a proactive, integrated, and optimized environment.
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[25][25]Outbound settingsOutbound settings

We are also going to set up the outbound settings for an email server.

1. Click Configure> AlertsAlerts

2.Click Outbound settingsOutbound settings

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  2 0



[26][26]Add outbound instanceAdd outbound instance

1. To add a new outbound instance, Click AddAdd
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[27][27]Create New Outbound InstanceCreate New Outbound Instance
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Let's add a receiving E-mail server and a group of professional Operations Administrators to receive alerts via email from Aria
Operations.

1. For Plugin type, choose Standard Email PluginStandard Email Plugin

2.Add an Instance name Outbound email InstanceOutbound email Instance

3.Our SMTP Host mail.corp.vmbeans.commail.corp.vmbeans.com

4.SMTP port 2525

5.Sender Email Address AriaOps@corp.vmbeans.comAriaOps@corp.vmbeans.com

Note: Our sender email address needs to be with a valid domain with an MX record, and since this is a closed off installation

with no internet access or access to external systems, we need to use the corp.vmbeans.com domain.

6.As the Sender Name, fill in your own name instead of YourNameGoesHereYourNameGoesHere

7. In the Received Email Address field, add the group of admins to receive emails from Aria Operations, type

holadmin@corp.vmbeans.comholadmin@corp.vmbeans.com

8.Click TESTTEST

[28][28]Validate ConnectionValidate Connection

After you have clicked TEST to validate the connection to our internal mailserver with the credentials we have provided

1. Click OKOK

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  2 3



[29][29]Save instanceSave instance

1. Click SaveSave
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[30][30]Start the email applicationStart the email application

We have a local email server from poste.io that receives all emails we send in our lab.

1. Add a new TAB in the browser by pressing CTRL+T or clickclick the '+'the '+'

2.Click the menu bar HOL AdminHOL Admin

3.Choose MailMail
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[31][31]Email Server LoginEmail Server Login

1. Username holadmin@corp.vmbeans.comholadmin@corp.vmbeans.com

2.password VMware1!VMware1!

3.Click LOGINLOGIN
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[32][32]Confirm email receptionConfirm email reception

1. In the left menu, click MailMail

2.Click the first email in the Inbox received today Test email from ..Test email from ..

3.Click DetailsDetails

4.Delete this email by clicking DeleteDelete

Note: Do not close this tab, just leave it, go back to the previous tab with Aria Operations (not shown)

[33][33]Payload templatesPayload templates

Let's continue to prepare for a better environment for Alerts by creating custom Payload template.
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[34][34]Why Payload TemplatesWhy Payload Templates

By leveraging notifications, you stay informed, collaborate effectively, respond promptly, and continuously improve your IT operations.
It's the key to a proactive, integrated, and optimized environment.

A payload templateA payload template acts as a customization blueprint for notifications. It allows us to design the structure and content of the payload
sent to external systems or applications. You can populate the payload with key information from the triggering event, ensuring it meets
the recipient's requirements and enables informed actions. We can include specific information, such as alert details, impacted objects,
timestamps, or any other relevant data, providing comprehensive context to aid in incident investigation and resolution.

Think of it as your creative tool to curate valuable and tailored data, empowering external systems to make swift and effective
responses.

With this in mind let's customize two payload templates to use with email and webhooks.
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[35][35]Opening Payload TemplatesOpening Payload Templates

To get to the Payload templates page

1. Click ConfigureConfigure

2.Click AlertsAlerts

3.Click Payload TemplatesPayload Templates
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[36][36]The default Email TemplateThe default Email Template

1. Click the blue text Default Email TemplateDefault Email Template

Note: You see some of the text and variables that can be used for a template.

2.Click the ellipsisellipsis

3.Choose CLONECLONE
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[37][37]Step 1 - cloning email templateStep 1 - cloning email template

We are creating a new version for our company to use this as a template for information we need sent to us by email every time a
notification is triggered from Aria Operations

1. Give this payload template a meaningful name, for simplicity I've typed Company Email TemplateCompany Email Template

2.For the description Email template we use in our companyEmail template we use in our company

3.Leave the value Standard Email PluginStandard Email Plugin

4.Click NextNext
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[38][38]Add host objectsAdd host objects

1. To easily find host object type. Start typing hosthost

2.Select Host SystemHost System
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[39][39]Add VM ObjectAdd VM Object

1. To easily find Virtual Machine object type. Start typing virtvirt

2.Select Virtual MachineVirtual Machine

3.Click NextNext
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[40][40]Payload email Subject detailsPayload email Subject details

1. Choose the default radio buttonsdefault radio buttons

2.Click New AlertNew Alert

We would like to clean up the Subject.

3.Edit or delete the subject, and replace with ${ALERT_CRITICALITY} - New ${ALERT_TYPE} ${ALERT_SUBTYPE}, on${ALERT_CRITICALITY} - New ${ALERT_TYPE} ${ALERT_SUBTYPE}, on

${RESOURCE_KIND}: ${RESOURCE_NAME}, [${RESOURCE_KIND}: ${RESOURCE_NAME}, [

4.From the Parameters column, copy $(CREATE_TIME) by clicking the copy iconcopy icon,

5.Click the empty space after ${RESOURCE_NAME} and PastePaste with CTRL+VCTRL+V into the Subject Window

The Complete Subject string could look like this: ${ALERT_CRITICALITY} - New ${ALERT_TYPE} ${ALERT_SUBTYPE}, on${ALERT_CRITICALITY} - New ${ALERT_TYPE} ${ALERT_SUBTYPE}, on
${RESOURCE_KIND}: ${RESOURCE_NAME}, [ at ${CREATE_TIME} ]${RESOURCE_KIND}: ${RESOURCE_NAME}, [ at ${CREATE_TIME} ]

Notice I added the word 'at' and a square bracket [] around the CREATE TIME tom make it readable for my company.

Up next is to change the body
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[41][41]Payload Body detailsPayload Body details

1. To see expand the view of the Body and Parameters use the Window Scroll downWindow Scroll down

2.To see more Parameters use the Parameters Scroll Down/UpParameters Scroll Down/Up

3.To edit the complete Body, Use the Body Window Scroll Down/UpBody Window Scroll Down/Up

4.Let's edit, cut'n'paste, and add Parameters to change the top of the body to what the picture above shows: TheThe

RESOURCE_KIND: RESOURCE_NAME is acting abnormally since CREATE_TIMERESOURCE_KIND: RESOURCE_NAME is acting abnormally since CREATE_TIME

Notice we made resource_name and create_time Blue! This means that the virtual machine name and the time of the alert will be
shown in Blue color to force our eyes to focus on WHEN something happened to WHAT.

The result of this top part of the body would be something like this:

The VirtualMachine:The VirtualMachine: ubuntu-0008ubuntu-0008 is acting abnormally sinceis acting abnormally since Wed Jun 28 13:34:15 UTC 2023Wed Jun 28 13:34:15 UTC 2023

This is your chance to showcase your abilities and give it your all, pouring in maximum effort, energy, and enthusiasm without holding
back. However, for now, we will simplify our email alert template to avoid going overboard and keep it short, concise, and straight to
the point. This will enable us to swiftly address and investigate any arising problems, ensuring clarity and ease of understanding for all IT
administrators involved.

Let's continue:
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[42][42]

1. We want a more simple and cleaner template, and here is One suggestion on how we could format our e-mail template to

make it concise. Try to fill in most of these valuesmost of these values, or edit as you see fit

2.Add your name and your company Created By YourName at YourCompanyCreated By YourName at YourCompany

3.Click CREATECREATE
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[43][43]The finished resultThe finished result

Congratulations!Congratulations! You have now finished a cool new Payload template for email notifications.

1. To get an overview of the finished result, Click on Company Email TemplateCompany Email Template

The next step is to edit this Payload template and make the Updated Alert and the Canceled Alert just as good as the New Alert we just finished

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  3 7



[44][44]

1. On the Company Email Template, click the ellipseellipse

2.Choose EditEdit

3.In the Edit Payload Template page Click Payload DetailsPayload Details (Not Shown)
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[45][45]Changing the Updated AlertChanging the Updated Alert

1. Make sure you are at the Updated AlertUpdated Alert

2.Change the Subject to ${ALERT_CRITICALITY} - UPDATED${ALERT_CRITICALITY} - UPDATED ALERT ${ALERT_TYPE} ${ALERT_SUBTYPE}, onALERT ${ALERT_TYPE} ${ALERT_SUBTYPE}, on

${RESOURCE_KIND}: ${RESOURCE_NAME}, [${UPDATE_TIME}]${RESOURCE_KIND}: ${RESOURCE_NAME}, [${UPDATE_TIME}]

3.Change the body by copying most of the Body from the New Alert to the Updated Alert Body.Updated Alert Body. Edit the Body to mostly look

like this image, it does not need to be perfect.
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[46][46]Changing the Canceled AlertChanging the Canceled Alert

1. Make sure you are at the Canceled AlertCanceled Alert

2.Change the Subject to ${ALERT_CRITICALITY} - CANCELLED ALERT ${ALERT_TYPE} ${ALERT_SUBTYPE}, on${ALERT_CRITICALITY} - CANCELLED ALERT ${ALERT_TYPE} ${ALERT_SUBTYPE}, on

${RESOURCE_KIND}: ${RESOURCE_NAME}, [${CANCEL_TIME}]${RESOURCE_KIND}: ${RESOURCE_NAME}, [${CANCEL_TIME}]

3.Change the body by copying most of the Body from the Updated Alert Body to the Canceled Alert Body.Canceled Alert Body. Edit the Body to

mostly look like this image, it does not need to be perfect in this Lab
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[47][47]Save, I mean UpdateSave, I mean Update

1. Remember to save the updates by clicking UPDATEUPDATE

[48][48]ConclusionConclusion

What did we do here?What did we do here?

Well, you are now prepared to make an alert system and send meaningful emails as New alerts (Something has happened to an object)
and get updates (meaning the problem is still there, or has escalated) and see when the alert has been canceled (meaning the problem
has gone away)

When you get back to the office, you can also edit and customize your own Payload template for the webhooks as well, depending if
you would like more or less instant alerts or not.

What happens in the next module?What happens in the next module?

In the next module we will create an Alert Definition,Alert Definition, where we will define the conditions that indicate high CPU usage on a VM. For
example, set a threshold of CPU usage exceeding 70-90% for a duration of 5 minutes and configure the severity level for the alert, such
as "High" or "Critical," based on the impact of high CPU usage.

[49][49]ConclusionConclusion

•This module has equipped you with the essential skills to create notifications using webhooks and email. By mastering the

customization through payload templates, you can design and deliver comprehensive information to external systems,

enabling swift and informed actions.

•Real-time notifications facilitated by webhooks ensure timely alerts for prompt incident response, minimizing downtime and

optimizing your IT operations.
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•This lab emphasized the importance of leveraging notifications as a proactive measure, fostering collaboration, and

continuously improving your environment. By embracing these techniques, you can create a proactive, integrated, and

optimized system that enhances your overall productivity.

[50][50]You&#39;ve finished Module 1You&#39;ve finished Module 1

Congratulations on completing the lab module.

If you are looking for additional general information on vRealize Operations 8.4, try one of these:

•VMware Product Public Page - Aria Operations:VMware Product Public Page - Aria Operations: https://docs.vmware.com/en/VMware-Aria-Operations/index.html

•Aria Operations 8.12.1 - Release Notes:Aria Operations 8.12.1 - Release Notes: https://docs.vmware.com/en/VMware-Aria-Operations/8.12.1/rn/vmware-aria-

operations-8121-release-notes/index.html

From here you can:

1. Click to advance to the next page and continue with the next lab module

2.Open the TABLE OF CONTENTSTABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 2 - Creating a Custom Alert Definition (25 minutes) IntermediateModule 2 - Creating a Custom Alert Definition (25 minutes) Intermediate

[52][52]IntroductionIntroduction

By the end of this guide, you'll have understanding of creating and managing custom alert definitions and notifications in Aria
Operations, allowing for proactive monitoring, faster issue detection, and expedited response actions in your VMware infrastructure.

Upon completing this lab, you will be able to:

•Understand Alerts, Symptoms, Recommendations and Actions

•Build a custom Alert Definition

•Simulate issues in the environment to demonstrate how to customize the alerts

•Utilize the different ways alerts can be used based on the critical nature or other characteristics of the monitored infrastructure

[53][53]Log in to Aria OperationsLog in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.

[54][54]Open the Firefox Browser from the Windows Task BarOpen the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch FirefoxFirefox.

1. Click the FirefoxFirefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.
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[55][55]Navigate to Aria OperationsNavigate to Aria Operations

1. Click the Aria OperationsAria Operations bookmark in the bookmarks toolbar.
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[56][56]Log in to Aria OperationsLog in to Aria Operations

Aria Operations is integrated with VMware Workspace ONE Access (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If it is not, then you will need to select it.

1. Click the drop-down arrowdrop-down arrow and select vIDMAuthSourcevIDMAuthSource if it is not already selected.

2.Click REDIRECTREDIRECT to be taken to the authentication page.
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[57][57]VMware Identity Manager LoginVMware Identity Manager Login

VMware Identity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign in.Sign in.

[58][58]Custom Alert DefinitionCustom Alert Definition

We will create a custom Alert sent via email using our Custom Payload we have created earlier. We will create an Alert definition with
symptoms
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[59][59]The holistic approachThe holistic approach

By leveraging Symptom Definitions, Alert Definitions, Notifications, and Recommendations, Aria Operations enables IT operations
teams to monitor, detect, and respond to potential issues or deviations from desired states in their VMware infrastructure. This holisticholistic
approachapproach helps ensure efficient resource utilization, proactive problem management, and improved overall operational efficiency within
the IT environment.

1. Symptom Definitions:Symptom Definitions: Define the specific metrics, conditions, or thresholds that indicate the presence of a problem or an

abnormal behavior.

2.Alert Definitions:Alert Definitions: Rules or conditions that determine when an alert should be triggered based on the occurrence or

combination of specific symptoms.

3.NotificationsNotifications Can be delivered through email, and are the means through which relevant stakeholders are informed about

triggered alerts or events. When an alert is generated based on the defined criteria, We send notifications to administrators,

IT teams, or other designated recipients.

4.RecommendationsRecommendations Provide actionable insights and guidance to address or resolve the issues identified by the monitoring

system. These recommendations are based on VMware's knowledge base, best practices, and experience with similar

situations to help with remediation steps to mitigate risks or resolve problems within the environment.
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[60][60]Our ScenarioOur Scenario

We need to create a custom Alert sent via email using our Custom Payload template from Module 1 - Configuring and Managing AlertModule 1 - Configuring and Managing Alert
NotificationsNotifications.

During this process we will use our own Symptoms and not utilize any Out of the box Symptom definitions. We will concentrate on the
CPU DemandCPU Demand metric to tell us when Virtual Machines are working too hard. These are delicate servers and can not be overloaded, so by
'hard' we mean 70% is a warning, 80% is a immediate alert, and a 90% is a critical Alert. The VMs we're monitoring are connected to a
specific policy.

CPU Demand(%)CPU Demand(%) Is a metric that helps to understand how much of the CPU resources a virtual machine (VM) needs, regardless of any
contention or limits. The key point to note here is that CPU Demand represents the 'need' for CPU resources, not the actual usage.

Testing:Testing: We will validate the configuration by simulating high CPU usage on the VMs. We will monitor the email system, as explained in
the lesson Start the email applicationStart the email application in module 1, to confirm that the alert is triggered, that our Payload Template works and that the
defined symptom and conditions are correctly identified.

With this as a background, the next natural step is to create an Alert Definition!
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[61][61]Open Alert definition pageOpen Alert definition page

1. Click ConfigureConfigure

2.Click AlertsAlerts

3.Click Alert DefinitionsAlert Definitions
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[62][62]Review Out of the box contentReview Out of the box content

1. Let's search for Demand, in the Filter box type demanddemand and press EnterEnter

Notice the name of the Alert Definitions that explains what these Alert Definitions are about

2.To add a New Alert definition, Click ADDADD
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[63][63]Edit Alert DefinitionEdit Alert Definition
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1. Enter a new NameName for our Alert Definition, OurCompany Custom Alert DefinitionOurCompany Custom Alert Definition

2.Enter a DescriptionDescription: Our Company Custom Alert definition. Sets the conditions that determine when an alert should beOur Company Custom Alert definition. Sets the conditions that determine when an alert should be

triggered based on high CPU Demand(%) meaning a high 'need' for CPU resourcestriggered based on high CPU Demand(%) meaning a high 'need' for CPU resources

3.As the Base Object TypeBase Object Type choose Virtual MachineVirtual Machine

4.Expand the AdvancedAdvanced section by clicking the arrowarrow

5.Make sure the Criticality is based on the symptoms, choose Symptom BasedSymptom Based

6.For the Alert Type we will change from Application Performance to Virtualization Performance,

Choose Virtualization/Hypervisor PerformanceVirtualization/Hypervisor Performance

7.Click NEXTNEXT

[64][64]Add the metricsAdd the metrics
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1. In the Search Box, Type DemandDemand, and press ENTERENTER

2.To create a set of symptoms Drag and DropDrag and Drop the CPU Demand (%) metric 3x times3x times
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[65][65]Change the Symptoms conditionsChange the Symptoms conditions
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1. Behind The set is met when, Change from All to AnyAny

2.Set the if CPU|Demand (%) > than respective, 70, 80, and 9070, 80, and 90 percent

3.Behind mark as, choose warning, immediate, and Criticalwarning, immediate, and Critical respectively

4.Click NextNext

[66][66]Adding RecommendationsAdding Recommendations

1. Search for cpu related recommendations, in the search field type cpu and press enterSearch for cpu related recommendations, in the search field type cpu and press enter

2.Drag recommendationsDrag recommendations into sets into your alert and order them by priority.

3.Click NextNext

Note: Pay notice to which recommendations that has Actions attached to them
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[67][67]Attach policiesAttach policies

Normally we would select a specific policy that were made for certain Application Servers, a business unit, or a grouping of objects.
Policies are normally used for Resource Allocation, Compliance and SLA Requirements, Business Priorities, or Experimentation andResource Allocation, Compliance and SLA Requirements, Business Priorities, or Experimentation and
Testing.Testing.

1. Tick the check markcheck mark on All policiesAll policies

2.Click CreateCreate

CONGRATULATIONS!

We have now finished creating an alert definition with symptoms, the last task is to Create a Custom Notification that will use this Alert
definition and also use the previously created Payload templatesPayload templates from Module 1, to send mail using the Add outbound instanceAdd outbound instance

On to the next..

[68][68]Custom NotificationsCustom Notifications

NotificationsNotifications can be delivered through email and are the means through which relevant stakeholders are informed about triggered
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alerts or events. When an alert is generated based on the defined criteria, We send notifications to administrators, IT teams, or other
designated recipients.

In this lesson we will utilize everything we have added to our Alerts until Now.

[69][69]Notifications PageNotifications Page

1. Click ConfigureConfigure

2.Click AlertsAlerts

3.Click NotificationsNotifications
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[70][70]Add NotificationAdd Notification

1. On the Notifications page, Click ADDADD
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[71][71]Notification propertiesNotification properties

1. Since we already have used "OurCompany", In the NameName box, Type OurCompany Email NotificationOurCompany Email Notification

2.In the DescriptionDescription, type Send Email Notifications using Company email payload template when Alert definition OurCompanySend Email Notifications using Company email payload template when Alert definition OurCompany

Custom Alert Definition is triggeredCustom Alert Definition is triggered

3.Make sure NotificationsNotifications are activatedactivated as shown

4.Click NEXTNEXT
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[72][72]Choosing Alert scopeChoosing Alert scope

1. Under Alert Scope, Under CategoryCategory, Click the Drop down boxDrop down box

2.Change from All Alerts to Alert definitionAlert definition
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[73][73]Adding our Alert DefinitionAdding our Alert Definition

1. In the search box, type OurCompOurComp and Press ENTERENTER

2.Drag and Drop the OurCompany Custom Alert DefinitionOurCompany Custom Alert Definition

3.Click OKOK
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[74][74]Alert scope resultAlert scope result

1. Click NEXTNEXT
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[75][75]Outbound MethodOutbound Method

1. For Outbound MethodOutbound Method, Choose Standard Email PluginStandard Email Plugin

2.Choose our previously created Outbound email instanceOutbound email instance from Create New Outbound Instance in Module 1 - Configuring and

Managing Alert Notifications

3.Click NEXTNEXT
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[76][76]Select Payload TemplateSelect Payload Template
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1. Under Payload TemplatePayload Template, Select the Company Email TemplateCompany Email Template

Note: We created The Custom Payload Template in the Chapter Payload templates in Module 1 - Configuring and Managing

Alert Notifications

2.Set the Recipient(sRecipient(s) to holadmin@corp.vmbeans.comholadmin@corp.vmbeans.com

3.Set the Notify againNotify again to 11 minute

4.Set the Max NotificationsMax Notifications to 55

5.Click CREATECREATE

[77][77]Prepare for AlertsPrepare for Alerts

We are going to test our alerts for the next 10 minutes, but to narrow down the results, we will filter out what we don't need.

1. Click TroubleshootTroubleshoot

2.Click AlertsAlerts

3.Click the filter Iconfilter Icon

4.ImpactImpact select HealthHealth

5.Alert TypeAlert Type select Virtualization/HypervisorVirtualization/Hypervisor

6.Alert SubtypeAlert Subtype select PerformancePerformance

7.StatusStatus select ActiveActive

8.Click APPLYAPPLY
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[78][78]Ready for alertsReady for alerts

We are ready for our specific alerts. Remember that the alerts will take some 5-10 minutes to show up since Aria Operations have
collection cycles every 5 minutes

1. During our test, RefreshRefresh this page
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[79][79]Preparing the Email clientPreparing the Email client

1. In the Browser, Click HOL AdminHOL Admin

2.Right ClickRight Click on MailMail

3.Choose Open In New WindowOpen In New Window
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[80][80]Log In to the email clientLog In to the email client

1. Type holadmin@corp.vmbeans.comholadmin@corp.vmbeans.com

2.Type VMware1!VMware1!

3.Click LOGINLOGIN
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[81][81]Prepare &quot;the blast&quot;Prepare &quot;the blast&quot;

We will now copy some scripts over to an Ubuntu server to run a little CPU stress. The script: linux_cpu_stress.shlinux_cpu_stress.sh will help us create
CPU load for approximately 10 minutes10 minutes. During this time period, we will get e-mails and Aria Operations Alerts.

1. In the console, start a windows explorerexplorer window, click on the symbol on the taskbar

2.Go to the path; C:\hol-2401-lab-files\labfiles\HOL-2401-03C:\hol-2401-lab-files\labfiles\HOL-2401-03

3.To start copying files, and transport them over to the /root folder on the Ubuntu VM called ubuntu-008 Double-Click on theDouble-Click on the

windows script file prework.cmdwindows script file prework.cmd
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[82][82]Use PuttyUse Putty

We will use putty to connect to the linux server to run the CPU Stress script.

1. In the Console, on the taskbar, start puttyputty

2.Scroll to find holuser@ubuntu-0008holuser@ubuntu-0008

3.Click LoadLoad

4.Click OpenOpen
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[83][83]Become rootBecome root

1. In the python console, type sudo su -sudo su - and press ENTERENTER

2.Enter the password VMware1!VMware1! (hidden) and press ENTERENTER

3.To ensure you are in the /root catalog, enter the command pwd and press ENTERENTER

4.For a long listing (ll), Enter the command llll and press ENTERENTER

Note: You should see the shell scripts we are going to use, listed in a horrifying green color (highlighted)
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[84][84]Bring the noiseBring the noise

Be ready with your mail client and Aria Operations alert page open. As soon as we start this script, it will generate CPU traffic for
approximately 10 minutes, and then die.

1. Start the CPU Stress test by typing ./linux_cpu_stress.sh./linux_cpu_stress.sh and then hit ENTERhit ENTER

Note: You can use Alt+TabAlt+Tab to jump to your email client and Aria Operations to see what happens,
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[85][85]The refreshing gameThe refreshing game

1. If we put both the ARIA Operations Alert Page and the mail client side by side, it is easier to click the Refresh button on both

and monitor for alerts

NOTE: Since Aria Operations collects metrics every 5 minutes, we have to do a little waiting, but not for long. Now is a good time to
take a sip of water, check your phone, send a nice text message to your loved ones, get update on the weather, and read the headlines
on your favorite news page.
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[86][86]Using email alerts to tweak our Custom Payload TemplatesUsing email alerts to tweak our Custom Payload Templates
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Our email looks and feel, will be exactly as we planned them, meaning they will look like the Custom Payload template we created in
Payload templatesPayload templates in Module 1 - Configuring and Managing Alert Notifications,Module 1 - Configuring and Managing Alert Notifications, here are some tips on how we could customize them:

1. First: We get 5 CriticalCritical alerts - We should tune the Payload Template to show the word critical with CAPITAL LETTERS. The

second thing about this is "do we really want this to repeat 5 times?"

2.Second: We got updates as long as the error still were active and ongoing. But as the Linux server calmed down it changed

from Critical to WarningWarning, this is what actually fires off an update

3.Third: we get a CANCELEDCANCELED ALERT, this means the problem was either fixed or went away (the CPU load script ran for just 10

minutes)

4.Nicely underway, we got explanations and recommendations we needed to resolve the problem, or wait for the problem to

settle down by itself. Which it does.

[87][87]Aria Operations Critical AlertAria Operations Critical Alert

So firstly we get a red Critical alert. Notice the name is "ourCompany Custom Alert Definition. Maybe the alert definition name could be
a little smarter. Review what we did in the Custom Alert DefinitionCustom Alert Definition chapter. Now that we know what this alert is for, we can just rename
it.

1. We can click the alertclick the alert to investigate more
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[88][88]Recommendation with an ActionRecommendation with an Action

Remember when we set up that alert? We added four recommendations, and one of them lets us power off the VM with just a click! This
capability enables us to swiftly respond and proactively address Alerts that arises, and stay ahead of the game.

1. To turn the pages of the four Recommendations, click the left and right Arrows

Go back to all the alerts (not shown)
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[89][89]WarningsWarnings

After a while, you will see the alert as yellow, meaning we went from a critical level to a warning level. In the picture I've deleted some of
the filters to see more alerts from different create times.

1. Click the warning Alert
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[90][90]Warning AlertWarning Alert

As you can see the warningwarning alert is no different from the critical alert except for what it reports out of what we set as a symptom in our
alert definition in the lesson Change the Symptoms conditionsChange the Symptoms conditions.
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[91][91]ConclusionConclusion

ChallengeChallenge

Try creating an Alert that will use the webhook instead of the email! It should be not be too hard.

Alerts summarizeAlerts summarize

•While there are no ACTIVE alerts, The Alerts window is not showing anything since we

•When the Linux server CPU Load is a total ravage, the alert is showing as New, Red, Critical

•When the Linux server 'cools down' we get an updated warningwarning state

•When the alert is canceled, the alert window will not show an ACTIVE alert, but if we filter out to show all alert, not just active,

we will see previous alerts as well.

This is the end of this lab.

[92][92]ConclusionConclusion

Harnessing the capability to customize alert definitions and notifications in Aria Operations plays an essential role in optimizing the
monitoring and incident response mechanisms of your VMware infrastructure. This segment offered critical insights that facilitate the
proficient customization of these features in alignment with your specific operational requirements. The implementation of such
customizations equips us to uphold proactive monitoring, rapid issue detection, and prompt resolution, leading to an enhancement in IT
operations management and overall infrastructure stability.

[93][93]You&#39;ve finished Module 2You&#39;ve finished Module 2

Congratulations on completing the lab module.

If you are looking for additional general information on Aria Operations, try one of these:

•VMware Product Public Page - Aria Operations:VMware Product Public Page - Aria Operations: https://www.vmware.com/products/aria-operations.html

•Aria Operations - Documentation:Aria Operations - Documentation: https://docs.vmware.com/en/VMware-Aria-Operations/index.html

•Aria Operations -Aria Operations - Configuring Alerts and Actions:Configuring Alerts and Actions: https://docs.vmware.com/en/VMware-Aria-Operations/8.12/Configuring-

Operations/GUID-62D6F047-7743-4B1A-90EF-F97B15D2E408.html

From here you can:

1. Click to advance to the next page and continue with the next lab module

2.Open the TABLE OF CONTENTSTABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 3 - Application Monitoring with VMware Aria Operations (35 minutes) AdvancedModule 3 - Application Monitoring with VMware Aria Operations (35 minutes) Advanced

[95][95]IntroductionIntroduction

Script execution enables task automation and data collection, while analyzing top processes enhances performance and resource
efficiency. We will explore the significance of Aria Operations' script execution and top process analysis, providing insights for
organizations aiming to achieve operational excellence.

•Script Execution: Automate tasks, collect data, and perform custom operations.

•Benefits: Streamline workflows, enhance productivity, and gain deeper insights.

-

•Top Process Analysis: Identify resource consumption, optimize allocation, and troubleshoot performance issues.

•Benefits: Crucial for maintaining optimal performance and resource efficiency.

Lab Captain: Bengt Grønås, Senior Specialist Solution Engineer, NorwayLab Captain: Bengt Grønås, Senior Specialist Solution Engineer, Norway
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[96][96]Introduction to ActionsIntroduction to Actions

[97][97]About Aria Operations ActionsAbout Aria Operations Actions
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"ActionsActions" are tasks you can perform to either obtain data from, or modify, objects in the systems being monitored.

These tasks are generally added by "solutions" and are accessible from various locations within the user interface, including the object
Actions menu, list and view menus, and some dashboard widgets. Actions can also be linked to alert definitions.

Actions can be divided into different categories.

Read Actions:Read Actions: These actions are used to extract data from the target objects.

Update Actions:Update Actions: These actions allow you to make changes to the target objects. For example, if an alert indicates a virtual machine is
low on memory, you could set up a specific action to increase its memory, likely solving the problem.

Ad Hoc Actions:Ad Hoc Actions: On-demand manual tasks such as powering a virtual machine on/off, snapshot deletion, or guest OS reboot.

Recommendations/Automated Actions:Recommendations/Automated Actions: Suggestions for action based on vROps analysis, manually executable or automated per policy.
These may include workload balancing or VM memory enhancement.

Custom Actions:Custom Actions: User-defined actions built on vRealize Orchestrator scripts or workflows, manually or automatically triggered, such as
provisioning a new VM on reaching capacity thresholds.

Scheduled Actions:Scheduled Actions: Actions timed to occur at specific periods, useful for out-of-business-hours operations like maintenance tasks or
batch jobs.

Remediation Actions:Remediation Actions: Actions meant to resolve triggered alerts, either manually executed or automated.

Note: Remember that the actions you can perform will depend on the permissions granted to your user account and the integrations set
up in your Aria Operations environment. Always take care when running actions, especially when automating tasks. A poorly planned
action can unintentionally impact your IT environment."

[98][98]Objects and ActionsObjects and Actions

Actions can be performed on a wide variety of objects that are part of your virtual or physical infrastructure, including but not limited to:

•Virtual Machines (VMs)Virtual Machines (VMs): for example powering on/off, migrating to a different host, increasing/decreasing memory or CPU,

etc.

•HostsHosts: Entering/exit maintenance mode, power on/off, etc.

•DatastoresDatastores: Enabling/disabling Storage DRS, changing the Storage DRS automation level, etc.

•ClustersClusters: Enabling/disabling DRS or HA, changing the DRS automation level, etc.

•Resource PoolsResource Pools: Adjusting the CPU/memory resources.

•NetworksNetworks: Modifying network settings.

The types of actions you can perform depend on your Aria Operations configuration and the solutions you have installed, and they
require proper permissions, also, the actions might vary based on the versions of both Aria Operations and vSphere you are using.

[99][99]Log in to Aria OperationsLog in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.
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[100][100]Open the Firefox Browser from the Windows Task BarOpen the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch FirefoxFirefox.

1. Click the FirefoxFirefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.

[101][101]Navigate to Aria OperationsNavigate to Aria Operations

1. Click the Aria OperationsAria Operations bookmark in the bookmarks toolbar.
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[102][102]Log in to Aria OperationsLog in to Aria Operations

Aria Operations is integrated with VMware Workspace ONE Assist (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If it is not, then you will need to select it.

1. Click the drop-down arrowdrop-down arrow and select vIDMAuthSourcevIDMAuthSource if it is not already selected.

2.Click REDIRECTREDIRECT to be taken to the authentication page.
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[103][103]VMware Identity Manager LoginVMware Identity Manager Login

VMware Identity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign inSign in

[104][104]Script Execution and Top ProcessesScript Execution and Top Processes

In this section we will run actions on ESXi hosts and on Virtual Machines. With Virtual machines with the Telegraf agent installed, we will
run in-guest actions to perform tasks remotely. First off we will run a Built In action.
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[105][105]Find a virtual machineFind a virtual machine

We are going to search for a Virtual machine to run actions on. We will sort out a windows machine we already know is online.

1. In the search field on top start searching by typing 'windo'windo'

2.We will choose a windows machine that shows Powered On, choose windows-00xxchoose windows-00xx (name can differ)
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[106][106]Actions menuActions menu

Note: Instead of searching for a specific VM, all the virtual machines would be located in Aria Operations under: Environment > Object
Browser > All objects > vCenter > Virtual Machine.

During a performance troubleshooting and rightsizing scenario, we have found that this virtual machine needs more resources to
perform efficiently. We know we have to add 1 more virtual CPU, and just 1 GB of RAM for this Virtual Machine to run without
performance issues. (because Aria Operations told us so)

1. Pull down the ActionsActions menu

2.Choose Set CPU Count and Memory for VMSet CPU Count and Memory for VM
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[107][107]Add more CPUAdd more CPU

1. Change the New CPU count from '2' to 3to 3

[108][108]Add more MemoryAdd more Memory

We are going to add 1024 MB memory to the Current (MB) memory. Which means 4096 MB + 1024 MB = 5120 MB in total.

1. Change New (MB)New (MB) to 51205120
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[109][109]Allow power offAllow power off

To complete this action, the machine would have to be powered off and on, in order to be reconfigured.

1. Check the checkmark Power Off AllowedPower Off Allowed

We will not take a snapshot before this action so leave it unchecked

2.Click BEGIN ACTIONBEGIN ACTION
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[110][110]Go to recent tasksGo to recent tasks

1. Click the Task IDTask ID
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[111][111]Recent TasksRecent Tasks

1. Unless it's already selected, from the top of the list, select our windows server Windows-00xx and our task Set CPU andSet CPU and

Memory for VMMemory for VM

2.To see all the messages Scroll downScroll down

3.Observe that the messages shows the wanted results and that the status is CompletedCompleted
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[112][112]Cluster actionCluster action

Let us investigate what options we have for actions against another object, not just VM's.

1. Select EnvironmentEnvironment

2.Select Object BrowserObject Browser

3.Select All ObjectsAll Objects

4.Select vCentervCenter

5.Select Cluster Compute ResourceCluster Compute Resource

6.Select our workload cluster Workload1Workload1

7.Pull down the ActionAction Menu

8.Choose Set DRS AutomationSet DRS Automation
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[113][113]Set DRS AutomationSet DRS Automation

Right now we just wanted to explore that Actions can be run on many other objects

1. Click CANCELCANCEL

For more information about objectsobjects, have a look at the Objects and ActionsObjects and Actions in the Introduction to ActionsIntroduction to Actions in this module
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[114][114]Power On VMsPower On VMs

Just to see what happens if we choose a VM action while we are located on a Cluster or on a Host

1. Pull down ACTIONSACTIONS

2.Choose Power On VMPower On VM
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[115][115]Power on VMs in the clusterPower on VMs in the cluster

NOTE: In this scenario, if we choose a cluster or host, the actions we take on the VMs will be applied to all VMs in that group.
Specifically, if we select the esx-04 host ihost instead of the Workload1 Cluster, any action performed will be applied to all VMs residing on
that host. As a result, the situation would appear the same as if we had selected the Workload1 Cluster, since the two VMs in question
are located on the esx-04 host in that cluster.

1. Click CancelCancel

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  9 5



[116][116]Get Top ProcessesGet Top Processes

Note: For the next section to work, a VM must be powered on and connected, have the VMware Tools installed and running, and
Service discovery must be activated.

1. In the object browser, find and click ubuntu-0008ubuntu-0008

2.Pull down the Actions menu, and choose Get Top ProcessesGet Top Processes
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[117][117]Number of processesNumber of processes

1. Change the number of processes, type 11type 11

2.Click RunRun
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[118][118]Interpret &#39;top&#39; resultsInterpret &#39;top&#39; results
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1. Change the number of processes to 77

2.Click REFRESHREFRESH

The Get Top Processes action provides the status of our top 7 processes for the selected virtual machine. Observe that funny enough,
the two processes causing this idling virtual machine to increase CPU (%) for a short while, is the VMware Tools that's providing the
results remotely, and the 'Top' command that produces this list.

Note: Normally we would troubleshoot issues related to the resources that are affecting the applications in the virtual machine. We have
the option to view the processes based on CPU and Memory.

3.Click the 'X' to Close'X' to Close

[119][119]Execute scriptExecute script

1. From the actions menu click Execute ScriptExecute Script
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[120][120]Running commandsRunning commands
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You can run a script by entering it directly or by uploading a script file. We will try to run directly by providing a Linux command. We
need to Enter the VM credentials to authenticate.

1. username rootroot

2.password VMware1!VMware1!

3.Type /bin/ps aux --sort=-%cpu | head -n 8/bin/ps aux --sort=-%cpu | head -n 8

4.Click EXECUTEEXECUTE

Not unlike the 'top' command this will give us the top 7 processes sorted on CPU%.

[121][121]Browse for a command fileBrowse for a command file

1. Leave the credentials as is, but click Upload FileUpload File

2.Click BROWSEBROWSE
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[122][122]Select Command fileSelect Command file

1. Browse to C:\hol-2401-lab-files\labfiles\HOL-2401-02C:\hol-2401-lab-files\labfiles\HOL-2401-02

2.Select linux_information.shlinux_information.sh

3.Click OpenOpen
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[123][123]ExecuteExecute

1. Leave the Args blank, just click EXECUTEEXECUTE
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[124][124]Useful informationUseful information
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The script we provided returns useful information about the VM.

1. Let's choose another cool script-file we have made ready, click BrowseBrowse

We have listed the Information script; linux_information.sh here for your reference:

#!/usr/bin/bash
# Hostname
echo "Hostname: $(hostname)"
# IP Address
ip_address=$(hostname -I)
echo "IP Address: $ip_address"
# CPU
cpu_info=$(lscpu | grep "Model name" | awk -F ':' '{print $2}' | sed 's/^[ \t]*//')
echo "CPU: $cpu_info"
# Memory
memory_info=$(free -h | awk '/Mem:/{print $2}')
echo "Memory: $memory_info"
# Disk
disk_info=$(df -h --total | awk '/total/{print $2}')
echo "Disk: $disk_info"
# Operating System
os_info=$(lsb_release -d | awk -F ':' '{print $2}' | sed 's/^[ \t]*//')
echo "Operating System: $os_info"
# Kernel Version
kernel_info=$(uname -r)
echo "Kernel Version: $kernel_info"
# System Uptime
uptime_info=$(uptime -p)
echo "System Uptime: $uptime_info"
# Logged in Users
users_info=$(who | awk '{print $1}' | sort | uniq | wc -l)
echo "Logged in Users: $users_info"
# Network Interfaces
interfaces_info=$(ip -o -4 addr show | awk '{print $2, $4}')
echo -e "Network Interfaces:\n$interfaces_info"
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[125][125]Stress scriptStress script

1. Browse to C:\hol-2401-lab-files\labfiles\HOL-2401-02C:\hol-2401-lab-files\labfiles\HOL-2401-02

2.Select linux_cpu_stress.shlinux_cpu_stress.sh

3.Click OpenOpen
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[126][126]Run the stress scriptRun the stress script

1. Set the timeout to 20 seconds20 seconds

2.Click EXECUTEEXECUTE

After 20 seconds ypu will receive a "Task Excution failed. See details in Recent Tasks" - We will just accept the failure. The

script will actually continue processes in the background.

3.Click 'X' to exit
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[127][127]Check top processesCheck top processes

1. From the Actions menu, select Get Top ProcessesGet Top Processes
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[128][128]Review Top ProcessesReview Top Processes
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As we can see from the image, the Linux server in the Virtual Machine is busy with our script.

1. After we are done with our review, Click 'X''X' to close

The linux_cpu_stress.sh script creates 20 infinite loops for CPU stress and after 10 minutes it kills all the background processes and the
stress test. Listed here for your reference:

[129][129]SummarySummary

With Aria Operations we can run built-in Out of the box actions for such as Power On/Power Off, and resizing of VMs. Actions can be
performed on different type of object types. We went through how to do it on a Cluster, Host, and VMs.

We carried out actions remotely to VMs without opening any Terminal Window or remote desktop on that VM. we checked thechecked the
conditioncondition of a VM, and Executed scripts that we had stored locally by copying and running it on the VM.

#!/usr/bin/bash
# Function to create CPU load# Function to create CPU load
generate_cpu_load() {

# infinite loop
while :
do

:
done &

}
# Function to create memory load# Function to create memory load
generate_mem_load() {

# Allocate 256MB memory in /dev/shm
dd if=/dev/zero of=/dev/shm/stress_test bs=1M count=256 &

}
# Create CPU load# Create CPU load
for i in `seq 1 20`;
do

generate_cpu_load
done
# Create Memory load# Create Memory load
for i in `seq 1 20`;
do

generate_mem_load
done
# Sleep for 10 minutes# Sleep for 10 minutes
sleep 600
# Kill all background jobs when we're done# Kill all background jobs when we're done
kill $(jobs -p)
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[130][130]ConclusionConclusion

In this module, we examined Aria Operations ability to monitor processes, services, and applications, leveraging the Telegraf agent.

Native application monitoring is facilitated via the Aria Operations Telegraf Agent.

Discover Services employs the VMware Tools agent to monitor processes and services, while Monitor Applications utilizes an open-
source Telegraf agent for metric collection from managed VMs.

Discover Services offers more configuration information, whereas Monitor Applications provides a wider range of performance metrics.

[131][131]You&#39;ve finished the moduleYou&#39;ve finished the module

Congratulations on completing this lab module.

If you are looking for additional information, please visit the Aria Operations DocumentationAria Operations Documentation

From here you can:

1. Click to advance to the next page and continue with the next lab module

2.Open the TABLE OF CONTENTSTABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 5 - Workload Placement Module 5 - Workload Placement –– Running Host Based Optimization (35 minutes) Intermediate Running Host Based Optimization (35 minutes) Intermediate

[133][133]IntroductionIntroduction

Workload placement with Business intentWorkload placement with Business intent

Business IntentBusiness Intent is a powerful feature that allows you to align your workload placement and balancing decisions with your organization's
specific business needs. It is essentially a set of user-defined rules or policies that guide the automation and decision-making processes
within the software.

Business Intent can help with;

•Compliance and Licensing

•Tag-Based Placement

•Separation of Workloads

•Optimizing Resource Utilization

The effectiveness of Business Intent in Aria Operations is dependent on how accurately the user-defined rules reflect the organization's
operational needs and goals. Therefore, it's essential to plan and consider your specific business requirements before defining these
rules.
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[134][134]Log in to Aria OperationsLog in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.

[135][135]Open the Firefox Browser from the Windows Task BarOpen the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch FirefoxFirefox.

1. Click the FirefoxFirefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.
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[136][136]Navigate to Aria OperationsNavigate to Aria Operations

1. Click the Aria OperationsAria Operations bookmark in the bookmarks toolbar.
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[137][137]Log in to Aria OperationsLog in to Aria Operations

Aria Operations is integrated with VMware Workspace ONE Assist (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If it is not, then you will need to select it.

1. Click the drop-down arrowdrop-down arrow and select vIDMAuthSourcevIDMAuthSource if it is not already selected.

2.Click REDIRECTREDIRECT to be taken to the authentication page.
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[138][138]VMware Identity Manager LoginVMware Identity Manager Login

VMware Identity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign inSign in
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[139][139]Business IntentBusiness Intent

[140][140]Locating Workload PlacementLocating Workload Placement

There are several ways to take you to the Workload placement and the Business Intent. One way is to Select Workload Placement
under Optimize in the left menu, or we can go via the Capacity:

1. Click on HomeHome

2.Click on CapacityCapacity
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[141][141]From Capacity to Workload PlacementFrom Capacity to Workload Placement

Workload Optimization is a part of the process of optimizing datacenter for optimal workload performance. It works closely with DRS to
ensure applications get required resources.

VMware Aria Operations monitors the environment and, when the datacenter deviates from its desired state, it will recommend the
optimization actions to move it back to a desired state.

1. On the Workload Optimization, Click VIEWVIEW
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[142][142]Workload Placement PageWorkload Placement Page

On the Workload Placement Page, we see three different cards:

•The Optimization Recommendation Card

•The Operational Intent Card

•The Business Intent Card

In this session we will concentrate on the Business Intent Card. But before we do that, we will to set the DRS (Dynamic Resource
Scheduling) Automation on both of these clusters.

Note that clusters must be fully automatedfully automated in order for workload optimization alerts to run actions set in the policies.

1. Select the Management Cluster, and click the link SET DRS AUTOMATIONSET DRS AUTOMATION
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[143][143]DRS Automation, first clusterDRS Automation, first cluster

1. Set the Automation level to Fully AutomatedFully Automated

2.Set the Migration Threshold to Most ConservativeMost Conservative

3.Click BEGIN ACTIONBEGIN ACTION
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[144][144]Confirming The actionConfirming The action

1. To confirm this action, Click OKOK

[145][145]DRS Automation, Second ClusterDRS Automation, Second Cluster

1. Select the Cluster named Workload1Workload1

2.Click SET DRS AUTOMATIONSET DRS AUTOMATION
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[146][146]Setting the DRS AutomationSetting the DRS Automation

1. Set the Automation level to Fully AutomatedFully Automated

2.Set the Migration Threshold to Most AggressiveMost Aggressive

3.Click BEGIN ACTIONBEGIN ACTION
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[147][147]Confirm the actionConfirm the action

1. In the Dialog, Click OKOK

There has been a reason why we haven't clicked on Recent Tasks or the Task ID in this dialog box. Next we will confirm that the DRS
settings have been set.
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[148][148]Recent tasksRecent tasks

1. In the left Pane, Click AdministrationAdministration

2.Click Recent TasksRecent Tasks
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[149][149]DRS Automation Status CompletedDRS Automation Status Completed

1. Select The Management ClusterManagement Cluster

2.Make sure the status is CompletedCompleted

3.Note: Also make sure the Workload1 has it's DRS Automation setting to CompletedCompleted
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[150][150]Getting back to the Workload placementGetting back to the Workload placement

Here is the other way of getting back to Workload placement

1. Click OptimizeOptimize

2.Click Workload PlacementWorkload Placement
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[151][151]The &#39;Grayed out&#39; Business IntentThe &#39;Grayed out&#39; Business Intent

1. Our next step to configure a Business Intent is to click EDITEDIT

As you can see The EDIT button is grayed out and we can't continue. The reason for this is that we have handed over the responsibility and Governance of workload placement to Aria Automation. This was automatically done the day we connected our Aria Operation to Aria Automation to enhance Automation with data from Operations
We need to break the co-operation between the two State of the art tools to be able to use the Placement in Aria Operations
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[152][152]Find the Automation integrationFind the Automation integration

1. Expand Data SourcesData Sources

2.Click on IntegrationsIntegrations

3.Expand VMware Aria AutomationVMware Aria Automation
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[153][153]Deleting the integrationDeleting the integration

1. Click the ellipsisellipsis

2.Select DeleteDelete
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[154][154]Confirm the deleteConfirm the delete

1. Make sure the Delete Related Objects is uncheckedunchecked

2.Click DeleteDelete

[155][155]Check the resultCheck the result
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What happened?

First of all the representation of our RegionA01 datacenter through Aria Atuomation disappeared

Second The Business Intent opened up, and the Grayed out Edit button became available

[156][156]Edit Business IntentEdit Business Intent

1. In the Business Intent Card, Click EDITEDIT
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[157][157]Cluster Based, or Host Based?Cluster Based, or Host Based?

Cluster BasedCluster Based, will Move VMs to clusters with matching tags. We could select the criteria we would like to use for placement of VMs to
ensure VMs are mapped to the appropriate clusters if moved. Only one category can be prioritized at a time. VM with higher priority
tags will be moved last.

Host based, will place VMs through Tag Selectionto hosts with matching tags. Select the criteria you would like to use for placement of
VMs. Also for host-based placement, only one category can be used at a time. This will ensure VMs are mapped to the appropriate
hosts if moved.

1. Select HostsHosts

2.Click Add New CategoryAdd New Category
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[158][158]Renaming the categoryRenaming the category

1. Click to expand the New Categoryexpand the New Category

2.Edit the name by Clicking the pencilClicking the pencil

[159][159]Adding the nameAdding the name

1. Rename the category to SpecialVMsSpecialVMs

2.Click the confirm Iconconfirm Icon

3.Add a Tag Category called IsSpecialIsSpecial

4.Set the Tag Name to truetrue

5.Click the Include TagInclude Tag
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[160][160]Confirm AffinityConfirm Affinity
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1. In the dialog, Scroll down to the bottombottom of the page

2.ClickClick "I understand that VMware Aria Operations will deactivate all my current and future DRS rules."

3.Click VIEWVIEW CONFLICTING DRS RULESCONFLICTING DRS RULES

Observe if there are any. Note: It will state that "0 user-created DRS Rule(s) will be deactivated across clusters in this

datacenter"

4.Click SAVESAVE

[161][161]Configuring and Configured statesConfiguring and Configured states

1. First the state will be "Configuring", you will see this if you hover with the mouse over the black dothover with the mouse over the black dot

When you refresh a couple of times with the top right refresh button, this black dot will turn green, at it will say "Configured" when you
hover the button. (not shown)

Next step is to test. We will Tag a host and VMs in vSphere using vCenter.
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[162][162]Start and log in to vCenterStart and log in to vCenter
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1. Hold CTRL and press T (ctrl+T) to open a New Tab(ctrl+T) to open a New Tab (not shown)

2.Click vCentervCenter

3.Check the "Use Windows session authentication" checkboxcheckbox

4.Click LoginLogin

[163][163]Find TagsFind Tags
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1. In the vSphere Client click the Ellipsisclick the Ellipsis Menu

2.Choose Tags & Custom AttributesTags & Custom Attributes

[164][164]Create a new tagCreate a new tag

Nearly there.

1. To create a Tag and a Tag category, Click NewNew
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[165][165]A new Tag and Tag CategoryA new Tag and Tag Category

1. Set the tag Name to truetrue

2.Click Create New CategoryCreate New Category
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[166][166]

1. Set the Category Name to IsSpecialIsSpecial

2.Click on Many TagsMany Tags

3.Click CreateCreate
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[167][167]Finish the Tag CreationFinish the Tag Creation

Click CreateCreate
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[168][168]Go to inventoryGo to inventory

1. Click the ellipsis menuellipsis menu

2.Choose InventoryInventory
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[169][169]

We are going to assign our new tag to one specific host: esx-05a.corp.vmbeans.comesx-05a.corp.vmbeans.com

1. Select the Workload1Workload1 Cluster

2.Click on HostsHosts

3.Right Click the ESXi Host esx-05a.corp.vmbeans.comesx-05a.corp.vmbeans.com

4.Scroll downScroll down

5.Click Tags & Custom AttributesTags & Custom Attributes

6.Click Assign TagAssign Tag
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[170][170]Assign the TagAssign the Tag

1. Click on the checkboxcheckbox

2.Click AssignAssign

Now we need to do the same with some VMs!
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[171][171]Assign VMsAssign VMs

Using the same method we will assign tags to all visible VMs in this cluster. Note: Remember this is just a test

1. Click VMsVMs

2.Select all VMsall VMs

3.Click on Tags & Custom AttributesTags & Custom Attributes

4.Click Assign TagAssign Tag
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[172][172]ConfirmConfirm

1. Click YESYES
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[173][173]Confirming the VM/Hosts groupsConfirming the VM/Hosts groups
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Aria Operations will make sure that Virtual Machines that are members of a VM Group must run on hosts that are members of a Host
Group. Let's Check the VM group.

1. Click the Cluster Workload1Workload1

2.Click Configure

3.Click VM/Host Groups

4.To check the members, Click VM group vROps_IsSpecial_true_VGvROps_IsSpecial_true_VG

Observe that we've got all the VMs as members.

Note: Check the hosts group as well to see if the only member is esx-05a.corp.vmbeans.comesx-05a.corp.vmbeans.com (not shown).

Next we will confirm the VM/Hosts rules

[174][174]Confirm the Hosts/VM rulesConfirm the Hosts/VM rules
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1. Continue by clicking VM/Host RulesVM/Host Rules

2.Select the New rule vROps_IsSpecial_true_ARvROps_IsSpecial_true_AR

Observe Both the the VM Group members and Host Group Members

This Concludes this ModuleThis Concludes this Module

[175][175]ConclusionConclusion

In summary, Business Intent is the key to unlocking efficiency, streamlined operations, and software alignment with our business
objectives.

By leveraging user-defined rules, we can drive automation and informed decision-making, ensuring workload decisions are in sync with
our business needs. The advantages we gain include compliance, tag-based placement, workload separation, and optimized resource
utilization.

[176][176]You&#39;ve finished Module 5You&#39;ve finished Module 5

Congratulations on completing the lab module.

If you are looking for additional general information on Aria Operations, try one of these:

•VMware Product Public Page - Aria Operations:VMware Product Public Page - Aria Operations: https://www.vmware.com/products/aria-operations.html

•Aria Operations - Documentation:Aria Operations - Documentation: https://docs.vmware.com/en/VMware-Aria-Operations/index.html

From here you can:

1. Click to advance to the next page and continue with the next lab module

2.Open the TABLE OF CONTENTSTABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 6 - Report Generation in VMware Aria Operations (15 minutes) BasicModule 6 - Report Generation in VMware Aria Operations (15 minutes) Basic

[178][178]IntroductionIntroduction

With the VMware Aria Operations reporting functions, you can generate a report to capture details related to current or predicted
resource needs. You can download the report in a PDF or CSV file format for future and offline needs.

[179][179]Log in to Aria OperationsLog in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.

[180][180]Open the Firefox Browser from the Windows Task BarOpen the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch FirefoxFirefox.

1. Click the FirefoxFirefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.

[181][181]Navigate to Aria OperationsNavigate to Aria Operations

1. Click the Aria OperationsAria Operations bookmark in the bookmarks toolbar.
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[182][182]Log in to Aria OperationsLog in to Aria Operations

Aria Operations is integrated with VMware Workspace ONE Assist (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If it is not, then you will need to select it.

1. Click the drop-down arrowdrop-down arrow and select vIDMAuthSourcevIDMAuthSource if it is not already selected.

2.Click REDIRECTREDIRECT to be taken to the authentication page.
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[183][183]VMware Identity Manager LoginVMware Identity Manager Login

VMware Identity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign inSign in

[184][184]Introduction to ReportsIntroduction to Reports

In this lesson we will run some reports and build a custom report to familiarize how the reporting function works in Aria Operations.
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[185][185]Open ReportsOpen Reports

1. Expand VisualizeVisualize.

2.Click on ReportsReports.

Notice that ManageManage is selected by default.
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[186][186]Report TemplatesReport Templates
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The Manage Reports list shows all of the available reports within vSphere. Notice that there are 68 reports delivered out of the box and
are arranged by categories.

The delivered report types are:

•Capacity Reports

•Cluster Cost Reports

•Compliance Reports

•Configuration Reports

•Inventory Reports

•Optimization Reports

•Performance Reports

•Reclamation Reports

•Server Cost Reports

•Utilization Reports

•Virtual Machine Reports

•vSphere Optimization Assessment (VOA) Reports

[187][187]More Actions MenuMore Actions Menu

1. Click on the ...... to open the More ActionsMore Actions menu.

Notice here, with a report selected (blue checkbox), you can Delete, Export, Import or Change default cover image. Changing the
default cover allows you to personalize the report cover page reflecting your companies branding.

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  1 5 5



[188][188]Virtual Machine ReportsVirtual Machine Reports

1. In the Search BarSearch Bar type virtual machinevirtual machine and hit the Enter keyEnter key.

Searching by virtual machine we filter down the report list to the 12 delivered virtual machine report types.
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[189][189]The Undersized ReportThe Undersized Report

1. Click on the vertical 3 dotsvertical 3 dots next to the Optimization Report - Undersized Virtual MachinesOptimization Report - Undersized Virtual Machines.

2.Select RunRun.

[190][190]Select an ObjectSelect an Object

In the Select an Object window, you need to select what Object level you want your report to pull information from. By default, vSphere
World is displayed unexpanded. If you expand vSphere World out you have the ability to choose a subordinate Object like a (in
descending order) vCenter, Datacenter, Folder, Cluster, Host, VM or Datastore. For this lesson we will choose the top level, vSphere
World.
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Steps 1-5 are expanding the Object list to show the hierarchy of Objects. If you are familiar with the hierarchy, skip to step 6.

1. Expand vSphere WorldvSphere World.

2.Expand the vCenter, vcsa-01a.corp.vmbeans.comvcsa-01a.corp.vmbeans.com.

3.Expand the Datacenter, RegionA01RegionA01.

4.Expand the Cluster, ManagementManagement.

5.Expand the Host, esx-01a.corp.vmbeans.comesx-01a.corp.vmbeans.com.

6.Click vSphere WorldvSphere World.

7.Click OKOK.
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[191][191]The report ran, where did it go?The report ran, where did it go?

You are now returned to the Manage page and there is a subtle message next to the report that says running... and will disappear when
the report is finished running. Many will expect the report to open by default and wonder what is happening. To see the report you just
ran it is needed to switch to the Generated Reports tab.

1. Click on the Generated ReportsGenerated Reports tab.

[192][192]Open the PDFOpen the PDF

1. Click on the red PDF iconred PDF icon.
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[193][193]Report DataReport Data

The PDF should open in it's own tab, lets take a look at the data. You will need to scroll down past the cover page. We only have one
VM that made the Undersized report, aria-auto. It is configured with 12 virtual CPUs, the report is suggesting we don't need add any
vCPUs so this means this VM is not CPU constrained. However, this VM has 48GB of virtual RAM and the report is suggesting that it
gets another 2GB added to it. This indicates that this VM is Memory constrained.
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[194][194]Now lets look at Oversized VMsNow lets look at Oversized VMs

1. Click back into the Aria Operations browser tabAria Operations browser tab.

2.Click on ManageManage.
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[195][195]Run the Oversized reportRun the Oversized report

1. Click on the vertical 3 dotsvertical 3 dots next to the Optimization Report - Oversized Virtual MachinesOptimization Report - Oversized Virtual Machines.

2.Select RunRun.
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[196][196]Select vSphere WorldSelect vSphere World

1. Select vSphere WorldvSphere World.

2.Click OKOK.
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[197][197]Go to Generated ReportsGo to Generated Reports

1. Click on the Generated ReportsGenerated Reports tab.

[198][198]Open the Oversized PDF reportOpen the Oversized PDF report

In the Generated Reports tab, our first report may be highlighted by default. Please ensure to open the Oversized Report that was just
run. You can see this by looking at the Completion Date/Time column.

1. Click on the red PDF iconred PDF icon for the report we just ran.

[199][199]Many more VMs in this reportMany more VMs in this report

We should now have both the Undersized and Oversized reports open in two different tabs. Lets dive into this data starting out with,
why is aria-auto in both reports. You will need to scroll down past the cover page again.
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[200][200]A VM that is in both undersized and oversized reportA VM that is in both undersized and oversized report

Below are isolated screenshots of the aria-auto VM showing up in both reports. This highlights that a VM can be oversized in either
vCPU or vMemory yet be undersized in it's other resource of vMemory or vCPU. Below shows that aria-auto in oversized with vCPUs by
6 vCPUs and at the same time undersized with the amount of vMemory by 2GB.
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[201][201]Data in the moment vs your knowledge of your infrastructure.Data in the moment vs your knowledge of your infrastructure.

Looking at the remaining data in this report we can see that there are places that we can reclaim vCPUs on some VMs and reclaim
vMemory on others and even some VMs that we can reclaim both vCPUs and vMemory. Aria Operations will report on the historical
performance of each VM underneath the chosen object (vSphere World in this case) however it cannot bring knowledge of the business
to bare. For example, your company has a finance VM that runs numbers, and is stressed, once a quarter. There is a high chance that
the Oversized Report will flag this VM for reclamation due to it being idle for most of the quarter. This is an example where knowledge
of your environment combined with data from Aria Operations will be critical to dial in capacity efficiency.
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[202][202]Lesson EndLesson End

This lesson highlighted how to run and view reports and how to analize the data Aria Operations provides.
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[203][203]Creating Custom ReportsCreating Custom Reports

In this lesson we will create a custom report and show how to setup the Standard Email Plugin so we can distribute the report

[204][204]Open ReportsOpen Reports

1. Expand VisualizeVisualize.

2.Click ReportsReports.

3.Click + Create+ Create.
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[205][205]Name the ReportName the Report

1. In the Name:Name: field type HOL Custom ReportHOL Custom Report.

2.Click 2. Views and Dashboards.2. Views and Dashboards.

[206][206]Data typeData type

In the 2. Views and Dashboards tab you can choose a Data type of either Views or Dashboards to build out your custom report.

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  1 6 9



1. Click on the >> for the Data type:Data type: field. Notice this is where you can select to build a report with Views or with Dashboards. For

this lesson we will use Views.

[207][207]Filter for Virtual MachinesFilter for Virtual Machines

1. Click into the filter search barfilter search bar, type virtual machinevirtual machine and hit EnterEnter.
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[208][208]Distribution Pie GraphsDistribution Pie Graphs

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  1 7 1



1. Scroll down until you see the 4 Distribution pie graph views shown above.

2.Double click on Virtual Machines Configured Memory DistributionVirtual Machines Configured Memory Distribution.

3.Double click on Virtual Machines Number of vCPUs DistributionVirtual Machines Number of vCPUs Distribution.

4.Double click on Virtual Machines OS DistributionVirtual Machines OS Distribution.

5.Double click on Virtual Machines Power State DistributionVirtual Machines Power State Distribution.

6.Click on 3. Formats3. Formats.

[209][209]FormatsFormats

In the 3. Formats tab you have the ability to chose which export formats you would like to have for the customer reports. The choices
are PDF and/or CSV. For this lesson we will leave both selected.
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1. Select 4. Layout OptionsLayout Options.

[210][210]Layout OptionsLayout Options

In the 4. Layout Options you have the ability to add a Cover Page with the option to upload an image, a Table of contents and a Footer.
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1. Click on the box for Cover PageCover Page.

2.Click on the box for Table of contentsTable of contents.

3.Click on the box for FooterFooter.

[211][211]Save the ReportSave the Report

1. Click SAVESAVE.
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[212][212]Lets take a look at what we just builtLets take a look at what we just built

1. In the top right search bartop right search bar type hol custom reporthol custom report and hit EnterEnter.

[213][213]Run the ReportRun the Report

1. Click the 3 vertical dots3 vertical dots next to the HOL Custom ReportHOL Custom Report name.

2.Click RunRun.
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[214][214]Select an ObjectSelect an Object

1. Click on vSphere WorldvSphere World.

2.Click on OKOK.

[215][215]Generated ReportsGenerated Reports

This report may take longer to run than the Undersized and Oversized reports.
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1. Click on Generated ReportsGenerated Reports.

[216][216]PDFPDF

1. Click on the red PDFred PDF icon to open the report in a new browser tab.

[217][217]That was easyThat was easy

As you can see it is very easy to create a custom report in Aria Operations with the help of using Views and Dashboards. With just a few
clicks, we've created a virtual machine distribution report for OS, Memory, vCPUs and Power State.
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1. Scroll down on the right side of the new browser tab that opened by default to review the report results.

Notice that the Cover Page, Table of contents and that each page has a Footer.

[218][218]Configure SMTP OutboundConfigure SMTP Outbound

To have the ability to email reports out we need to setup a Standard Email Plugin.
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1. Click on the Aria Operations browser tabAria Operations browser tab.

2.Expand ConfigureConfigure.

3.Click on AlertsAlerts.

4.Click on Outbound SettingsOutbound Settings.

[219][219]Add an Outbound InstanceAdd an Outbound Instance

1. Click ADDADD.
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[220][220]Standard Email PluginStandard Email Plugin

1. Expand the Plugin TypePlugin Type dropdown.

2.Click on Standard Email PluginStandard Email Plugin.

[221][221]SMTP SettingsSMTP Settings

These values are specific to the HOL environment. For your organization, you will need to gather your SMTP server details and
requirements.
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1. Instance NameInstance Name - HOL Email

2.Check Use Secure ConnectionUse Secure Connection

3.SMTP HostSMTP Host - mail.corp.vmbeans.com

4.SMTP PortSMTP Port - 25

5.Sender Email AddressSender Email Address - administrator@corp.vmbeans.com

6.Sender NameSender Name - Administrator

7.Receiver Email AddressReceiver Email Address - holadmin@corp.vmbeans.com

8.Click TESTTEST and ensure you get a Test connection successfulTest connection successful response (Not Shown).

[222][222]Validate ConnectionValidate Connection

Hopefully you see the screenshot below, if not then re-verify that the above data has been entered correctly and re=test.

1. Click OKOK.
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[223][223]SaveSave
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1. Click SAVESAVE.

[224][224]Return to ReportsReturn to Reports

1. Expand VisualizeVisualize.

2.Click on ReportsReports.

[225][225]Scheduling a ReportScheduling a Report

The hol custom report filter should still be active. If it is not, research for hol custom report and hit enter.
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1. Click on ManageManage.

2.Click on the 3 vertical dots3 vertical dots next to the HOL Custom ReportHOL Custom Report.

3.Click on ScheduleSchedule.
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[226][226]Define the Object levelDefine the Object level

1. Click on the vSphere WorldvSphere World object.

2.Click NEXTNEXT.

[227][227]Define ScheduleDefine Schedule

Here we can see how to schedule a report to run Daily, Weekly or Monthly. The Recurrence fields will change with what is selected in
this dropdown.
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[228][228]PublishingPublishing

1. In the PublishingPublishing box, click the Email report checkboxEmail report checkbox.

2.Expand the Select an Outbound rule:Select an Outbound rule: dropdown.

3.Click on the newly created outbound rule HOL EmailHOL Email.

[229][229]Add Outbound InstanceAdd Outbound Instance

If you would prefer to have the reports saved to a network share, you can configure a Network Share Plugin here. For this lesson we
will only highlight the fields that are needed to configure this.
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1. Click on click hereclick here.

[230][230]Network Share PluginNetwork Share Plugin

Below you can see the details to configure a Network Share that Aria Operations can save reports to.
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1. Click CANCELCANCEL.
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[231][231]Cancel out of Define ScheduleCancel out of Define Schedule

1. Click CANCELCANCEL.

[232][232]Lesson EndLesson End

In this lesson we created a custom report using 4 different pie chart views and learned how to setup a Standard Email Plugin so we can
email the report out on a schedule.
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[233][233]ConclusionConclusion

In this module, we reviewed how to run, create and schedule reports. How to setup a Standard Email Plugin and reviewed the Network
Share Plugin.

[234][234]You&#39;ve finished the moduleYou&#39;ve finished the module

Congratulations on completing the lab module.

For more information on getting started with Aria Operations, see the VMware Aria Operations: Journey to SuccessVMware Aria Operations: Journey to Success guide at the
VMware Apps & Cloud Management Tech ZoneVMware Apps & Cloud Management Tech Zone.

From here you can:

1. Click to advance to the next page and continue with the next lab module

2.Open the TABLE OF CONTENTSTABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 7 - Creating Custom Dashboards for VMware Aria Operations (15 minutes) BasicModule 7 - Creating Custom Dashboards for VMware Aria Operations (15 minutes) Basic

[236][236]IntroductionIntroduction

Understanding how to create custom dashboards is a very powerful skill to have with Aria Operations. Being able to create a custom
window into your infrastructure, purpose built for an OS admin or management or an application administrator... will help to run a lean
and efficient infrastructure and save the company money in the long run.

[237][237]Log in to Aria OperationsLog in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.

[238][238]Open the Firefox Browser from the Windows Task BarOpen the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch FirefoxFirefox.

1. Click the FirefoxFirefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.

[239][239]Navigate to Aria OperationsNavigate to Aria Operations

1. Click the Aria OperationsAria Operations bookmark in the bookmarks toolbar.
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[240][240]Log in to Aria OperationsLog in to Aria Operations

Aria Operations is integrated with VMware Workspace ONE Assist (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If it is not, then you will need to select it.

1. Click the drop-down arrowdrop-down arrow and select vIDMAuthSourcevIDMAuthSource if it is not already selected.

2.Click REDIRECTREDIRECT to be taken to the authentication page.
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[241][241]VMware Identity Manager LoginVMware Identity Manager Login

VMware Identity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign inSign in

[242][242]Clone and Modify Existing DashboardsClone and Modify Existing Dashboards

In this lesson we will clone an existing dashboard and modify it to add more views to enrich the existing dashboard.
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[243][243]DashboardsDashboards

In this lesson, we will learn how to clone an existing dashboard and modify it to make it our own.

Aria Operations has numerous out-of-the-box dashboards that were created by industry experts who have a deep understanding of
Aria Operations as well as the characteristics and behavior of the underlying objects being managed. However, personalizing a
Dashboard to fit a specific role or consolidate other information into a single view is a common use case for most administrators.

To start, we will clone and make some simple changes to create a custom Overview Dashboard for our administrators. For this example,
we will clone an existing dashboard and add the Scoreboard Health, Object relationship and Top Alerts widgets. We will also minimize
the three Top-15 widgets that are in the existing dashboard so we will have more screen real estate in the dashboard.

Cloning an existing dashboard to create a new or modified dashboard is considered a best practice to ensure your custom content is
not affected during an upgrade of Aria Operations.

1. Expand VisualizeVisualize.

2.Click on DashboardsDashboards in the menu bar at the left of the user interface.
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[244][244]vSphere Inventory SummaryvSphere Inventory Summary

1. Under Dashboards, Click on HomeHome. to expand the Dashboards menu.

2.Expand InventoryInventory.

3.Click on vSphere Inventory SummaryvSphere Inventory Summary.
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[245][245]vSphere Inventory SummaryvSphere Inventory Summary

We can now see the Inventory Summary dashboard, which will be the basis for our own customized version of this dashboard. In order
to modify this or any other existing dashboard, we will first want to "clone" it and then modify the cloned version. We do not want to
edit any master or default out-of-the-box dashboards so we don't potentially break the content and flow. We ALWAYS want to clone a
dashboard and edit the clone or just create a brand new custom dashboard from scratch as a best practice!

1. Click on an empty spaceempty space in the RegionA01RegionA01 row. Notice how the boxes below populate based on what is selected in the

Datacenter box.

If you click on the Datacenter text it will take you to that object in Object Browser.
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[246][246]Manage DashboardsManage Dashboards

1. Click on ManageManage under the DashboardsDashboards .
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[247][247]Filter for Inventory Summary DashboardFilter for Inventory Summary Dashboard

1. Type summarysummary into the Quick filterQuick filter field and then hit the ENTERENTER key on our keyboard to search for dashboards with the word

environ in the title.

2.Click the checkboxcheckbox next to Inventory SummaryInventory Summary report.
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[248][248]Clone DashboardClone Dashboard

1. Click on the 3 dots3 dots to the right of the checkbox on the Inventory SummaryInventory Summary Dashboard row to open the actions menu.

2.Then click CloneClone to start the cloning process.

To emphasize again, never modify a delivered Dashboard. ALWAYS Clone when you want to modify a Dashboard.
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[249][249]Clone Dashboard - Name the New DashboardClone Dashboard - Name the New Dashboard

1. Type HOL Inventory SummaryHOL Inventory Summary into the name text field.

2.Then click on the OKOK button to save the name.
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[250][250]Change to the Cloned DashboardChange to the Cloned Dashboard

1. Check the box next to the new cloned dashboard HOL Inventory SummaryHOL Inventory Summary.

2.Uncheck the box next to the original Inventory Summary DashboardInventory Summary Dashboard.

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  2 0 4



[251][251]Manage Dashboards - Edit DashboardManage Dashboards - Edit Dashboard

1. Click on the 3 dots3 dots next to the right of the checkbox on the HOL Inventory SummaryHOL Inventory Summary Dashboard row to open the actions

menu.

2.Then click EditEdit.

[252][252]Edit Dashboard - Add WidgetsEdit Dashboard - Add Widgets

In this lesson we are going to add three Top-N widgets and configure them to show the top-5 CPU, Memory and Storage IOPS
consumers.
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1. Scroll downScroll down to the bottom of the top window.

2.Scroll downScroll down in the bottom window until you see the Top-N widgetTop-N widget.
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[253][253]Edit Dashboard - Add Widgets (continued)Edit Dashboard - Add Widgets (continued)

1. Drag and dropDrag and drop one Top-N widget into the space just below the VM Power State widget.
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[254][254]Edit Dashboard - Add Widgets (continued)Edit Dashboard - Add Widgets (continued)

1. Scroll downScroll down again in the top box to expose the Top-N widgetTop-N widget we just added.

2.Drag and dropDrag and drop two more Top-N widgetsTop-N widgets. Adjust the widgets as needed so it looks like the screenshot above.

[255][255]Edit Dashboard - Show InteractionsEdit Dashboard - Show Interactions

1. Click on the Show InteractionsShow Interactions text link at the top of the window.
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[256][256]Edit Dashboard - Connected RelationshipsEdit Dashboard - Connected Relationships

We see that since we cloned an existing dashboard, there are already relationships created from the "Datacenters View" There are
circles with an arrow and circles with a dot in the middle. The circles with an arrow are the driving control and connect to a circle with a
dot in the middle, receiving control.
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[257][257]Hover over the Datacenters controlling objectHover over the Datacenters controlling object

If you hover your mouse over the Datacenters driving control, you can see that it controls every widget in this dashboard except the top
Summary Scoreboard. It is critical to understand widget interactions to get your dashboards to display the correct information.

Now we will get the Datacenters View to drive our new Top-N widgets we added.
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[258][258]Edit Dashboard - Connecting RelationshipsEdit Dashboard - Connecting Relationships
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Here is where we need to connect and create the relationships between the "Datacenter View" widget and the three new Top-N
widgets we have added. We will do this by dragging and dropping from the "Datacenter View" icon to each of the three icons in the
new Top-N widgets we added.

1. Click on the circle with an arrowcircle with an arrow icon in the Datacenter ViewDatacenter View widget and drag it on top of the circle with the dot icon in the 1stdrag it on top of the circle with the dot icon in the 1st

Top-N widgetTop-N widget.

2.Click on the circle with an arrowcircle with an arrow icon in the Datacenter ViewDatacenter View widget and drag it on top of the circle with the dot icon in the 2nddrag it on top of the circle with the dot icon in the 2nd

Top-N widgetTop-N widget.

3.Click on the circle with an arrowcircle with an arrow icon in the Datacenter ViewDatacenter View widget and drag it on top of the circle with the dot icon in the 3rddrag it on top of the circle with the dot icon in the 3rd

Top-N widgetTop-N widget.
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[259][259]Edit Dashboard - Completed RelationshipsEdit Dashboard - Completed Relationships

Hover your mouse over the circle with an arrow in the Datacenters View and we should now see the lab environment match the screen
capture.

As we see here, we have connecting relationship lines from the Datacenters View widget to each of the 3 new widgets we added.

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  2 1 3



[260][260]Hide InteractionsHide Interactions

1. Click on HIDE INTERACTIONSHIDE INTERACTIONS to return to the Dashbord building page.

[261][261]Configure the Top-N widgets - CPUConfigure the Top-N widgets - CPU

1. Hover over the left most Top-N widgetTop-N widget and click on the pencil iconpencil icon when it appears.
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[262][262]Configure the Top-N widgets - CPU (Continued)Configure the Top-N widgets - CPU (Continued)

1. Change the top name to Top-5 CPU UsageTop-5 CPU Usage.

2.Check the Metric AnalysisMetric Analysis radio button because we want to display the CPU Usage (%) metric in this widget.

3.Expand Input TransformationInput Transformation.
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[263][263]Input TransformationInput Transformation

Input Transformation will drive the data that is shown in the widget itself. Since we are driving data from the Datacenters View and want
to show VM information, we need to specify that we want to show the Children Relationship as a datacenter is a parent of a VM.

1. Uncheck the Self Input TransformationSelf Input Transformation.

2.Expand Output DataOutput Data.
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[264][264]Output DataOutput Data

1. Click the + icon+ icon to add an Object TypeObject Type.
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[265][265]Add Virtual Machine Object TypeAdd Virtual Machine Object Type

1. Type virtual machinevirtual machine in the top right search bar and hit EnterEnter.

2.Double click on Virtual MachineVirtual Machine.
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[266][266]Add CPU Usage (%)Add CPU Usage (%)

1. Click into the MetricMetric search line.

2.Expand CPUCPU.
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[267][267]Add CPU Usage (%) (Continued)Add CPU Usage (%) (Continued)

1. Scroll downScroll down until you see the Usage (%)Usage (%) metric.

2.Double clickDouble click on the Usage (%)Usage (%) metric.
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[268][268]Add CPU Usage (%) (Continued)Add CPU Usage (%) (Continued)
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1. Enter CPU UsageCPU Usage for the LabelLabel.

2.Change the unit to %%.

3.Enter 100100 for the MaximumMaximum value, this will set the graph bar to max out at a value of 100.

4.Change Color MethodColor Method to CustomCustom.

5.Enter 7575 for Yellow BoundYellow Bound.

6.Enter 8585 for Orange BoundOrange Bound.

7.Enter 9595 for Red BoundRed Bound.

8.Expand Output FilterOutput Filter.

[269][269]Output FilterOutput Filter

For consistency sake, we will add Virtual Machine as the Output Filter.
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1. Expand Object TypesObject Types.
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[270][270]Output Filter (Continued)Output Filter (Continued)

1. Scroll downScroll down until you see Virtual MachineVirtual Machine in the Object TypeObject Type list.

2.Single click on Virtual MachineVirtual Machine Object Type.

3.Click SAVESAVE.
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[271][271]Add Memory Usage (%)Add Memory Usage (%)

1. Hover over the middle Top-N widgetTop-N widget and click on the pencil iconpencil icon when it appears.
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[272][272]Add Memory Usage (%) (Continued)Add Memory Usage (%) (Continued)

1. Change the top name to Top-5 Memory UsageTop-5 Memory Usage.

2.Check the Metric AnalysisMetric Analysis radio button because we want to display the Memory Usage (%) metric in this widget.

3.Expand Input TransformationInput Transformation.
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[273][273]Input TransformationInput Transformation

1. Uncheck the Self Input TransformationSelf Input Transformation.

2.Expand Output DataOutput Data.
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[274][274]Output DataOutput Data

1. Click the + icon+ icon to add an Object TypeObject Type.
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[275][275]Add Virtual Machine Object TypeAdd Virtual Machine Object Type

1. Type virtual machinevirtual machine in the top right search bar and hit EnterEnter.

2.Double click on Virtual MachineVirtual Machine.
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[276][276]Add Memory Usage (%) (Continued)Add Memory Usage (%) (Continued)

1. Click into the MetricMetric search line.

2.Scroll down until you see the MemoryMemory metric list.

3.Expand the MemoryMemory metric list.
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[277][277]Add Memory Usage (%) (Continued)Add Memory Usage (%) (Continued)

1. Scroll downScroll down until you see the Usage (%)Usage (%) metric.

2.Double clickDouble click on the Usage (%)Usage (%) metric.
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[278][278]Add Memory Usage (%) (Continued)Add Memory Usage (%) (Continued)
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1. Enter Memory UsageMemory Usage for the LabelLabel.

2.Change the unit to %%.

3.Enter 100100 for the MaximumMaximum value, this will set the graph bar to max out at a value of 100.

4.Change Color MethodColor Method to CustomCustom.

5.Enter 7575 for Yellow BoundYellow Bound.

6.Enter 8585 for Orange BoundOrange Bound.

7.Enter 9595 for Red BoundRed Bound.

8.Expand Output FilterOutput Filter.
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[279][279]Output FilterOutput Filter

1. Expand Object TypesObject Types.
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[280][280]Output Filter (Continued)Output Filter (Continued)

1. Scroll downScroll down until you see Virtual MachineVirtual Machine in the Object TypeObject Type list.

2.Single click on Virtual MachineVirtual Machine Object Type.

3.Click SAVESAVE.
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[281][281]Configure Top-5 Storage UsageConfigure Top-5 Storage Usage

1. Hover over the far right Top-N widgetTop-N widget and click on the pencil iconpencil icon when it appears.
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[282][282]Add Storage IOPSAdd Storage IOPS

1. Change the top name to Top-5 IOPS UsageTop-5 IOPS Usage.

2.Check the Metric AnalysisMetric Analysis radio button because we want to display the Highest IOPS of all instancesHighest IOPS of all instances metric in this widget.

3.Expand Input TransformationInput Transformation.
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[283][283]Input TransformationInput Transformation

1. Uncheck the Self Input TransformationSelf Input Transformation.

2.Expand Output DataOutput Data.
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[284][284]Output DataOutput Data

1. Click the + icon+ icon to add an Object TypeObject Type.vir
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[285][285]Add Virtual Machine Object TypeAdd Virtual Machine Object Type

1. Type virtual machinevirtual machine in the top right search bar.

2.Double click on Virtual MachineVirtual Machine.
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[286][286]Add Storage IOPS (Continued)Add Storage IOPS (Continued)

1. Click into the MetricMetric search line.

2.Scroll down until you see the Virtual DiskVirtual Disk metric list.

3.Expand the Virtual DiskVirtual Disk metric list.

4.Double click on the Highest IOPS of all instancesHighest IOPS of all instances metric.
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[287][287]Add Storage IOPS (Continued)Add Storage IOPS (Continued)

1. Enter Highest IOPSHighest IOPS for the LabelLabel.

2.Change Color MethodColor Method to CustomCustom.

3.Enter 7575 for Yellow BoundYellow Bound.

4.Enter 8585 for Orange BoundOrange Bound.

5.Enter 9595 for Red BoundRed Bound.

6.Expand Output FilterOutput Filter.
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[288][288]Output FilterOutput Filter

1. Expand Object TypesObject Types.
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[289][289]Output Filter (Continued)Output Filter (Continued)

1. Scroll downScroll down until you see Virtual MachineVirtual Machine in the Object TypeObject Type list.

2.Single click on Virtual MachineVirtual Machine Object Type.

3.Click SAVESAVE.

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  2 4 4



[290][290]Edit Dashboard - SaveEdit Dashboard - Save

1. Click on the SAVESAVE button at the top of the dashboard to save our changes to the dashboard.
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[291][291]HOL Inventory Summary - Modified DashboardHOL Inventory Summary - Modified Dashboard

1. Scroll to the topScroll to the top of the HOL Inventory DashboardHOL Inventory Dashboard.

2.Click on the RegionA01RegionA01 row (not on the RegionA01 text).
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[292][292]Completed DashboardCompleted Dashboard

1. Drag the scroll bar downDrag the scroll bar down to the very bottom of the dashboard.

We can now see the Top-N widgets we added each showing the top consumers of CPU, Memory and IOPS.

[293][293]Lesson EndLesson End

Congratulations, we just completed the Clone and Modify Existing DashboardsClone and Modify Existing Dashboards lesson!

In this lesson, we started out by cloning the Inventory Summary dashboard and then customized the cloned dashboard. We added
three Top-5 widgets to show the top CPU, Memory and IOPS troublemakers.
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[294][294]Creating a New Custom DashboardCreating a New Custom Dashboard

In this lesson, we will learn how to create a new dashboard from scratch.

We will create a brand new dashboard from scratch that will contain an Object List for a list of virtual machines. We will then add the
following widgets to the dashboard as well:

•Object Relationship Topology

•Top Alerts

•Health Heat Map

•Top-N for CPU

•Top-N for Memory

•Top-N for Disk Space
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[295][295]DashboardsDashboards

1. Expand VisualizeVisualize from the left hand toolbar.

2.Click on DashboardsDashboards.

3.Click + Create+ Create.
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[296][296]Create Dashboard - NameCreate Dashboard - Name

1. Replace the New Dashboard text with OPS Overview (New)OPS Overview (New) in the name text field.

[297][297]Create Dashboard - Object ListCreate Dashboard - Object List
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1. Click on and drag the Object List widgetClick on and drag the Object List widget to the left side of the open space.

2.Click on the lower right-hand corner of the widget and drag it all the way to the rightdrag it all the way to the right of the dashboard interface.

[298][298]Create Dashboard - Object RelationshipCreate Dashboard - Object Relationship

1. Click on and drag the Object Relationship widgetClick on and drag the Object Relationship widget to the left most column in the open space below the Object List widget. (You

may need to scroll down a level to see it.)

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  2 5 1



[299][299]Create Dashboard - Top AlertsCreate Dashboard - Top Alerts

1. Drag the scroll barDrag the scroll bar down until we see the Top AlertsTop Alerts widget in the list. (should be the second row of new widgets)

2.Click on and drag the Top Alerts widgetClick on and drag the Top Alerts widget to the middle column in the open space below the Object List widget.

[300][300]Create Dashboard - HealthCreate Dashboard - Health
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1. Drag the scroll barDrag the scroll bar down until we see the HealthHealth widget in the list. (should be on the fourth or fifth row of new widgets)

2.Click on and dragClick on and drag the Health widgetHealth widget (not the Scoreboard Health widget)(not the Scoreboard Health widget) to the far right column in the open space below the

Object List widget.

[301][301]Create Dashboard - Top-NCreate Dashboard - Top-N

1. Drag the scroll barDrag the scroll bar all the way down to the bottom.

2.Drag the widgets scroll barDrag the widgets scroll bar up until we can see the Top-NTop-N widget in the second row of widgets.
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[302][302]Create Dashboard - Top-NCreate Dashboard - Top-N

1. Click on the Top-NTop-N view and dragdrag it to the left columnleft column.

2.Drag the scroll barDrag the scroll bar all the way down to the bottom so we can see the new Top-N view.

3.Click on the Top-NTop-N view and dragdrag it to the middle columnmiddle column.

4.Click on the Top-NTop-N view and dragdrag it to the right columnright column.

[303][303]Create Dashboard - Show InteractionsCreate Dashboard - Show Interactions

1. Click on SHOW INTERACTIONSSHOW INTERACTIONS text link at the top of the user interface.
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[304][304]Create Dashboard - Create RelationshipsCreate Dashboard - Create Relationships

We now have to create the relationships between the widgets. We want to be able to click on a virtual machine in the Object List widget
and have the rest of the widgets present the data associated with what we selected in the Object List.

1. Click on the circle and arrowcircle and arrow icon in the Object ListObject List widget and drag it to the circle with a dotcircle with a dot icon in the Object RelationshipObject Relationship

widget.

2.Click on the circle and arrowcircle and arrow icon in the Object ListObject List widget and drag it to the circle with a dotcircle with a dot icon in the Top AlertsTop Alerts widget.

3.Click on the circle and arrowcircle and arrow icon in the Object ListObject List widget and drag it to the circle with a dotcircle with a dot icon in the HealthHealth widget.
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[305][305]Create Dashboard - Create Relationships (continued)Create Dashboard - Create Relationships (continued)

After completing the previous steps, we should now see the connecting line from the Object List to the Object Relationship, Metric
Chart and Health widgets. We will not be connecting the Object List to the (3) Top-N widgets since we want them to show the Top 10
virtual machines with contention for CPU, Memory and Disk Space. We will see this later once we are done configuring the entire
dashboard.
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[306][306]Create Dashboard - Show InteractionsCreate Dashboard - Show Interactions

1. Click on HIDE INTERACTIONSHIDE INTERACTIONS text link at the top of the user interface.

[307][307]Configure Top-N Widget - MenuConfigure Top-N Widget - Menu

We now need to go into the settings of the widgets to make some configuration changes so that they will present the appropriate data
in each of the widgets.

1. Hover the mouse over the top of the 1st Top-NHover the mouse over the top of the 1st Top-N widget in the widget to expose the hidden menu.

2.Click on the Edit WidgetEdit Widget (pencil)(pencil) icon to edit the widget.
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[308][308]Configure Top-N Widget - Change NameConfigure Top-N Widget - Change Name

1. Replace the text Top-NTop-N with Top-10 VMs with CPU Contention.Top-10 VMs with CPU Contention.

2.Click on the OnOn radio button next to Refresh Content.

3.Click on the OnOn radio button next to Self Provider.

4.Change Bars CountBars Count to 1010.

5.Click on the Metric AnalysisMetric Analysis radio button next to Top-N Options.

6.We see that it automatically selected the Top Highest UtilizationTop Highest Utilization radio button for us.
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[309][309]Configure Top-N Widget - Object TypesConfigure Top-N Widget - Object Types

1. Click on the Output DataOutput Data selection to expand it.

2.Click on the Add Object TypeAdd Object Type (plus sign)(plus sign) to add an object type.
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[310][310]Configure Top-N Widget - Virtual MachineConfigure Top-N Widget - Virtual Machine

1. Type virtual machinevirtual machine into the Filter text field and hit the ENTERENTER key on the keyboard.

2.Double click on Virtual MachineVirtual Machine.
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[311][311]Configure Top-N Widget - WidgetConfigure Top-N Widget - Widget

1. Click anywhere inside the Metric text fieldMetric text field in order to expose the filter option.
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[312][312]Configure Top-N Widget - CPU Contention (%)Configure Top-N Widget - CPU Contention (%)

1. Type CPUCPU into the Metric text field and hit ENTERENTER on the keyboard to filter for it.

2.Drag the scroll barDrag the scroll bar down (if needed) until we can see Contention (%)Contention (%) (CPU > Contention)(CPU > Contention) in the drop-down list.

3.Double-ClickDouble-Click on Contention (%).Contention (%).
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[313][313]Output DataOutput Data

1. Enter CPU ContentionCPU Contention for the LabelLabel.

2.Change the unit to %%.

3.Enter 100100 for the MaximumMaximum value, this will set the graph bar to max out at a value of 100.

4.Change Color MethodColor Method to CustomCustom.

5.Enter 7575 for Yellow BoundYellow Bound.

6.Enter 8585 for Orange BoundOrange Bound.

7.Enter 9595 for Red BoundRed Bound.

8.Expand Output FilterOutput Filter.

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  2 6 3



[314][314]Output FilterOutput Filter

1. Expand Object TypesObject Types.
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[315][315]Output Filter (Continued)Output Filter (Continued)

1. Scroll downScroll down until you see Virtual MachineVirtual Machine in the Object TypeObject Type list.

2.Single click on Virtual MachineVirtual Machine Object Type.

3.Click SAVESAVE.
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[316][316]Configure Top-N Widget - Top-NConfigure Top-N Widget - Top-N

1. Hover over the second Top-N widgetTop-N widget and click on the Edit WidgetEdit Widget (pencil)(pencil) icon when it appears.
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[317][317]Configure Top-N Widget - Change NameConfigure Top-N Widget - Change Name

1. Replace the text Top-NTop-N with Top-10 VMs with Memory Contention.Top-10 VMs with Memory Contention.

2.Click on the OnOn radio button next to Refresh Content.

3.Click on the OnOn radio button next to Self Provider.

4.Change Bars CountBars Count to 1010.

5.Click on the Metric AnalysisMetric Analysis radio button next to Top-N Options.

6.We see that it automatically selected the Top Highest UtilizationTop Highest Utilization radio button for us.

7.Click on the Output DataOutput Data selection to expand it.
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[318][318]Configure Top-N Widget - Object TypesConfigure Top-N Widget - Object Types

1. Click on the Add Object TypeAdd Object Type (plus sign)(plus sign) to add an object type.
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[319][319]Configure Top-N Widget - Virtual MachineConfigure Top-N Widget - Virtual Machine

1. Type virtual machinevirtual machine into the Filter text field and hit the ENTERENTER key on the keyboard.

2.Click on Virtual MachineVirtual Machine in the list to select it.

3.Then click on the OKOK button.
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[320][320]Configure Top-N Widget - MetricConfigure Top-N Widget - Metric

1. Click anywhere inside the Metric text fieldMetric text field in order to expose the filter option.
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[321][321]Configure Top-N Widget - MemoryConfigure Top-N Widget - Memory

1. Type MemoryMemory into the filter text field and hit ENTERENTER on the keyboard to filter for it.

2.Then click on the arrowarrow next to MemoryMemory to expand its drop-down menu.
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[322][322]Configure Top-N Widget - Memory Contention (%)Configure Top-N Widget - Memory Contention (%)

1. Drag the scroll barDrag the scroll bar down until we can see Contention (%)Contention (%) in the drop-down list.

2.Double-ClickDouble-Click on Contention (%).Contention (%).
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[323][323]Configure Top-N Widget - Memory Contention (%) (Continued)Configure Top-N Widget - Memory Contention (%) (Continued)

1. Enter Memory ContentionMemory Contention for the LabelLabel.

2.Change the unit to%%.

3.Enter 100100 for the MaximumMaximum value, this will set the graph bar to max out at a value of 100.

4.Change Color MethodColor Method to CustomCustom.

5.Enter 7575 for Yellow BoundYellow Bound.

6.Enter 8585 for Orange BoundOrange Bound.

7.Enter 9595 for Red BoundRed Bound.

8.Expand Output FilterOutput Filter.
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[324][324]Output FilterOutput Filter

1. Expand Object TypesObject Types.

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  2 7 4



[325][325]Output Filter (Continued)Output Filter (Continued)

1. Scroll downScroll down until you see Virtual MachineVirtual Machine in the Object TypeObject Type list.

2.Single click on Virtual MachineVirtual Machine Object Type.

3.Click SAVESAVE
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[326][326]Configure Top-N Widget - Top-NConfigure Top-N Widget - Top-N

1. Hover over the right most Top-N widgetTop-N widget and click on the Edit WidgetEdit Widget (pencil)(pencil) icon when it appears.
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[327][327]Configure Top-N Widget - Change NameConfigure Top-N Widget - Change Name

1. Replace the text Top-NTop-N with Top-10 VMs with Disk Latency.Top-10 VMs with Disk Latency.

2.Click on the OnOn radio button next to Refresh Content.

3.Click on the OnOn radio button next to Self Provider.

4.Change Bars CountBars Count to 1010.

5.Click on the Metric AnalysisMetric Analysis radio button next to Top-N Options.

6.We see that it automatically selected the Top Highest UtilizationTop Highest Utilization radio button for us.

7.Click on the Output DataOutput Data selection to expand it.
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[328][328]Configure Top-N Widget - Object TypesConfigure Top-N Widget - Object Types

1. Click on the Add Object TypeAdd Object Type (plus sign)(plus sign) to add an object type.
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[329][329]Configure Top-N Widget - Virtual MachineConfigure Top-N Widget - Virtual Machine

1. Type virtual machinevirtual machine into the Filter text field and hit the ENTERENTER key on the keyboard.

2.Click on Virtual MachineVirtual Machine in the list to select it.

3.Then click on the OKOK button.
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[330][330]Configure Top-N Widget - MetricConfigure Top-N Widget - Metric

1. Click anywhere inside the Metric text fieldMetric text field in order to expose the filter option.
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[331][331]Configure Top-N Widget - Virtual Disk Total Latency (ms)Configure Top-N Widget - Virtual Disk Total Latency (ms)

1. Type virtual disk:virtual disk: into the Metric text field and hit ENTERENTER to filter for it.

2.Scroll DownScroll Down to the bottom of the list to see Virtual DiskVirtual Disk.

3.Click on the Chevron beside Virtual DiskVirtual Disk to expand it.

4.Click on the Chevron beside Aggregate of all InstancesAggregate of all Instances to expand it (You may need to scroll down more in the list to see it).

5.Double-ClickDouble-Click on Total Latency (ms).Total Latency (ms).
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[332][332]Configure Top-N Widget - Virtual Disk Total Latency (ms) (Continued)Configure Top-N Widget - Virtual Disk Total Latency (ms) (Continued)

1. Type Total LatencyTotal Latency for the LabelLabel.

2.Change the UnitUnit to msms.

3.Expand Output FilterOutput Filter.
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[333][333]Output FilterOutput Filter

1. Expand Object TypesObject Types.
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[334][334]Output Filter (Continued)Output Filter (Continued)

1. Scroll downScroll down until you see Virtual MachineVirtual Machine in the Object TypeObject Type list.

2.Single click on Virtual MachineVirtual Machine Object Type.

3.Click SAVESAVE
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[335][335]Configure Object ListConfigure Object List

1. Scroll backScroll back up to the top of the dashboard.

2.Hover over the Object List widgent and click on the Edit WidgetEdit Widget (pencil)(pencil) icon when it appears.

[336][336]Configure Object List - Change NameConfigure Object List - Change Name
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1. Type Virtual MachinesVirtual Machines into the Name text field.

2.Click on the OnOn radio button to the right of Refresh Content.

3.Click on the OnOn radio button to the right of Self Provider.

4.Click on the OnOn radio button to the right of Auto Select First Row.

[337][337]Configure Object List - Output FilterConfigure Object List - Output Filter

1. Click on Output FilteOutput Filter.

2.Then click on the arrowarrow next to Object TypesObject Types to expand its menu.

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  2 8 6



[338][338]Configure Object List - Virtual MachineConfigure Object List - Virtual Machine

1. Drag the scroll bar downDrag the scroll bar down until we can see Virtual MachineVirtual Machine in the drop-down list.

2.Then click on Virtual MachineVirtual Machine.

3.Click SAVESAVE.

[339][339]Save DashboardSave Dashboard

1. Click on the SAVESAVE button to save our Dashboard.
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[340][340]Review DashboardReview Dashboard

1. Drag the scroll barDrag the scroll bar all the way to the top of the new dashboard.

2.Drag the scroll barDrag the scroll bar in the Virtual Machines widgetVirtual Machines widget until you see ubuntu-0008ubuntu-0008.

3.Click on the the VM ubuntu-0008ubuntu-0008 to view the stats for that object (You may need to scroll down a little in the list of VMs to see

it).

4.We now see that the three widgets (Object Relationship, Top Alerts and Health) now are populated with metrics related to the

ubuntu-0008 virtual machine.
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[341][341]Review Dashboard (continued)Review Dashboard (continued)

1. Drag the scroll barDrag the scroll bar all the way to the bottom of the dashboard.

2.We see that we have the (3) Top-10 VMs widgets based on CPU Contention, Memory Contention and Disk Latency.

[342][342]Lesson EndLesson End

Congratulations, we have completed the lesson on Creating a New Custom DashboardCreating a New Custom Dashboard!

In this lesson, we created a brand new custom dashboard that contained an Object List of virtual machines that had relationships to all
the other widgets. However, we did not create the relationship from the virtual machine in the Object List widget to the Top-N widgets.
This ensures that no matter which virtual machine we selected from the Object List widget, the Top-N widgets will always show the
Top-10 VMs with CPU contention, Memory contention and Disk latency.

[343][343]Importing New DashboardsImporting New Dashboards

In this lesson, we will learn how to import new dashboards into Aria Operations.

Perhaps you have multiple Aria instances and you need to import a dashboard that one of your teammates has created on a different
Aria instance. This could be very useful and is very common when we have multiple Aria Operations instances or we have a
Development instance that we use to develop and test our custom content.

We also have a great website to download and contribute cool dashboards we have made called the Dashboard Exchange. We can get
to the VMware Aria Operations Sample Exchange quickly by visiting this site at https://aria.vmware.com/sample-exchange/vmware-https://aria.vmware.com/sample-exchange/vmware-
aria-operations-sample-exchangearia-operations-sample-exchange

In this lesson, we'll highlight some downloadable community content that is available for use to use in vRealize Operations and we'll
show how to access and import that content.
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[344][344]DashboardsDashboards

1. Expand VisualizeVisualize.

2.Click on the Dashboards.Dashboards.

[345][345]VMware Aria Operations Sample ExchangeVMware Aria Operations Sample Exchange

As we mentioned, we have a Dashboard Exchange that we can use to download community content. However, for this lab environment,
we will use your browser to access that page instead of going through the Lab Environment UI due to firewall/proxy set up in the lab
pod.

Click hereClick here to open the Aria Operations Sample Exchange in your browser.
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[346][346]Aria Operations Sample ExchangeAria Operations Sample Exchange
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Everything in the Sample Exchange is community provided content and can be downloaded free of charge. If you login with your
MyVMware account, you can also submit content that you've created to share with other users as well.

1. Hover over All SamplesAll Samples to show the different types of content that are available.

[347][347]Sample TypesSample Types
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Here we can see the different types of content we can download from the sample exchange.

•vRealize Ops Dashboard - Dashboards, as we have covered in previous lessons, are great ways to quickly see a summary of

various parts of your environment. There are many great dashboards built-in to Aria Operations, but the customization

options are endless and they can be easily modified to suit your needs.

•vRO Package - Aria Orchestrator (vRO) packages can be used to further integrate Aria Operations into other products into the

Aria Suite. For example, we can use a Aria Orchestrator package to allow us to assign a vRO workflow as a recommended

action inside of a Aria Operations alert which greatly extends the capabilities of recommendations and/or automated actions

inside of Aria Operations.

•vRealize Ops Super Metrics - Super Metrics are a way to create custom metrics inside of Aria Operations to discover metrics

about your environment that the built in metrics won't cover. Note, HOL-2201-09-CMP will cover these super metrics in more

detail.

•vRealize Ops Outbound Webhook - A webhook, which can also be called a HTTP push API, is a way for Aria Operations to

provide other applications with data or information. The webhooks in the sample exchange provide examples of webhooks to

some popular applications that you may want to receive data from Aria Operations.

[348][348]Search for our Sample DashboardSearch for our Sample Dashboard
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Let's search for a dashboard to use for this lesson.

1. Click the Search IconSearch Icon on the sample exchange.

[349][349]Search for Environment Summary DashboardSearch for Environment Summary Dashboard
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In this example, we will be selecting a dashboard that we can use in a Network Operations Center (NOC) to give us a good high level
visual overview about the health of our environment. This search will return several results - a count this is continually increasing as
people add additional content to this community sample exchange.

1. In the search box, enter environment summary dashboardenvironment summary dashboard, and hit EnterEnter.

2.Scroll down or use your browser's search function (Ctrl-F) to search for environment summary dashboardenvironment summary dashboard and select the

VMware Environment Summary Dashboard v2 once you find it.

Alternately, you can use this direct linkdirect link to find the dashboard.

[350][350]Download DashboardDownload Dashboard
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On this page we can see details about the dashboard. Some dashboards samples will also include screenshots of the dashboard
showing what data it will include.

1. If you wanted to download the dashboard file, you would click on the DOWNLOADDOWNLOAD button. However, we already have a copy

of the file in our lab pod.

You can download the file and view the json if you want to see how a dashboard is stored as code for portability.

[351][351]Return to vRealize OperationsReturn to vRealize Operations

1. Return to the vRealize Operations Manager tabvRealize Operations Manager tab in your lab console.
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[352][352]Manage DashboardsManage Dashboards

1. Click on DashboardsDashboards.

2.Click on ManageManage.
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[353][353]Import DashboardImport Dashboard

1. On the Dashboards page, click the bottom with 3 dots3 dots to open the action menu.

2.Then click ImportImport to start the import process.
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[354][354]Browse to the Dashboard to importBrowse to the Dashboard to import
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[355][355]Import Dashboard FileImport Dashboard File

Note: We have already downloaded the dashboard file for you. It is in the Lab Files --> HOL-2401-03 --> Module 7 directory on your
Main Console VM in the lab environment.

1. In the next window, click Lab FilesLab Files

2.Double ClickDouble Click HOL-2401-03.HOL-2401-03.
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[356][356]Module 7Module 7

1. Double clickDouble click on Module 7Module 7.
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[357][357]Import Dashboard.jsonImport Dashboard.json

1. Double clickDouble click on the file Dashboard.jsonDashboard.json.
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[358][358]ImportImport

1. Click IMPORTIMPORT.
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[359][359]Dashboard Imported SuccessfullyDashboard Imported Successfully

1. Here was can see the dashboard was successfully imported.

2.Notice here also that we have the option to either overwrite any existing dashboards that may have the same name as what

you're importing. Or we can chose to rename the newly imported dashbord instead of overwriting existing content.

3.Click DONEDONE to close this window.
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[360][360]Find our Imported DashboardFind our Imported Dashboard

1. To find our imported dashboard, type environment summaryenvironment summary in the search box and hit EnterEnter.

2.Click on VMware Environment Summary Dashboard V2VMware Environment Summary Dashboard V2.
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[361][361]Dashboard ActionsDashboard Actions

Now we can see our imported dashboard! As a final step, lets looks at some of the available options.

1. Select ACTIONSACTIONS beside the dashboard name.

2.Here we can see the available options for this newly imported dashboard to further integrate it into our environment.

[362][362]Lesson EndLesson End

Congratulations, we have just completed the Importing DashboardsImporting Dashboards lesson.

In this lesson, we learned how to import dashboards into Aria Operations. We also learned about the Sample Exchange, which is a
website where we can find some great ready-to-use content that we can use to easily extend the power of Aria Operations.

[363][363]Sharing DashboardsSharing Dashboards

In this lesson, we will learn how to share the numerous dashboards available in Aria Operations.

There are several very useful options for administrators to share dashboards to other personnel in their company. Now we can share a
dashboard using a URL that can be given to ANYONE in our organization and they don’t even need to be able to access our Aria
Operations environment. This is a super useful feature when we need to share performance or capacity information to others in the
organization, but don’t want them logging into our Aria Operations instance.
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We will see that we can also set an expiration time frame for the shared dashboard to be available. This is also really useful when you
just want to give someone a view into a specific portion of the infrastructure for a limited period of time.

We can also share a dashboard through an email just by selecting the correct SMTP instance we have already set up in Aria Operations
and entering the email of the recipient you want to have your new dashboard. Like with the other sharing options, we can also put an
expiration time frame for the email as well.

We can even embed the dashboard into any other web page by simply copying the HTML code provided and pasting it into any system
like Confluence or our own internal intranet portal.

Group sharing is simply giving dashboard access to any group that currently is set up through the authentication source we already
have configured in Aria Operations.

The final option gives us the ability to export the dashboard and move it to any other Aria Operations environment. This is very useful
when we have multiple Aria Operations instances or we have a Development instance that we use to develop and test our custom
content.

We have commonly seen the (NOC) Network Operations Center of an IT organization share dashboards on their large monitors in their
NOC. They have created web pages that contain various bits of information from various monitoring systems in order to minimize the
amount of monitors they have to have in the NOC. We can easily give them what they need by providing them an embedded link to the
dashboard in which they can embed into their existing web portal. That way they don't have to add an additional monitor to house the
Aria Operations dashboard. We will use this scenario in this lesson to learn how to share out the VMware Environment Summary
Dashboard to them.
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[364][364]DashboardsDashboards

1. Expand VisualizeVisualize.

2.Click on DashboardsDashboards.
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[365][365]VMware Environment Summary DashboardVMware Environment Summary Dashboard
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In our example, we want to share a dashboard with the (NOC) Network Operations Center, so lets go to the Environment Summary
dashboard.

1. Click on Manage.Manage.

2.In the search bar type ops overviewops overview.

3.Then click on Ops Overview (New)Ops Overview (New).

[366][366]Ops Overview (New) Dashboard ReviewOps Overview (New) Dashboard Review

To recap this scenario, the NOC personnel want to have the new Ops Overview (New) Dashboard in the NOC at all times so they can
monitor the troublemaking virtual machines after hours. We need to share this dashboard with them, but remember they have a web
portal that they use. Therefore, we will need to provide them the embedded link that they can simply add to their existing web portal.
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[367][367]Share DashboardShare Dashboard

1. Click on the Share Dashboard (three connected circles)Share Dashboard (three connected circles) icon in the upper right-hand side of the VMware Environment

Summary Dashboard.
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[368][368]Share Dashboard - URLShare Dashboard - URL

In this example we can simply create a URL to provide to anyone so they can view the dashboard. For Link Expiry, we have the options
to select (1) Day, (1) Week, (1) Month, (3) Months and Never Expire. We see that the link to the dashboard is already filled in. We would
then click on the COPY LINK button to copy it to the computer's clipboard allowing us to copy it into a file, email, etc.
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[369][369]Share Dashboard - EmailShare Dashboard - Email

In this example, we want to send the dashboard link to someone via an email address directly from the Aria Operations interface. As a
note, we won't actually be sending the link to the dashboard to an email address. We will just run through the steps as though we are
going to.

1. Click on the EMAILEMAIL icon to select email as an option to send the link.

Again, we have the options to select (1) Day, (1) Week, (1) Month, (3) Months and Never Expire. In this lab environment, we do not have
an SMTP instance configured. In a production environment, we would configure this with the company email server information by
clicking on the CONFIGURE button if it wasn't already configured within Aria Operations. Then we would type the email address of the
individual we are sending the link to. Finally, we would click the SEND button to send the email with the link to the dashboard to the
receiver.
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[370][370]Share Dashboard - EmbedShare Dashboard - Embed

In the introduction of this lesson, we discussed the scenario of the (NOC) Network Operations Center having a web page that they
wanted to embed the Ops Overview (New) Dashboard in. We will now go through the steps associated to accomplish providing them
the embedded dashboard.

1. Click on the EMBEDEMBED icon in the Share Dashboard pop-up window. We want this selection since they want the dashboard

included in their existing web portal in the NOC.

2.Next click on the arrowarrow next to Link Expiry:Link Expiry: to expand its drop-down menu.

3.Click on Never ExpireNever Expire since we want this for the NOC and do not want their access to expire.
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[371][371]Share Dashboard - Copy to ClipboardShare Dashboard - Copy to Clipboard

1. Click on the COPYCOPY button.

2.We see that by clicking the COPY button, that the embedded link has been successfully copied to the clipboard. It is now

ready to be copied into an email or some other method in which we can provide the NOC the link to use in their web portal.
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[372][372]Share Dashboard - GroupsShare Dashboard - Groups

In this example, we need to authorize only a previously established security group in Aria Operations access to this dashboard.
Currently the Everyone group has access to this dashboard.

1. Click on the GROUPSGROUPS icon in the pop-up window.

2.Click on the arrowarrow to the left of the INCLUDE button. We see that we only have two options configured in this environment.

This list will vary from one environment to another based on what groups have been configured within Aria Operations.

We would then click on the INCLUDEINCLUDE button to give this group(s) access to the dashboard.
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[373][373]Share Dashboard - ExportShare Dashboard - Export

Remember, this Ops Overview (New) dashboard we are currently in is a custom dashboard is not a default out-of-the-box dashboard.
We want to export this dashboard because we have another instance of Aria Operations in a (DR) Disaster Recovery datacenter and
want to have the same dashboard in that instance as well. So we need to export the dashboard and then import it into the instance in
the DR datacenter.

1. Click on the EXPORTEXPORT button in the pop-up window.

2.Then click on the GOGO button to export it into a ZIP file format.

[374][374]Share Dashboard - Download FileShare Dashboard - Download File

We see that it will download the dashboard as a ZIP file. We could then copy this ZIP file over the DR site and then import it into that
Aria Operations instance.
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[375][375]Share Dashboard - ExitShare Dashboard - Exit

That's it, we have gone through all the options for sharing dashboards in Aria Operations!

1. Click on the XX in the upper right-hand corner of the Share Dashboard pop-up window to close it.

[376][376]Lesson EndLesson End

Congratulations, we have just completed the Sharing DashboardsSharing Dashboards lesson which is the last lesson of Creating and Managing DashboardsCreating and Managing Dashboards!

In this lesson, we learned how to share Aria Operations dashboards through various methods. We can share them via a URL, Email,
Embedded file, Groups or Export the dashboard to import into another instance of Aria Operations.

[377][377]ConclusionConclusion

In this module, cloned an existing Dashboard, built a Dashboard from scratch and learned how to share Dashboards with other groups.

[378][378]You&#39;ve finished the moduleYou&#39;ve finished the module

Congratulations on completing the lab module.

For more information on getting started with Aria Operations, see the VMware Aria Operations: Journey to SuccessVMware Aria Operations: Journey to Success guide at the
VMware Apps & Cloud Management Tech ZoneVMware Apps & Cloud Management Tech Zone.
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From here you can:

1. Click to advance to the next page and continue with the next lab module

2.Open the TABLE OF CONTENTSTABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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Module 8 - Enhancing depth of VMware Aria Operations with Super Metrics (15 minutes) BasicModule 8 - Enhancing depth of VMware Aria Operations with Super Metrics (15 minutes) Basic

[380][380]IntroductionIntroduction

The Troubleshooting Workbench is where you perform advanced troubleshooting tasks on an alert that triggered on an object. You can
investigate both known and unknown issues in VMware Aria Operations. It was specifically designed to focus in and out of an object to
quickly identify if there is an issue with a specific object or, by providing the ability to zoom out the scope, to see if there is a systemic
issue within the infrastructure.

[381][381]Log in to Aria OperationsLog in to Aria Operations

We will log in to a live instance of Aria Operations running in this lab.

[382][382]Open the Firefox Browser from the Windows Task BarOpen the Firefox Browser from the Windows Task Bar

If the browser is not already open, launch FirefoxFirefox.

1. Click the FirefoxFirefox icon in the Windows Quick Launch Task Bar at the bottom of the screen.

[383][383]Navigate to Aria OperationsNavigate to Aria Operations

1. Click the Aria OperationsAria Operations bookmark in the bookmarks toolbar.
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[384][384]Log in to Aria OperationsLog in to Aria Operations

Aria Operations is integrated with VMware Workspace ONE Assist (also known as VMware Identity Manager) in this lab. This
integration is listed as vIDMAuthSource in our live lab environment.

vIDMAuthSource may be pre-selected as the default identity source. If it is not, then you will need to select it.

1. Click the drop-down arrowdrop-down arrow and select vIDMAuthSourcevIDMAuthSource if it is not already selected.

2.Click REDIRECTREDIRECT to be taken to the authentication page.
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[385][385]VMware Identity Manager LoginVMware Identity Manager Login

VMware Identity Manager acts as the identity provider for the Active Directory authentication source in this lab.

Credentials for the default user, holadmin, have already been provided.

1. Click Sign inSign in

[386][386]Understanding Hierarchical Relationships in Aria OperationsUnderstanding Hierarchical Relationships in Aria Operations

Before we jump into creating super metrics, it is first important to understand that Aria Operations maintains several hierarchical
relationship trees. And whenever you install additional management packs for extensibility, each management pack will add at least one
additional hierarchy in Aria Operations.

This is important to understand in the context of super metrics because unless you are creating a new metric on an object or object type
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that is based only on metrics from that same object/object type you will need to know where in the hierarchy the related object types
are. For example, in the vSphere Hosts and Clusters hierarchy, a virtual machine is a child of a host. If you want to create a super metric
for hosts that shows the average CPU usage across all virtual machines that are running on a given host, you need to write your super
metric formula with the proper syntax to look one level down from the host to the virtual machines for the metric inputs to the super
metric.

[387][387]vSphere Hosts and Clusters HierarchyvSphere Hosts and Clusters Hierarchy

We will focus here on the vSphere Hosts and Clusters hierarchy because that's the one we will be using for the examples in this lab
module. The hierarchy is shown in the graphic. There would also be other object types in the hierarchy if they existed in our lab vCenter
server (for example, resource pools).

For this hierarchy you can see that virtual machines are two levels below clusters. And that vSphere hosts are one or two levels above
datastores (this dual relationship can be found in other places as well). In the super metric formulas, the relationship distance (number
of hops) is represented by the depthdepth parameter and we will use that parameter in some examples later in this module.
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[388][388]Object BrowserObject Browser
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To see another way of looking at the vSphere Hosts and Clusters hierarchy within Aria Operations:

1. Expand EnvironmentEnvironment on the left menu bar.

2.Click Object BrowserObject Browser.

3.Expand the vSphere Hosts and Clusters hierarchy by clicking the >> arrows

The levels of indentation in this view indicate the relative depth of each object type.
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[389][389]Object HierarchiesObject Hierarchies
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To see the available hierarchies within Aria Operations:

1. Scroll downScroll down in the Object Browser.

2.Note all of the available hierarchies in this Aria Operations instance.

[390][390]All ObjectsAll Objects

1. Expand All ObjectsAll Objects.
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As stated earlier, if additional management packs were installed for extensibility (for example, NetApp or Dell EMC storage) hierarchies
for those objects would also be here.

[391][391]Lesson EndLesson End

You should have an understanding of vSphere hierarchy and structure of objects.

[392][392]Create Your First Super MetricCreate Your First Super Metric

When you think "Super Metric", think metric math that will use some kind of a formula to get the desired outcome. In this first example,
we will create a simple super metric and explore the depth parameter in a super metric formula.

Your first assignment is to create a super metric that will calculate the average memory utilization across all virtual machines running on
a vSphere host or in a vSphere cluster. This is an example of creating a metric on an object (host or cluster) that is based on metrics
from related objects (virtual machines).

[393][393]The Hierarchical RelationshipThe Hierarchical Relationship

The below screenshot is not applicable to the current environment you are using but is being used because it is a good illustration of an
object's hierarchy (parent and child objects).

If you recall from a previous lesson, we learned that virtual machines are children of hosts and "grandchildren" of clusters in the vSphere
Hosts and Clusters hierarchy. So if we create a super metric on the cluster object type and on the host object type and have it look one
or two levels down the hierarchy to create the sum of the metric representing memory usage on virtual machines, we will have
completed the assignment for this lesson.
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[394][394]Which Metric Will We Be Using?Which Metric Will We Be Using?

Before we get started with the super metric, let's understand which virtual machine metric we will be using for this lesson. Since we
want to average a vm metric (memory utilization), let's go find a vm to see what metrics are available. We will take a look at the
ubuntu-0008 virtual machine.

1. In the search box, type ubuntuubuntu

2.Click the ubuntu-0008ubuntu-0008 link under the Virtual Machine object type
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[395][395]Expand the All Metrics TreeExpand the All Metrics Tree
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1. On the ubuntu-0008 object page, click the MetricsMetrics tab.

2.Click the >> to expand the MetricsMetrics section.

[396][396]Expand the Memory MetricExpand the Memory Metric

1. Click the >> to expand the MemoryMemory section.

2.Scroll down to see the list of available memory metrics.

3.Note the Utilization (KB)Utilization (KB) metric - this is the metric we will be using to create our super metric.
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[397][397]Create The Super MetricCreate The Super Metric

Now that we know which virtual machine metric we will be using, let's navigate to the new super metric editor window. The new super
metric workspace can be found in the Configure section of Aria Operations.

1. Expand the Configure.Configure.

2.Click Super Metrics.Super Metrics.

3.Click ADDADD to create a new super metric
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[398][398]Super Metric tabSuper Metric tab
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Let's enter some basic information about the super metric. You want to create a name that is descriptive enough so you or others will
understand what it is calculating when you use it later in dashboards or reports or alert definitions. It is also a good idea to include the
unit of measure in the metric name - in this case we will calculate the value in gigabytes (GB).

1. In the Name field, type Average Mem Usage Across All Descendant VMs (GB)Average Mem Usage Across All Descendant VMs (GB)

2.In the Description field, type Calculates the average memory usage of all VMs that are descendants of this object.Calculates the average memory usage of all VMs that are descendants of this object.

3.Click the NEXTNEXT button.

[399][399]Object TypesObject Types

Since we will be getting the average VM memory usage across multiple objects we will add 3 Object Types.
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1. In the Object TypesObject Types search line, type Virtual MachineVirtual Machine.

2.Single clickSingle click on Virtual MachineVirtual Machine to add Virtual Machine as an Object Type.
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[400][400]Object Types (Continued)Object Types (Continued)

1. In the Object TypesObject Types search line, type hosthost.

2.Single clickSingle click on Host SystemHost System to add Hosts as an Object Type.
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[401][401]Object Types (Continued)Object Types (Continued)
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1. In the Object TypesObject Types search line, type cluster.

2.Single clickSingle click on Cluster Compute ResourceCluster Compute Resource to add Clusters as an Object Type.

3.Click NEXTNEXT.

[402][402]Formula FunctionsFormula Functions

1. Click anywhere in the empty formula box.

2.Click the FunctionsFunctions drop-down to see a list of all available functions.
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[403][403]Formula Functions (Continued)Formula Functions (Continued)
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The list includes looping functions (avg, combine, count, max, min and sum) that work on more than one input value and can return
either a single value or a set of values depending on the formula syntax. The remainder of the functions are single functions. They work
on only a single value or a single pair of values.

To better understand the concept of looping functions, think about the example metric we are going to create in this lesson. We want to
look for all descendant virtual machines (could be one or could be many), get the value for memory usage for each of those virtual
machines, and then calculate an average of those values which we will then store a single super metric on our object (in this case a
vSphere host or cluster). In the process, we will use a looping function to "loop through" all of the descendant virtual machines to get
the memory usage metric value for each one.

Note: The product documentation for super metric functions and operators can be found herehere.

[404][404]Create a formulaCreate a formula

Recall that we want to create an average of the memory usage across all virtual machines on our host or in our datacenter so let's start
by adding the avgavg function to our formula.
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1. Click on avgavg in the Function list.
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[405][405]Start Creating the Super Metric FormulaStart Creating the Super Metric Formula
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1. Click on Object TypeObject Type to select what we will average on.
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[406][406]Select the Virtual Machine Object TypeSelect the Virtual Machine Object Type

2.Select Virtual MachineVirtual Machine as our Object Type..
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[407][407]Add the AttributeAdd the Attribute

1. Since we want to average a specific metric from all of the virtual machines, click MetricMetric
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[408][408]Select the MetricSelect the Metric
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1. Start typing some text from the metric name if you know it. Type utilutil

2.Click Memory|Utilization (KB)Memory|Utilization (KB) (note the highlighted portion of the metric.) You should remember this metric from the

beginning of the lesson.

Note that the the units of memory utilization are in KB but we want our super metric value to be in GB. That's OK because we can just
add the additional math to the formula to do the conversion from KB to GB.

[409][409]PreviewPreview

Lets take a look at our formula now that it's got something to calculate

1. Click PREVIEW in the lower right hand corner of the screen.
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[410][410]Object ListObject List

1. Click in the Objects search barObjects search bar to bring up a list of Objects.

2.Select esx-05a.corp.vmbeans.comesx-05a.corp.vmbeans.com.

Notice that the list has a combination of Hosts, Virtual Machines and Cluster Compute Resource based on the Object Types we added
earlier.
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[411][411]Average Memory usage on the hostAverage Memory usage on the host

Notice that the chart is displaying memory usage in KB and not GB. Lets adjust our formula to accomodate that.

[412][412]Convert from KB to GBConvert from KB to GB

In order to convert our resulting value in kilobytes (KB) to gigabytes (GB), we need to divide the resultant average by 1024 to get to
megabytes (MB) and then divide again by 1024 to get to GB.

1. At the end of the formula add /1024/1024 so the formula looks like - avg({Virtual Machine: Memory|Utilization, depth=1})/1024/

1024
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[413][413]Do we see GB nowDo we see GB now

1. Click PreviewPreview again to expand the preview section.

[414][414]Get rid of the old chartGet rid of the old chart

You will notice the old chart is still in preview and is showing in KB still. Lets close that chart and re-open it.

1. Hover your mouse over the chart and the blue X will appear, click on the blue Xblue X.

You will close out Preview if you click on the upper right X instead of the blue X. Just re-click on PREVIEW to get back in.
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[415][415]Re-Add Esx-05Re-Add Esx-05

1. Click in the Objects search barObjects search bar to bring up a list of Objects.

2.Select esx-05a.corp.vmbeans.comesx-05a.corp.vmbeans.com.
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[416][416]Shows GB now doesn&#39;t itShows GB now doesn&#39;t it

You should see that the chart is now displaying in GB vs KB with the extra /1024/1024 in there.

[417][417]View the Host PreviewView the Host Preview

You should see a preview of your super metric on the esx-05a.corp.vmbeans.com host. Note that your values will likely be different and
you may or may not see the graph cover the entire time period depending on how long your lab environment has been running before
you started this lesson.
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1. You can change the time period of the preview if desired. Click the calendar icon.calendar icon.

2.Click the RangeRange drop-down and change the option from Last 6 hours to Last hour.Last hour.

3.Click GOGO to apply the changes.

[418][418]Select the Workload 1 Cluster For PreviewSelect the Workload 1 Cluster For Preview

Since we wanted our super metric to show the average vm memory utilization for hosts and clusters, let's test our metric on the
Workload 1 vSphere cluster. There are four VMs running in that cluster so we should see the average memory utilization across the four
VMs, right?

1. Delete the esx-03a entry, and type the first few letters of your cluster: worklworkl

2.Select the Workload 1Workload 1 cluster
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[419][419]View the Cluster PreviewView the Cluster Preview

1. Now our preview shows zero. What's going on? That cluster has four VMs running and certainly the average memory

utilization is not 0 GB per vm.

2.It's time to discuss the depthdepth parameter.
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The depth parameter in a super metric formula is used to tell Aria Operations how far down (or up) the object hierarchy to look for the
objects and their metrics when performing the calculation. As mentioned earlier, within Aria Operations there are multiple hierarchies
(or traversal specs). Each adapter type will usually have at least one hierarchy. For example, the vCenter adapter creates vSphere Hosts
and Clusters, vSphere Networking and vSphere Storage hierarchies.

If we look at the vSphere Hosts and Clusters hierarchy, it goes (from top to bottom): vSphere World --> vCenter Server(s) --> vSphere
Datacenter(s) --> vSphere Cluster(s) --> vSphere Host(s) --> Virtual Machines --> Datastores. So in our case we want to calculate our
super metric based on one (host --> vm) or two (cluster --> host --> vm) levels down the hierarchy. If you look at our super metric
formula, you see that depth=1depth=1 was added automatically which is why the preview worked on the esx-05a host (the vms were one level
below the host) but not for the Workload 1 cluster (the vms were two levels below the cluster).

Something else you might notice about the depthdepth parameter is that a positive value (1 in this case) will look down the hierarchy. If we
wanted to look up the hierarchy, we would need to use a negative value for the depth parameter. That might seem opposite from what
you would expect but you just need to remember that rule: positive depth = look down, negative depth = look up.

[420][420]Fix the Super Metric FormulaFix the Super Metric Formula

So let's update our formula to get it to look two levels down the hierarchy.

1. Delete the '1' and replace it with a 22 for the depth parameter.

Now the formula is calculating the average VM memory utilization for our cluster. But does that mean it won't work for hosts any
longer? Since it is looking down two levels down in the hierarchy for vms will it look past the vms when applied to a host? The good
news is that it will still work for hosts. In fact, a depth of 2 means it will look down one level and two levels. A depth of 5 would look
down one, two, three, four and five levels for vms (or whatever object type is in the formula).
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[421][421]Back to PreviewBack to Preview

1. Click the PREVIEWPREVIEW tab again.
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[422][422]Workload1 shows correctlyWorkload1 shows correctly

Notice this time the chart preview updated without deleting and re-adding

1. Click NEXTNEXT.

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  3 6 1



[423][423]Assign The Super Metric To One or More PoliciesAssign The Super Metric To One or More Policies

The final (optional) step is to enable the super metric for the object types in one or more policies. If you don't enable the metric
calculation in a policy here, you will have to go edit the policy(ies) where you want to enable the calculation later in the policy editor.

In our lab we only have one policy that is being used. In a production environment you might have several or more policies active in
Aria Operations. If you have multiple active policies you will see all of them listed on this screen and you can select which policies you
want to activate the super metric calculation in for each object type.

1. Check the boxbox to enable the metric on hosts in the policy.

2.Check the boxbox to enable the metric on clusters in the policy.

3.Click CREATECREATE to save your super metric.
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[424][424]Lesson endLesson end

Congratulations! You have created your first super metric and applied to to two object types in the active policy in your lab
environment. There are a few more lessons ahead where we will explore creating other super metrics to learn about some additional
super metric features. If you want to skip ahead and see the results of your work, use the Table of Contents at the top of the lab manual
to jump past the other super metric creation lessons.

[425][425]Using 'This' and Negative Depth Parameters in Super Metric FormulasUsing 'This' and Negative Depth Parameters in Super Metric Formulas

Let's create another super metric. For this example, the assignment is to use a super metric to calculate the percentage of a datastore's
capacity that is being used to store virtual machine snapshots.

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  3 6 3



1. Type snapsnap

2.Click Disk Space|Snapshot Space (GB)Disk Space|Snapshot Space (GB) under the Metric section

Note that the metric we want to use shows up both in the Metric Type category and the Metric category. Metric Type is a general
attribute and should be used any time there might be more than one instance of the metric on an object (for example a CPU core's
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usage where there are multiple cores in the host. Or the space used by individual snapshots when there are multiple snapshots on the
virtual machine). In this case, the Disk Space|Snapshot Space is just a single metric that represents the total snapshot space used by the
VM across all snapshots (if there are more than one).
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[426][426]The Hierarchical RelationshipThe Hierarchical Relationship

If you recall from a previous lesson, we learned that a datastore is a child of hosts and of virtual machines in the vSphere Hosts and
Clusters hierarchy. In this case, we will be using the VM <--> datastore relationship. Note in the graphic (and in our lab environment)
that the RegionA01-ISCSI0 datastore supports Twelve virtual machines. So if we create a super metric on the datastore object type and
have it look one level up the hierarchy to create the sum of the metric representing snapshot space on virtual machines, we will have
completed the assignment for this lesson.
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[427][427]Preparing the Lab EnvironmentPreparing the Lab Environment
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Before we begin this exercise, we must prepare the lab environment. None of the VMs in this lab currently have snapshots, so we will
take one quickly.

1. Click the ++ sign in the Firefox title bar to open a new browser tab

2.Click the vCentervCenter bookmark to navigate to the vSphere Client login

3.Click the checkboxcheckbox next to Use Windows session authentication

4.Click LOGINLOGIN

[428][428]Take a Snapshot of the ubuntu-0008 Virtual MachineTake a Snapshot of the ubuntu-0008 Virtual Machine
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1. Right clickRight click on the ubuntu-0008 VM in the vSphere inventory to open the Actions - ubuntu-0008 menu.

2.Mouse over SnapshotsSnapshots to open the sub-menu

3.Click on Take Snapshot...Take Snapshot...

[429][429]Take a Snapshot of the ubuntu-0008 Virtual MachineTake a Snapshot of the ubuntu-0008 Virtual Machine

The default snapshot name and settings will suffice for this exercise.

1. Click CREATECREATE to create the snapshot

2.Click the Aria Operations ManagerAria Operations Manager browser tab (not shown) to return to Aria Operations

[430][430]Which Metric Will We Be Using?Which Metric Will We Be Using?

Before we get started with the super metric, let's understand which virtual machine metric we will be using for this lesson. Since we
want to average a vm metric (disk snapshot space), let's go find a vm to see what metrics are available. We will again take a look at the
ubuntu-0008 virtual machine.
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1. In the search box, type ubuntuubuntu

2.Click the ubuntu-0008ubuntu-0008 link under the Virtual Machine object type
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[431][431]Expand the All Metrics TreeExpand the All Metrics Tree

1. On the ubuntu-0008ubuntu-0008 object page, click the MetricsMetrics tab.

2.In the filter field, type snapsnap and press the EnterEnter key to filter the metric results.

3.Metrics --> Disk Space --> Snapshot Space (GB)Snapshot Space (GB) is the metric that represents the total space on the disk consumed by

snapshots on this virtual machine.
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[432][432]Create the Super MetricCreate the Super Metric

1. Expand ConfigureConfigure.

2.Click on Super MetricsSuper Metrics.

3.Click ADDADD.
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[433][433]Create Super MetricCreate Super Metric
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1. Type the super metric Name: Percentage of Datastore Capacity Used by Snapshots (%)Percentage of Datastore Capacity Used by Snapshots (%)

2.Type a description for the metric (optional).

3.Click the NEXTNEXT button (not shown) to advance the wizard.
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[434][434]Select the Object TypesSelect the Object Types
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1. In the Object TypesObject Types line type datastoredatastore.

2.Click DatastoreDatastore under vCenter Adapter to select the object type.

3.Click NEXTNEXT.
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[435][435]Start the FormulaStart the Formula

The formula will be: The sum of the snapshot space from all VMs on the datastore divided by the total capacity of the datastore.
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1. Click anywhere in the empty formula box.empty formula box.

2.Select FunctionFunction.
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[436][436]Add SumAdd Sum

1. Select sumsum.
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[437][437]Add the Virtual Machine Object TypeAdd the Virtual Machine Object Type
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Select Object TypeObject Type.

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  3 8 1



[438][438]Select Virtual MachineSelect Virtual Machine

1. Select Virtual MachineVirtual Machine.
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[439][439]Add the MetricAdd the Metric

1. Select MetricMetric.

Let's select the metric. Remember from earlier in this lesson that we will be using the Disk Space|Snapshot Space (GB)Disk Space|Snapshot Space (GB) metric

[440][440]Continue Creating the FormulaContinue Creating the Formula

We have the numerator of our formula (the sum of the snapshot space from all VMs on the datastore). Let's add the division operator
and get ready to add the denominator.
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1. Move your cursor to the end of the formula and type a spacespace followed by a // and then another spacespace (note that the spaces are

optional but they make the formula easier to read).

2.Select THISTHIS.
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[441][441]Specifying &#39;This Object&#39;Specifying &#39;This Object&#39;
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What happens when depth=0?

Let's take the example we are working on from the perspective of the datastore. The metric will be applied to datastore objects and we
want to know for each datastore, what is the sum of the disk snapshot space from all of the VMs attached to that datastore (VMs are the
parents) and then divide the sum by a metric on the datastore itself (the total capacity of the datastore). So if we are going to create a
metric that will be attached to datastore objects and one of the calculation inputs is a metric from the datastore object itself, can we just
say object type = datastore and depth = 0 in the super metric formula? Actually, there is special syntax for this type of situation ...
instead of saying depth=0, it entails prefacing the metric or metric attribute with 'This Resource' and there is a special way of building
that into the metric definition - the THISTHIS button in the editor.

Clicking the THIS button has added a green Datastore: object in the formula.

1. Click on MetricMetric.
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[442][442]Select the Total Capacity MetricSelect the Total Capacity Metric

1. Type totaltotal to filter the list.

2.Click Capacity|Total Capacity (GB)Capacity|Total Capacity (GB) from the Metric section to select the metric.
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[443][443]Finish the FormulaFinish the Formula

The result at this point will be a ratio of the sum of the snapshot space metric for all of the VMs on a datastore divided by the total
capacity of that datastore. To convert it to a percentage, we just need to multiply by 100.

1. With your cursor at the end of the formula, type spacespace then ** then spacespace then 100100

2.Click PREVIEWPREVIEW to open that section.
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[444][444]Preview the Super MetricPreview the Super Metric

1. Click the RegionA01-ISCSI01-COMP-01RegionA01-ISCSI01-COMP-01 datastore object as the preview source.

[445][445]View the PreviewView the Preview
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1. The preview shows zero percent of the datastore is used by snapshot storage. In this lab environment that is not the case. So

why doesn't our formula work?

Do you remember the relationship hierarchy between datastores and VMs? Do you remember how the depth parameter works in a
super metric formula?

In this case, virtual machines are parents of datastores. Our depth parameter on the datastore object is 1. Remember that a depth of 1
means one level down the hierarchy. But here we need to look up the hierarchy one level - from the datastore to the VM. So instead of
depth=1, we need to have depth=-1.

Remember? Positive depth means look down the hierarchy. Negative depth means look up the hierarchy.

[446][446]Fix the FormulaFix the Formula

Let's fix the depth parameter and try the preview again.

1. Place your cursor just to the left of the 1 in the depth parameter and type a minus sign (--) to make the depth=-1

[447][447]Back into PreviewBack into Preview
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1. Click on PREVIEWPREVIEW again.

[448][448]Close the old chartClose the old chart

1. Hover your mouse over the RegionA01-ISCSI01-COMP01RegionA01-ISCSI01-COMP01 chart until the Blue X appears, click the blue Xblue X.

[449][449]Re-select RegionA01Re-select RegionA01
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1. Click in the ObjectsObjects line.

2.Click on RegionA01-ISCSI01-COMP01RegionA01-ISCSI01-COMP01.

If you do not see RegionA01-ISCSI01-COMP01, close out of the preview window and re-open the preview window.

[450][450]We should see the Super Metric workingWe should see the Super Metric working

Note the chart's graph starts to grow when you added that snapshot
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[451][451]On to PoliciesOn to Policies

1. Click NEXTNEXT.
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[452][452]Select the Policy and FinishSelect the Policy and Finish
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Just like in the last lesson, we need to enable the super metric in one or more policies if we want it to actually be calculated and then we
can finish the process.

1. Check the boxbox to enable the metric on Datastore object types in the HOL Policy policy.

2.Click the CREATECREATE button to complete the wizard.

[453][453]Lesson EndLesson End

In this lesson we learned how to use the THIS function in a storage Super Metric.

[454][454]Handling Sets of Data Points in a Super Metric FormulaHandling Sets of Data Points in a Super Metric Formula

This topic confounds many people when they first start creating super metric formulas so it's worth spending some time to understand
when you might run into this issue and how you can work around it. If you remember back in the lesson where we created our first
super metric, there was a discussion about super metric functions and it was stated that the list of available functions includes looping
functions (avg, combine, count, max, min and sum) that work on more than one input value and can return either a single value or a set
of values depending on the formula syntax. The topic of this lesson centers on that notion of "either a single value or a set of values"
depending on the syntax.

If you think back to the discussion about hierarchies in Aria Operations, you will recall for example that in the vSphere Hosts and
Clusters hierarchy, virtual machines are children of hosts and that a virtual machine's parent is a host. We understand that a host can
have one or more VMs as children but that a VM can only have a single host as its parent. But if we think about the relationship between
hosts and datastores, we realize that a host can have one or more datastores as descendants and a datastore can have one or more
hosts as ascendants. We know this because we understand vSphere enough to realize that. However, Aria Operations really has no way
to know whether relationships between particular objects or object types are one-to-one or one-to-many. This is the thing that can
cause confusion when creating a super metric formula until you understand the concept and how to work with it.

In this lesson we will explore this concept by creating a super metric that can be applied to virtual machine. It will calculate the
percentage of a vSphere cluster's usable memory that the VM is using. For example, if a cluster has 200 GB of usable memory and a
VM in that cluster was demanding 4 GB of memory, our value should be 4/200*100 (to make the ratio into a percentage). The
assignment will require us to use some concepts that we covered in the previous lessons and will address the issue discussed above.
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[455][455]Launch the Super Metric WizardLaunch the Super Metric Wizard

1. Expand ConfigureConfigure.

2.Click on Super Metrics.

3.Click ADDADD.
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[456][456]Name the Super MetricName the Super Metric
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1. In the Name field, type VM Memory Usage As a Percentage of Cluster Memory (%).VM Memory Usage As a Percentage of Cluster Memory (%).

2.In the Description field, type VM's percentage of usable cluster memory.VM's percentage of usable cluster memory.

3.Click NEXTNEXT.
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[457][457]Assign to an Object TypeAssign to an Object Type
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1. In the Object TypesObject Types search field, type virtual machinevirtual machine.

2.Single click on Virtual MachineVirtual Machine.

3.Click NEXTNEXT.

[458][458]FormulaFormula

Since the super metric will be applied to virtual machines and the first metric (the numerator) in the formula is the vm's memory demand
we will again use the THISTHIS button here.
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1. Click anywhere in the empty FormulaFormula box.

2.Click the THISTHIS button.
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[459][459]Add the MetricAdd the Metric

Since we want the VM's memory utilization metric,

1. Type utilutil after the green Virtual Machine.the green Virtual Machine.

2.Use the scroll barscroll bar to scroll to the bottom of the list. Ensure that you are in the list of MetricsMetrics and not Metric Types

3.Click Memory|Utilization (KB)Memory|Utilization (KB) to add it to the formula.
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[460][460]Choose the vSphere Cluster Object TypeChoose the vSphere Cluster Object Type
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1. At the end of the formula line, type a spacespace then // then another spacespace then clusclus (the spaces are not necessary but make the

formula easier to read).

2.Click Cluster Compute ResourceCluster Compute Resource to select the object type.

[461][461]Select the MetricSelect the Metric
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Be sure to select the correct metric here. There are a lot of similarly named that are returned by the filter.

1. On the formula line, type usableusable after Cluster Compute Resource.Cluster Compute Resource.

2.Click Memory|Usable Memory (KB)Memory|Usable Memory (KB) in the MetricMetric section to add it to the formula.

[462][462]Adjust the Formula DepthAdjust the Formula Depth

Remembering what we learned earlier about the depth parameter and knowing that vSphere clusters are two levels above VMs in the
hierarchy, we need to adjust the value. Remember for the depth parameter, a positive number means look down the hierarchy while a
negative number means look up.

1. On the formula line, change the "11" and in its place, type -2-2

[463][463]Preview the Super MetricPreview the Super Metric

OK. We're done, right? Let's preview the super metric by selecting a virtual machine in our inventory.

1. Click PreviewPreview
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[464][464]Uh Oh!Uh Oh!
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Uh oh. We got an error - Cannot convert aggregated result to number. This is the issue that was discussed at the beginning of the
lesson. Remember that while we know there can only be one cluster as an ascendant (2 levels up) from the VM, Aria Operations doesn't
have any way of knowing that. As far as Aria Operations knows, there could be a set of cluster objects that are two levels above the VM.

So how do we handle this? We need to modify the formula using a looping function. If you recall from the beginning of the lesson, it was
reiterated that looping functions (avg, combine, count, max, min and sum) work on more than one input value and can return either a
single value or set of values depending on the formula syntax. What does that mean in this context? It means we can use many of those
looping functions to convert the results of the cluster portion of the formula to a single value. Essentially we can tell Aria Operations to
take the avg or min or max or sum of the values from all clusters above the VM and return a single number representing the calculation.
What is the average or minimum or maximum or sum of a single number? It's that number.

In this case, we will use the max function (to find the maximum value from a set of one).
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[465][465]Revise the FormulaRevise the Formula
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1. Place your cursor just before "{Cluster..." in the formula and type max(max( (don't click max in the list of suggestions or it will add

both parenthesis there)

2.Press the EndEnd key on your keyboard to move to the end of the line and type a closing parentheses ))

For reference, there is the completed formula so far: {This Resource: Memory|Utilization} / max({Cluster Compute
Resource: Memory|Usable Memory, depth=-2})

[466][466]Click Preview againClick Preview again

1. Click PREVIEWPREVIEW.

[467][467]Hey it worked this time!Hey it worked this time!
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You should not get an error this time and get a populated chart.

[468][468]Convert the Ratio to a PercentageConvert the Ratio to a Percentage

The formula is returning the ratio of vm memory utilization to cluster memory capacity. But the assignment was to calculate the value as
a percentage.

1. At the end of the formula type spacespace then ** then spacespace then 100100

[469][469]Preview one more timePreview one more time

1. Click PREVIEWPREVIEW.
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[470][470]Remove and re-add the chartRemove and re-add the chart

1. Hover your mouse over the chart until the Blue X appears, click the blue Xblue X.

[471][471]Add the object back inAdd the object back in

1. Click in the ObjectsObjects line.

2.Select the vCLS-... virtual machine.
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[472][472]The Chart now shows %The Chart now shows %

Notice the Y axis values have changed to the desired scale.

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  4 1 3



[473][473]On to the PolicyOn to the Policy

1. Click NEXTNEXT.
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[474][474]Select the Policy and FinishSelect the Policy and Finish

Just like in the previous lessons, we need to enable the super metric in one or more policies if we want it to actually be calculated and
then we can finish the process.
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1. Check the boxbox to enable the metric on Virtual Machine object types in the vSphere Solution's policy

2.Click the CREATE.CREATE.
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[475][475]Lesson EndLesson End

In this lesson we learned how to handle sets of data points in a Super Metric formula and how to navigate the error Cannot convert
aggregated result to number using the MAX function.

[476][476]Using String Operators and the "Where" Clause in a Super Metric FormulaUsing String Operators and the "Where" Clause in a Super Metric Formula

Super metrics can also include some logic in the formula. In this lesson we will look at using the "where" clause and a string operator to
evaluate a VM property (the guest OS).

The task this time is to determine the total number of VMs in our datacenter that are running some variant of the ubuntu operating
system.

The following string operators are available for use in a super metric formula. Note that string operators are valid only when used in a
"where" clause to evaluate whether or not the specified text does or does not exist in the string.

[477][477]Examine the Guest OS Full Name PropertyExamine the Guest OS Full Name Property

Let's first take a look at the VM property we are going to use in this super metric formula.

1. In the search box, type ubuntu.ubuntu.

2.Click to select the ubuntu-0008ubuntu-0008 Virtual Machine.

[478][478]Select the OS Name PropertySelect the OS Name Property

The guest operating system name is contained in the Guest OS Full Name property for a vm that is running VMtools.
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1. Click the MetricsMetrics tab.

2.In the filter box, type guest os from toolsguest os from tools and press the EnterEnter key.

3.Scroll downScroll down to the Property section

4.Double-click the property Guest OS from Tools.Guest OS from Tools.

5.Note the OS name of this VM.

We will create a super metric that counts all of the VMs with the text "ubuntu" in that property field and then we can apply the super
metric to our datacenter object type.

HOL-2401-03-CMP: Becoming A Power User (Advanced)

H A N D S - O N  L A B S  M A N U A L  |  4 1 8



[479][479]Create the Super MetricCreate the Super Metric

1. Expand the ConfigurationConfiguration section.

2.Click Super Metrics.Super Metrics.

3.Click ADDADD to create a new super metric.
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[480][480]Name the Super MetricName the Super Metric
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1. Type the name: Count of Ubuntu VMs.Count of Ubuntu VMs.

2.Type a description.

3.Click NEXT.NEXT.
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[481][481]Object TypesObject Types
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1. In the Object TypesObject Types field type datacenterdatacenter.

2.Single click on DatacenterDatacenter.
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[482][482]Add Cluster as a typeAdd Cluster as a type
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1. In the Object TypesObject Types field type clustercluster.

2.Single click on Cluster Compute ResourceCluster Compute Resource.
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[483][483]Now add Host SystemNow add Host System
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1. In the Object TypesObject Types field type hosthost.

2.Single click on Host SystemHost System.

3.Click NEXTNEXT.

[484][484]Start the FormulaStart the Formula

Remember that we want to count the number of VMs running the CentOS operating system so we will use the countcount looping function.
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1. Type countcount to see a list of matching options.

2.Click the countcount function.
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[485][485]Select the Virtual Machine Object TypeSelect the Virtual Machine Object Type
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At the cursor position (between the parenthesis):

1. Type virtual.virtual.

2.From the match list, click the Virtual MachineVirtual Machine object type to select it.
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[486][486]Select the Guest OS From Tools PropertySelect the Guest OS From Tools Property
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At the cursor position:

1. Type guest os from.guest os from.

2.From the match list, click the Summary|Guest Operating System|Guest OS from ToolsSummary|Guest Operating System|Guest OS from Tools property.

[487][487]Adjust the Depth ParameterAdjust the Depth Parameter

Remember that we are going to want to apply this metric at the vSphere Datacenter object level. Going back to our discussion earlier
about depth, we will need to set the depth to Datacenter --> Cluster --> Host --> VM or three levels down. Traversing down the
hierarchy means a positive depth parameter so:
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1. Delete the 11 for depth and then type 33 in its place.
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[488][488]Add the Where ClauseAdd the Where Clause

At the cursor position (just to the right of the 33 you typed), type the following. Note the leading comma, the quotation marks and the
exact case. The syntax may not seem intuitive but that is the way it needs to be written. It might be easiest to just highlight the text
below and drag it to the HOL console.

1. After depth=3 type , where = "contains Ubuntu"

[489][489]Let&#39;s Preview itLet&#39;s Preview it

1. Click PREVIEWPREVIEW.
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[490][490]Select the Regional Datacenter Preview SourceSelect the Regional Datacenter Preview Source

Let's see how this super metric works for our vSphere datacenter.

1. In the Preview Objects filter, type Region.Region.

2.Click to select the RegionA01RegionA01 datacenter object.
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[491][491]View The Super Metric PreviewView The Super Metric Preview

1. If the Split ChartsSplit Charts button is not active, click on the Split ChartsSplit Charts button.

2.Notice that RegionA01RegionA01 shows 3 Ubuntu VMs.

Note that you can also assign the super metric to Host SystemHost System and Cluster Compute ResourceCluster Compute Resource object types with good results since this
formula will look down 1, 2 and 3 levels to find Virtual Machine object types and check the operating system property for Ubuntu.
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[492][492]On to PolicyOn to Policy

1. Click NEXTNEXT.
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[493][493]Assign Policies for Object TypesAssign Policies for Object Types

1. Check the Policy box for DatacenterDatacenter.

2.Check the Policy box for Cluster Compute ResourceCluster Compute Resource.

3.Check the Policy box for Host SystemHost System.

4.Click CREATECREATE.

[494][494]Lesson EndLesson End

In this lesson we created a Super Metric that used a Where clause to count Ubuntu systems across different Object Types.
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[495][495]Verifying Super Metric CalculationVerifying Super Metric Calculation

We just created several super metrics. Let's check to make sure they are being calculated on the appropriate objects in our
environment.

[496][496]Search for a ClusterSearch for a Cluster

Let's first take a look at the Workload 1 vSphere cluster's metrics.

1. In the search box, type workload.workload.

2.Click to select the Workload 1Workload 1 vSphere cluster.
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[497][497]View the Workload 1 Super MetricView the Workload 1 Super Metric

To see the calculated value of the cluster super metric:

1. Click the MetricsMetrics tab.

2.In the search box, enter SuperSuper and hit Enter.

3.Note that there is a metric category Super MetricsSuper Metrics. This will only exist when there are one or more super metrics calculated for

the object. Click to expand it.

4.Double-click Average Mem Usage Across All Descendant VMs (GB).Average Mem Usage Across All Descendant VMs (GB).

5.Since the metric is new, let's change the time scale. Click the calendarcalendar icon.

6.Click Last HourLast Hour to change the time scale.

7.Click GO.GO.

[498][498]Super Metric GraphSuper Metric Graph

It is important to understand that super metric values will only be stored in the database from the time you create the metric and enable
it in the appropriate policy.
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1. Note that in this case the super metric has been calculated and stored in the database for several minutes. In your lab

environment, the value and number of metric points will vary.
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[499][499]Visualize Historical Super Metric ValuesVisualize Historical Super Metric Values

We also have the ability to visualize what a super metric value would have been for time frames prior to when the metric was created.

1. Click the Show previewable supermetricsShow previewable supermetrics button. Note that there is now a Super Metric PreviewsSuper Metric Previews category now, and it should

be expanded. If it is not, then click to expand it.

2.Double-clickDouble-click the super metric name.

3.You can see that a historical view of the super metric is available.

4.It may help to look further back, so use the calendarcalendar icon to select a different time range. In. this case, I've set my range to the

Last 12 hours.Last 12 hours.

5.Click GO.GO.

Note that the historical super metric calculation will be limited to the time range available for the metric(s) that are used in the super
metric formula. In this lab environment, you may see large gaps in the data because of when the environment was created and the fact
that the lab pod sits dormant (powered off) until shortly before you logged in and took this lab. Also note that while we have set a non-
standard data collection interval of one minute in this lab pod (see frequency of data points in the top graph), the historical preview uses
the standard 5-minute interval for calculations.

If you are interested, you can select VM, host, datacenter and datastore objects in this environment and confirm that the super metrics
we created and enabled for each of those object types is also being calculated.
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[500][500]Lesson EndLesson End

In this lesson we checked our Super Metric creations from the Metrics tab.

[501][501]ConclusionConclusion

In this module, we created multiple Super Metrics to highlight the power of creating Super Metrics in Aria Operations.

[502][502]You&#39;ve finished the moduleYou&#39;ve finished the module

Congratulations on completing the lab module.

For more information on getting started with Aria Operations, see the VMware Aria Operations: Journey to SuccessVMware Aria Operations: Journey to Success guide at the
VMware Apps & Cloud Management Tech ZoneVMware Apps & Cloud Management Tech Zone.

From here you can:

1. Click to advance to the next page and continue with the next lab module

2.Open the TABLE OF CONTENTSTABLE OF CONTENTS to jump to any module or lesson in this lab manual

3.End your lab and come back and start it again in the future
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ConclusionConclusion

[504][504]Learning Path Next Steps!Learning Path Next Steps!

Learn More about Modern Apps and Cloud Management on Tech Zone

•Learn

•Try

•What’s New

Visit https://via.vmw.com/LearnMACMhttps://via.vmw.com/LearnMACM
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